
HAVE A NEW PRIVATE I.T. VENDOR/CONTRACTOR? 

Revised 6/18/2025 

This includes “individuals employed by private vendors or private contractors who configure or support 
devices that: (A) store criminal justice information; (B) process criminal justice information; or (C) 
transmit criminal justice information” (14B NCAC 18B.0103). Your agency must have the following in 
place: 
 
  
 PRIVATE CONTRACTOR USER AGREEMENT 

 Create a “Private Contractor User Agreement.” 
 Should be specific to vendor’s role and agency’s needs. 
 Example can be found in the CJIS Security Policy. 

o Located in Omnixx Links under IT Assistance. 
 Must be signed by both the vendor agency had AND the law enforcement agency head. 
 Keep on file. 

 
 CJIS SECURITY ADDENDUM(S) 

 EACH vendor employee with access (physical or remote) to DCI devices must sign a CJIS 
 Security Addendum. 

 Addendum is located within the CJIS Security Policy. 
o Located in Omnixx Links under IT Assistance. 

 Keep all on file. 
 

 FINGERPRINTS 
 Obtain fingerprints for EACH vendor employee. 
 Submit the fingerprints to the SBI for processing. 

o Fingerprint cards should have YOUR agency ORI and address. 
 Your agency MUST receive the results of the fingerprint background check BEFORE the 

vendor employee can have access to any of your DCI devices (physical or remote). 
 

 SECURITY AWARENESS TRAINING 
 Log into CJIS ONLINE from the CJIS Launch Pad. 
 Refer to the CJIS Online TAC Manual for how to manage vendors. 

o This can be found under CJIS Training. 

 

Vendor Training 

Manual 

https://www.fbi.gov/services/cjis/cjis-security-policy-resource-center
https://www.fbi.gov/services/cjis/cjis-security-policy-resource-center
https://www.ncsbi.gov/omnixxlinks
https://www.ncsbi.gov/omnixxlinks
https://evolve.ncdci.gov/launchpad/index.pl

