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What is the North Carolina
Behavioral Threat Assessment Unit?

The North Carolina Behavioral Threat Assessment (BeTA) Unit
was developed by the North Carolina State Bureau of
Investigation in 2018 to take a proactive approach to prevent
violence in our communities.

Staffed by law enforcement officers, intelligence analysts and
mental health professionals, the primary objective of a BeTA
Unit investigation is to gather and evaluate information about
persons who exhibit concerning behaviors associated with the
pathway to violence. Behavioral Threat Assessment (BeTA)
Unit investigations receive high priority and begin immediately
upon receipt of information of any threat or unusual behavior
directed toward an individual associated with an educational
property, place of worship, or other mass gathering of the
public.




PURPOSE

Between 2016 and 2017, there have been 50 shootings
characterized by the FBI as active shooter incidents. These 50
incidents resulted in 943 casualties (Active Shooter Incidents in
the United States in 2016 and 2017, the Advanced Law
Enforcement Rapid Response Training (ALERRT) Center at
Texas State University and the Federal Bureau of Investigation,
U.S. Department of Justice, Washington, DC 2018). After the
February 14, 2018 attack at the Marjory Stoneman Douglas
High School in Parkland, Florida, the SBI, in consultation with
the University of North Carolina System, decided that the
traditional reactive approach of law enforcement to attacks is not
sufficient to address this issue. Partnering with University
Police, and state and federal law enforcement agencies, the SBI
formed the Behavioral Threat Assessment (BeTA) Unit to take a
proactive approach focusing on threat assessment and
management to address threats of mass violence.

The BeTA Unit is a statewide threat assessment and
management program meant to follow persons of concern
throughout the State and to ensure information about persons of
concern is shared with other states should the person of concern
move outside of North Carolina.




PREVENTION IS POSSIBLE

Findings of the Safe School Initiative conducted by the U.S.
Secret Service and the U.S. Department of Education suggest
that some future attacks may be preventable. “The fact that
most attackers engaged in pre-incident planning behavior and
shared their intentions and plans with others, suggests that those
conducting threat assessment inquiries or investigations could
uncover these types of information.” (Threat Assessment in
Schools: A Guide to Managing Threatening Situations and to
Creating Safe School Climates, Washington, DC, May 2002, p.
30). The primary purpose of threat assessment is the prevention
of targeted violence. The threat assessment and management
process involves the proactive work of a trained multi-
disciplinary threat management team charged with the
responsibility to seek out and thwart potential attackers before
they strike. As such, threat management is integral to the work
of the BeTA Unit. Threat assessment is the process of gathering
and assessing information about persons who may have the
interest, motive, intention, and capability of mounting attacks
against identified targets. The BeTA Unit uses this
methodology but also incorporates key investigative principles
and relies on relationships with other entities to gather
information critical to informing the threat assessment process
and formulating viable mitigation plans. Threat assessment is
one component in the overall strategy to reduce violence.




THIS RESOURCE GUIDE

The Behavioral Threat Assessment (BeTA) Unit has compiled
this resource guide to support K-12 schools in North Carolina
that might be new to behavioral threat assessments, and/or are
looking to implement threat assessment teams in their school
district. In the pages to follow, you will find literature from
nationwide leading experts in behavioral threat assessments,
landmark studies and publications that have shaped the world of
behavioral threat assessment, current best practices, legal
considerations and some additional resources to explore. While
this guide Is certainly not an all-encompassing or all-answering
publication, we hope it serves as a strong sounding board for
educating you, your school district, your school administrators
and any policy makers on the importance of implementing
school-based threat assessment teams.

The BeTA Unit is not intended to replace or duplicate the threat
assessment duties of school threat assessment teams, other state
and local law enforcement agencies, the Federal Bureau of
Investigation Behavioral Analysis Unit, the United States Secret
Service Protective Intelligence Division, or any other threat
assessment group or agency.




“The con'écious decision to kill or
ysiqa’ily harm specific or symbolic
ictim's in‘a workplace or on a campus is
IE rgeted nowlcategorized as targeted or intended
violence. In contrast to affective or
irﬁpulsive violence, targeted violence is
by definition planned, emotionless, and
predatory.” WAVR-21
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Perpetrators

don’t “snap”
...they decide

Pathway to Workplace and Campus
Targeted or Intended Violence
Attack 'I I

The “Grievance”

Adapted with permission from F.S. Calhoun and S.W. Weston (2003). Contemporary threat management:
A practical guide for identifying, assessing and managing individuals of viclent intent.
© 2003 F.S. Calhoun and S.W. Weston. All rights reserved.

A Study of Pre-Attack Behaviors of Active Shooters in the United States Between
2000 and 2013; USDOJ, FBI, Published July 2018: 77% spent a week or longer
planning; 46% spent a week or longer actually preparing; In 64% of cases, at least
one of the victims was specifically targeted




in the United States Between 2000 and 2013;

USDOJ, FBI, Published July 2018

ASTUDY OF THE
RE-ATTACK BEHAVIORS
OF ACTIVE SHOOTERS

INTHE UNITED STATES
BETWEEN 2000 AND 2013

= 56% had a first instance
of concerning behavior
25 months or more
before the incident

= On average, each
shooter displayed 4 to 5
observable concerning
behaviors over time



Behavioral

Threat Assessment

Identifies individuals who
pose a threat of targeted violence

Mitigate/manage those individuals
o before they strike

Fact-based

PREVENTION vs. RESPONSE
PROACTIVE vs. REACTIVE
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THE NATIONAL THREAT
ASSESSMENT CENTER (NTAC)
2018 REPORT ON MASS ATTACKS
IN PUBLIC SPACES:

SCHOOLS ARE THE
THIRD MOST COMMON
TARGET
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This report was prepared by the staff of the
U.S. Secret Service National Threat Assessment Center (NTAC)

Lina Alathari, Ph.D. Steven Driscoll, M.Ed.

Chief Lead Social Science Research Specialist
Ashley Blair, M.A. Diana Drysdale, M.A.

Social Science Research Specialist Supervisory Social Science Research Specialist
Arna Carlock, Ph.D. Jeffrey McGarry, M.A.

Social Science Research Specialist Social Science Research Specialist

Mass Attacks in Public Spaces - 2018

National Threat Assessment Center
U.S. Secret Service
U.S. Department of Homeland Security

July 2019

This publication is in the public domain. Authorization to copy and distribute this
publication in whole or in part is granted. However, the U.S. Secret Service star insignia
may not be used in any other manner without advance written permission from the
agency. While permission to reprint this publication is not necessary, when quoting,
paraphrasing, or otherwise referring to this report, the citation should be: National Threat
Assessment Center (2019). Mass Attacks in Public Spaces - 2018. U.S. Secret Service,
Department of Homeland Security.
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In response to the acts of targeted violence occurring in this Nation, the U.S. Secret Service National Threat Assessment
Center (NTAC) has published this research report titled, Mass Attacks in Public Spaces — 2018. The study was conducted for

the specific purpose of identifying key information that will enhance efforts to prevent these types of attacks. The report is
NTAC’s second analysis of mass attacks carried out in public spaces, building upon the findings identified in its 2017 report.

These acts have impacted the safety and security of the places where we work, learn, dine, and conduct our daily activities.
Each new tragedy, including the attack on a bank in Sebring, FL; a synagogue in Poway, CA; a university in Charlotte, NC;
and the municipal center in Virginia Beach, VA; serves as a reminder that we must continue to research and provide robust
training and awareness to help prevent these tragic outcomes.

NTAC’s research and publications directly support our agency’s protective mission, as well as the missions of those
responsible for keeping our communities safe. Through this report, NTAC aims to assist law enforcement, schools, public
agencies, private organizations, and others in understanding the motives, behavioral indicators, and situational factors of
those who carry out mass attacks.

Empowering public safety professionals to combat this ever-evolving threat is a priority for our agency. I commend our
community partners for their continued efforts, commitment, and determination to prevent targeted violence within
the Homeland.

Oy My

James M. Murray
Director

The U.S. Secret Service's National Threat Assessment Center (NTAC) was created in 1998 to provide guidance on threat assessment both within
the U.S. Secret Service and to others with criminal justice and public safety responsibilities. Through the Presidential Threat Protection Act of
2000, Congress formally authorized NTAC to conduct research on threat assessment and various types of targeted violence; provide training on
threat assessment and targeted violence; facilitate information-sharing among agencies with protective and/or public safety responsibilities; provide
case consultation on individual threat assessment investigations and for agencies building threat assessment units; and, develop programs to promote
the standardization of federal, state, and local threat assessment processes and investigations.

Mass Attacks in Public Spaces - 2018 LIMITED TO OPEN SOURCE INFORMATION



United States Secret Service

NATIONAL THREAT ASSESSMENT CENTER

On May 31, 2019, 12 innocent people were killed at the Virginia Beach Municipal Center in Virginia Beach, VA by an
attacker who had reportedly resigned from his position at the municipal center earlier that day. While little else is yet
known publicly about the attacker or his motive, this act of mass violence is the most recent example of targeted violence
affecting a public space in the United States. Mitigating the risk of mass casualties from such an event requires the efforts
of everyone with a role in public safety, a responsibility that is not limited to law enforcement. Other community
stakeholders may also be in a position to intervene, including workplace managers, school administrators, local officials,
and the mental health community, each of whom has a unique role to play in keeping communities safe.

To support these prevention efforts, the Secret Service National Threat Assessment
Center (NTAC) is tasked with delivering research, training, consultation, and
information sharing on threat assessment and the prevention of targeted violence,
including targeted attacks directed at workplaces, houses of worship, schools, and
other public spaces. The research and information produced by NTAC guides not
only the Secret Service’s approach to preventing assassinations, called threat
assessment, but also informs the communitywide approach needed to prevent
incidents of targeted violence.!

This report is NTAC’s second analysis of mass attacks that were carried out in
public spaces, and it builds upon Mass Attacks in Public Spaces - 2017 (MAPS-
2017). In MAPS-2017, NTAC found that attackers from that year were most
frequently motivated by grievances related to their workplace or a domestic issue.
All of the attackers had recently experienced at least one significant stressor, and
most had experienced financial instability. Over three-quarters of the attackers
had made threatening or concerning communications, and a similar number had
elicited concern from others. Further, most had histories of criminal charges,
mental health symptoms, and/or illicit substance use or abuse.

With this latest report, Mass Attacks in Public Spaces - 2018 (MAPS-2018), the
Secret Service offers further analysis and operational considerations to our
partners in public safety.” Between January and December 2018, 27 incidents of
mass attacks — in which three or more persons were harmed - were carried out in
public spaces within the United States.’ In total, 91 people were killed and 107
more were injured in locations where people should feel safe, including
workplaces, schools, and other public areas.* The loss of life and traumatic nature
of these attacks had a devastating impact on the victims and their families, local
communities, and the entire nation.

Mass Attacks in Public Spaces - 2018 LIMITED TO OPEN SOURCE INFORMATION

What is Threat Assessment?

In the 1990s, the U.S. Secret
Service pioneered the field of
threat assessment by
conducting research on the
targeting of public officials
and public figures. The
agency’s Threat Assessment
Model offered law
enforcement and others with
public safety responsibilities a
systematic investigative
approach to identify
individuals who exhibit
threatening or concerning
behavior, gather information
to assess whether they pose
a risk of harm, and identify
the appropriate interventions,
resources, and supports to
manage that risk.



United States Secret Service
NATIONAL THREAT ASSESSMENT CENTER

Regardless of whether these attacks were acts of workplace violence, domestic violence, school-based violence, or inspired
by an ideology, similar themes were observed in the behaviors and circumstances of the perpetrators,’ including:

Most of the attackers utilized firearms, and half departed the site on their own or committed suicide.

Half were motivated by a grievance related to a domestic situation, workplace, or other personal issue.
Two-thirds had histories of mental health symptoms, including depressive, suicidal, and psychotic symptoms.
Nearly all had at least one significant stressor within the last five years, and over half had indications of financial

instability in that timeframe.
Nearly all made threatening or concerning communications and more than three-quarters elicited concern from

others prior to carrying out their attacks.

The violence described in this report is not the result of a single cause or motive. The findings emphasize, however, that we
can identify warning signs prior to an act of violence. While not every act of violence will be prevented, this report
indicates that targeted violence may be preventable, if appropriate systems are in place to identify concerning behaviors,
gather information to assess the risk of violence, and utilize community resources to mitigate the risk.
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United States Secret Service
NATIONAL THREAT ASSESSMENT CENTER

THE INCIDENTS

THE WEAPONS: Though most of the attacks were carried out using a firearm (n = 24, 89%), three attackers used vehicles
to cause harm (11%).° Of the 24 who used firearms, at least 10 possessed their weapon illegally at the time of the incident.
Two of those ten were minors. The remaining eight had felony convictions, were the subjects of protective orders, or had
some other factor present that would have prohibited them from purchasing or possessing a firearm based on federal or
state laws.”

THE PUBLIC SITES: The 27 incidents were carried out in 18 states, at 28 different sites, with most (n = 20, 70%) occurring
at places of business (see Figure 1). Those that took place in open spaces (n = 4) represented 14% and included such
locations as a public sidewalk, street, and parking lot. Three attacks (11%) were carried out at high schools. One attack
(4%) took place in a house of worship.

Figure 1.
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United States Secret Service
NATIONAL THREAT ASSESSMENT CENTER

THE TIMING: The attacks took place in every month except
December and occurred on every day of the week (see Figure 2).

Over half (n = 16, 59%) took place between the hours of 7:00 a.m.

and 3:00 p.m. More than half (n = 17, 63%) of the attacks ended
within 5 minutes from when the incident was initiated
(see Figure 3).

END OF THE ATTACKS: The most common ways the attacks
ended were either by the attacker committing suicide at the scene
(n=17,26%) or departing on their own (n = 7, 26%). Three of
those who departed the scene on their own committed suicide
soon after. Law enforcement intervention at the site brought six
attacks to an end (22%). In four of these incidents, the attacker
was killed. Other attacks ended when the weapon used became
inoperable (n = 4, 15%) or due to bystander intervention
(n=2,7%).

Attacks Perpetrated By Current Employees

On September 12, 2018, an employee shot and killed ‘
his ex-wife and two co-workers near his workplace.
Though divorced that April, the ex-wife had recently

filed for additional support. The attacker fled the

scene and later committed suicide when confronted

by police.

On September 19, 2018, an employee opened fire
inside his employer’s offices, injuring four before
being fatally shot by police. The attacker’s targets
appeared to be random, and his motive is unknown.

On September 20, 2018, a temporary employee
opened fire at a distribution center, killing three
people and injuring three others before committing
suicide. The attacker’s motive may have been related
to a grievance with co-workers.

three individuals at a food distribution warehouse.
After fleeing the scene, the attacker called police and
reported that his actions were motivated by mental
illness. He later committed suicide.

On November 12, 2018, an employee shot and injured l

Mass Attacks in Public Spaces - 2018

Figure 2.
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Day of the Week
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Figure 3.

Duration of the Attacks
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United States Secret Service
NATIONAL THREAT ASSESSMENT CENTER

GENDER AND AGE: While most of the attackers were male (1 = 25, 93%), there was one female and one individual in the
process of gender reassignment. Their ages ranged from 15 to 64, and the average age was 37 (see Figure 4).

YOUNGEST: On January 23, 2018, a 15-year-old sophomore began Figure 4.
shooting students randomly in a common area at his high school, killing
two and injuring ten. When the attacker ran out of bullets, he abandoned Ages of the Attackers
his gun and joined other students who had been hiding. After the students
were moved to another room, police identified the attacker and arrested 15-24 e :
him. The student had planned the attack for about a week, and he did not '

target any particular students, describing his attack as “an experiment.” ;5.3 TN
I &

OLDEST: On March 7, 2018, a 64-year-old male walked into a local cafe

. . . s w2018
and asked to see the owner, with whom he had a disagreement weeks prior. 35-44 8
When the owner appeared, the attacker shot him several times with a rifle, ' malld

killing him. He then proceeded to shoot cafe patrons, injuring two and as-sa DM 2

killing one. After the attacker ran out of bullets, he fled to his nearby home !

and barricaded himself inside. He eventually surrendered to police.
s, [

SUBSTANCE USE: Nearly one quarter of the attackers (n = 6, 22%) were

found to have a history of illicit drug use and/or substance abuse.

CRIMINAL CHARGES AND DOMESTIC VIOLENCE: Approximately
half of the attackers (n = 13, 48%) had histories of criminal charges
beyond minor traffic violations. Those charges included both non-violent
(n =10, 37%) and violent (n = 6, 22%) offenses.

Looking specifically at the issue of domestic violence, eight attackers (30%) were found to have had such histories, with
only some of those instances resulting in criminal charges or arrests.?

On September 19, 2018, a man shot and injured his wife, two bystanders, and a police officer in a municipal building. At
the time of the attack, he was subject to a protective order resulting from incidents in which he assaulted and threatened to
kill his wife because she wanted a divorce. About a month prior to his attack, he was arrested after he threatened to kill his
wife and choked her with a belt. A judge agreed to issue a protective order; however, he denied the wife’s request that her
husband be ordered to relinquish his firearms.

Mass Attacks in Public Spaces - 2018 LIMITED TO OPEN SOURCE INFORMATION



United States Secret Service
NATIONAL THREAT ASSESSMENT CENTER

MENTAL HEALTH: Two-thirds of the attackers (n = 18, 67%) experienced mental health symptoms prior to their attacks.
The most common symptoms observed were related to depression and psychotic symptoms, such as paranoia,
hallucinations, or delusions. Suicidal thoughts were also observed (see Table 1). Nearly half of the attackers (n = 12, 44%)
had been diagnosed with, or treated for, a mental illness prior to their attacks.

On May 24, 2018, a man opened fire on the patrons of a restaurant, injuring one adult and two children. His motive for the
attack is not known, but he was demonstrating symptoms of a mental illness, including suicidal thoughts and paranoid delusions
about being taunted by demons and watched by a drone. In videos posted online shortly before the attack, the man said that
everyone was against him and he felt tortured and alone. He said, “My life is in danger...Satan is after me.”

Table 1.

Mass Attacks in Public Spaces - 2018 LIMITED TO OPEN SOURCE INFORMATION 6



United States Secret Service
NATIONAL THREAT ASSESSMENT CENTER

MOTIVES, BELIEFS, & TARGETING

MOTIVES: The violence in this study resulted from a range
of motives, with some attackers having multiple motives. In

half of the incidents (n = 14, 52%), grievances appeared to fable 2

be the main motivating factor. In these cases, the

attackers were retaliating for perceived wrongs related to

their domestic situationf (n=6,22%), workpglaces Grievances 46% 32%

(n =3, 11%), or other personal issues (n = 6, 22%), for Domestic 18% 22%

example, losing a video game competition or having an Personal 7% 229

argument with an owner of a retail establishment

(see Table 2).° Workplace 21% 7%
Mental Health/Psychosis 14% 199

Beyond grievances, some motives were related to the Ideological 21% 7%

attackers’ mental health symptoms (n = 5, 19%), while

others were connected to ideological beliefs (n = 2, 7%). Fame 4% 4%

Of the two perpetrators motivated by an ideology, one was Political 4% 0%

motivated by anti-abortion beliefs while the other was

motivated by anti-Semitic beliefs. Additionally, one Unknown 14% 22%

attacker appeared to have been motivated by the desire *Percentages exceed 100 as some attackers had more than one motive.

for fame or notoriety. For the remaining incidents (n = 6,
22%), a motive was not identifiable given information that
was publicly available.

BELIEFS: While only two of the attacks were primarily motivated by an ideology, nearly one-third of the attackers (n = 8,
30%) appeared to have subscribed to a belief system that has previously been associated with violence. Often the attackers’
beliefs were multifaceted and touched on a range of issues, including white supremacy, anti-Semitism, conspiracy
theories, sovereign citizens, animal rights, and the “incel” movement. Incels, or involuntarily celibates, are members of an
Internet-based subculture of heterosexual males who view themselves as undesirable to females and therefore unable to
establish romantic or sexual relationships to which they feel entitled.

Mass Attacks in Public Spaces - 2018 LIMITED TO OPEN SOURCE INFORMATION
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NATIONAL THREAT ASSESS

FIXATIONS: Two-fifths of the attackers (n = 11, 41%) exhibited
a fixation, defined as an intense or obsessive preoccupation with
a person, activity, or belief to the point that it negatively
impacted aspects of their lives. The focuses of these fixations
included an ex-girlfriend, wife, or other females in the subjects’
lives; perceived injustices; delusions; sociopolitical ideologies;
and video games. The behaviors that demonstrated these
fixations included, but were not limited to, posting written
material or videos online, stalking or harassing others, and filing
lawsuits or complaints to police.

On June 28, 2018, a man shot and killed five employees in a
newspaper office. Six years prior, he had sued the newspaper
and some of its employees for alleged defamation. He became
fixated on the case, stating in 2013 that it had “become [his]
life” He created social media profiles to impersonate people
involved in the court proceedings. After the lawsuit was
dismissed, he continued to file related court documents.

TARGETING: In 11 cases (41%), the attacker appeared to

have pre-selected targets in mind. Seven of those attacks
resulted in harm to both the targeted person and random
bystanders, and in three cases the harm was restricted to just
those specifically targeted. In the remaining case, when the
attacker could not find his intended targets at their workplaces,
he randomly fired at other people associated with the office. In
nearly two-thirds of the attacks (n = 16, 59%) harm was directed
at persons indiscriminately.

On October 27, 2018, a man opened fire indiscriminately
inside a synagogue. Eleven people were killed and six more
were wounded before he was shot and apprehended by police.
The attacker had previously accused a Jewish-founded
refugee advocacy group of helping to transport refugees,
whom he referred to as “invaders,” from Central America
into the United States. When he later attacked the
synagogue, he reportedly targeted a specific Jewish
congregation in the building that had previously partnered
with that refugee aid group.

Mass Attacks in Public Spaces - 2018 LIMITED TO OPEN SOURCE INFORMATION 8
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SIGNIFICANT STRESSORS WITHIN FIVE YEARS: Most (n = 23, 85%)
attackers had at least one significant stressor occur in their lives in the five LIFE STRESSORS
years preceding the attack. For three-quarters of the attackers (n = 20, e

74%), the stressors they experienced occurred within one year of the attack.
Beyond the criminal charges described earlier, the stressors most often faced
by the attackers were related to:

o Family/romantic relationships, such as the death of a loved one,
divorce, a broken engagement, or physical or emotional abuse.

» Work or school, such as being denied a promotion, losing a job, or
being forced to withdraw from school.

o Contact with law enforcement that did not result in arrests or
charges, including law enforcement responding to reports of eonmer
inappropriately touching women, domestic violence, or engaging in a
other violent acts towards others.

o Personal issues, such as homelessness or losing a competition.

Over half of the attackers (n = 15, 56%) experienced stressors related to financial instability in the five-year period prior to
their attacks. These financial stressors were evidenced through the inability to sustain employment, losing civil judgements
in court, filing for bankruptcy, loss of income, or having to rely on others for income.

On April 3, 2018, a female opened fire at the headquarters of a video sharing website, injuring three people. The attacker
had supported herself financially using the ad revenue generated by videos that she posted to the company’s website, some of
which had received hundreds of thousands of views. Prior to the attack, the woman had expressed her anger at the
company over recent policy changes that resulted in a loss of income. Following the attack, her father reported that she had
been angry for weeks and complaining that the company had ruined her life.

THREATS AND OTHER CONCERNING COMMUNICATIONS: Nearly all of the attackers (n = 25, 93%) engaged in prior
threatening or concerning communications. One-third had threatened someone (n = 10, 37%), including threats against
the target in six cases (22%). Most of those who made threats against the target had a direct relationship with them, as a
co-worker, domestic partner, classmate, member of the same treatment facility, or peer in a competition. Though the
presence of prior threats to the target is unusual for some forms of targeted violence (e.g., assassination), threats are often
seen in cases motivated by domestic or workplace issues, which together represent one-third of these mass attacks
(n=9,33%).

All but four attackers (n = 23, 85%) made some type of communication that did not constitute a direct threat, but should
have elicited concern. Some of these concerning communications included expressing interest in previous attackers, racist
and misogynistic comments, referencing a desire to purchase a gun, and comments that suggest an aspiration to commit
future violence.

On February 14, 2018, a former student opened fire at his prior high school, killing 14 students and 3 staff, and wounding an
additional 17. The attacker had a long history of behavioral problems and concerning communications. While enrolled at
the targeted high school, he was known by classmates to make racist and anti-Semitic comments and to speak openly about

Mass Attacks in Public Spaces - 2018 LIMITED TO OPEN SOURCE INFORMATION 9
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his guns. A year prior to the attack, someone who knew the attacker contacted local law
enforcement to report that the attacker had posted on Instagram a photo of himself holding
a gun and a statement similar to, “I am going to get this gun when I turn 18 and shoot up
the school” Another concerned individual notified law enforcement of the attacker’s
concerning social media posts about a month before the shooting.

HISTORY OF ELICITING CONCERN: Most of the attackers (n = 21, 78%) in this
report exhibited behaviors that caused concern in others. Those who were concerned
had various degrees of association with the attackers, from those who were close to
them, to strangers in the community who may have never met the attacker before.

The Behaviors that Elicited Concern

o Social media posts with alarming content - Stalking and harassing behaviors

« Escalating anger or aggressive behavior e« Increased depression

o Changes in behavior and appearance o Increased drug use

« Expressions of suicidal ideations « Erratic behavior

« Writing about violence or weapons o Purchasing weapons

« Cutting off communications « Threats of domestic violence
o Inappropriate behavior toward females o Acting paranoid

The responses from others to these behaviors varied from more passive activities like
avoiding the attacker, to more active efforts like transporting the person for a mental
health evaluation. The ways in which people responded to their concerns included:

 Mothers and fathers seeking therapy for the attacker, calling police, confiscating
weapons, or searching for the person when they could not be reached.

« Family and friends making efforts to spend more time with the attacker.

« Online community members calling police.

« Fellow students telling school staff about their concerns.

o Law enforcement getting the attacker to undergo a mental health evaluation,
revoking firearms licenses, or asking family to consensually restrict access to weapons.

« Employers firing them or calling their family members to express concern.

« Co-workers checking on them or suggesting counseling.

« Members of the community asking them to leave business establishments or
treatment programs, sometimes resorting to calling law enforcement.

Mass Attacks in Public Spaces - 2018 LIMITED TO OPEN SOURCE INFORMATION

Who Was Concerned

Mothers & Fathers
Romantic Partners
Siblings & Children
Friends & Neighbors
School Staff &
Classmates
Supervisors &
Coworkers
Mental Health
Professionals
Law Enforcement
Judges & Attorneys
Community Services
Community Members
Religious Leaders

Online Community
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For the majority of the attackers (n = 19, 70%), the concern others felt was so severe that they feared specifically for the
safety of the individual, themselves, or others. Some of those concerned for their own safety acted on that fear by filing for
divorce, ceasing communications, filing for restraining or protection orders, asking loved ones to stay with them out of fear,
changing their daily routines, moving, or warning their own family and friends about their concerns. In one case, a person
shared photos of the attacker so that others could remain alert and call the police if needed.

On November 2, 2018, a man opened fire inside a yoga studio, killing two and injuring five. From adolescence, others had
expressed concerns about his behavior around women and girls. According to police investigative records and other sources,
his conduct had resulted in the man being discharged from the Army, fired from two teaching jobs, reported to law
enforcement, arrested and investigated by police on multiple occasions, banned from a university campus, asked to leave a
child’s party, and avoided by acquaintances and former friends.

(o

\
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Many of the key findings in both the 2017 and 2018 reports reflect similarities among the incidents and the attackers. For
example, attacks occurred across the country and attackers predominantly used firearms. The majority of attackers elicited

concern in others and two-thirds had histories of mental health symptoms or treatment. A majority of the attackers had
recently experienced significant stressors, with just over half of the attackers experiencing financial instability in that

same timeframe.

Table 3.
General Backgrounds 2017 2018
Gender - Male 100% 93%
Age: Range 15-66 15-64
Average 37 37
Ilicit drug use or substance abuse 54% 22%
History of criminal charge(s) 71% 48%
Non-violent 57% 37%
Violent 54% 22%
History of domestic violence 32% 30%
Overall history of violence 64% 44%
Mental health symptoms 64% 67%
Known treatment or diagnosis 25% 44%
Investigative Themes 2017 2018
Beliefs 25% 30%
Fixation 39% 41%
Stressors 100% 85%
Financial instability 57% 56%
Threatening or concerning communications 86% 93%
History of making threats 50% 37%
Threats specific to the target 36% 22%
Concerning communications 82% 85%
Elicited concern 79% 78%
Concern about safety 46% 70%

Mass Attacks in Public Spaces - 2018

LIMITED TO OPEN SOURCE INFORMATION
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Like the year before, 2018 saw incidents of mass violence impact the places where we work, learn, worship, or otherwise
conduct our daily activities. Consistent with previous research from the Secret Service, these attacks were found to be
motivated by a variety of goals, grievances, and ideologies. The attackers varied widely on demographic factors, and while
there is no single profile that can be used to predict who will engage in targeted violence, focusing on a range of concerning
behaviors while assessing threats can help promote early intervention with those rare individuals that pose such a risk.

o Mental health and mental wellness - Mental illness, alone, is not a risk factor for violence, and most violence is
committed by individuals who are not mentally ill. Two-thirds of the attackers in this study, however, had previously
displayed symptoms indicative of mental health issues, including depression, paranoia, and delusions. Other
attackers displayed behaviors that do not indicate the presence of a mental illness, but do show that the person was
experiencing some sort of distress or an emotional struggle. These behaviors included displays of persistent anger, an
inability to cope with stressful events, or increased isolation. A multidisciplinary approach that promotes emotional
and mental wellness is an important component of any community violence prevention model. For example, a robust
employee assistance program (EAP) can help to promote mental wellness in the workplace, whether that involves
facilitating mental health treatment or assisting with other personal problems, like substance abuse, financial
struggles, or problems in a personal relationship.

The importance of reporting - Since three-quarters of the attackers had concerned the people around them, with
most of them specifically eliciting concerns for safety, the public is encouraged to share concerns they may have
regarding coworkers, classmates, family members, or neighbors. Such reports could be made to workplace managers,
school administrators, or law enforcement, as appropriate. While over-reporting is not the goal, a reasonable
awareness of the warning signs that can precede an act of violence may prompt community members to share their
concerns with someone who can help. Systems can be developed to promote and facilitate such reporting, and people
should be encouraged to trust their instincts, especially if they have concerns for someone’s safety. For example,
several states have recently developed statewide reporting infrastructures that allow students and others to utilize a
smartphone app to submit anonymous tips to a call center staffed by law enforcement. This type of program can
facilitate not only a law enforcement response to reported threats, but also a community-level response to reports of
bullying, suicidal ideation, self-harm, or depression.

¢ “...Do Something” - Since 2010, the Department of Homeland Security has effectively promoted the “If You See
Something, Say Something®” national campaign, originally developed by New York City’s Metropolitan
Transportation Authority, which encourages the reporting of suspicious activity. In many of these cases from 2018,
members of the general public successfully performed their role in the “See Something, Say Something” process, by
reporting their concerns to someone with a role in public safety. At that point, the responsibility is on the public
safety professionals to “Do Something,” namely assessing the situation and managing as needed. By adopting a
multidisciplinary threat assessment approach, that standardizes the process for identifying, assessing, and managing
individuals who may pose a risk of violence, law enforcement and others are taking steps to ensure that those
individuals who have elicited concern do not “fall through the cracks”

Mass Attacks in Public Spaces - 2018 LIMITED TO OPEN SOURCE INFORMATION 13
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« Law enforcement partnerships — While law enforcement has a key role to play in the prevention of community
violence, intervening with individuals who may pose a risk is not the responsibility of law enforcement alone.
Particularly in those instances where a concerning individual has not broken a law, the relationships between law
enforcement and other community resources become paramount. Law enforcement personnel are encouraged to

continue developing close partnerships with the mental health community, local schools and school districts, houses

of worship, social services, and other private and public community organizations. The mission of law enforcement
in the United States is public service oriented, and that mission will be most effectively executed through
multidisciplinary and collaborative community efforts.

Targeted violence has a profound and devastating impact on those directly involved and a far reaching emotional impact to
those beyond. Because these acts are usually planned over a period of time, and the attackers often elicit concern from the
people around them, there exists an opportunity to stop these incidents before they occur. Threat assessment is one of the
most effective practices for prevention. Many of the resources to support this process are already in place at the community

level, but require leadership, collaboration, and information sharing to facilitate their effectiveness at preventing violence.

The Importance of Threat Assessment

“Threat assessment” refers to a proactive approach to violence prevention. It is an investigative
model originally developed by the U.S. Secret Service to prevent assassinations, but has since
been adapted to prevent all forms of targeted violence, regardless of motivation. This includes
K-12 school shootings and acts of workplace violence. When implemented effectively, a threat
assessment generally involves three key components:

Identify — Assess —» Manage

Research indicates that the majority of perpetrators of targeted violence elicit concern in
others prior to the attack. We rely on those people who observe such concerns to identify the
individual to law enforcement or to someone else with a public safety responsibility. In
educational settings or workplaces, concerns may be reported to a multidisciplinary threat
assessment team that works in conjunction with law enforcement when needed. The
responsible public safety entity is then tasked to assess the situation to determine how they can
manage any risk of violence posed by the individual. With a focus on early intervention, this
systematic approach is an important component of any safety plan. It allows communities to
respond appropriately to a broad range of situations, from those individuals who are
displaying a low-level concerning behavior to those who may pose an immediate and
imminent risk of violence.

Mass Attacks in Public Spaces - 2018 LIMITED TO OPEN SOURCE INFORMATION
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THE INCIDENTS

On January 23, a student fatally shot two and injured ten at 15) On July 5, a gunman injured six in the street near the

a high school in Benton, KY. oceanfront in Virginia Beach, VA.

On January 28, a gunman fatally shot four in a parking lot 16) On August 26, a gunman fatally shot two and injured nine
in Melcroft, PA. at a video game competition in Jacksonville, FL.

On February 14, a former student fatally shot 17 and injured 17) On September 6, a gunman fatally shot three and injured
another 17 at a high school in Parkland, FL. two at a bank in Cincinnati, OH.

OnF e'bruary 14, a man drove a truck into a clinic, injuring 18) On September 12, a gunman fatally shot three in front of a
three in East Orange, NJ. trucking company in Bakersfield, CA.

On March 7, a gunman fatally shot two and injured two 19) On September 19, a gunman injured four at a municipal
inside a restaurant in Hurtsboro, AL. center in Masontown, PA.

On March 9, a gunman fatally shot three at a treatment 20) On September 19, a gunman injured four in an office
facility in Yountville, CA. building in Middleton, WI.

On April 3, a woman shot and injured three at the 21) On September 20, a gunman fatally shot three and injured
headquarters of a video sharing website in San Bruno, CA. three at a warehouse in Aberdeen, MD.

On April 22, a gunman fatally shot four and injured four 22) On October 27, a gunman fatally shot 11 in a synagogue in
others in a restaurant in Antioch, TN. Pittsburgh, PA.

On May 18, a student fatally shot 10 and injured 13 at a high 23) On November 2, a gunman fatally shot two and injured five
school in Santa Fe, TX. in a yoga studio in Tallahassee, FL.

On May 20, a man drove a vehicle into a restaurant, killing 24) On November 5, a gunman fatally shot one and injured two
two and injuring three in Bessemer City, NC. at a drug treatment center in San Rafael, CA.

On May 24, a gunman injured three in a restaurant in 25) On November 7, a gunman fatally shot 11 and injured at
Oklahoma City, OK. least two at a bar in Thousand Oaks, CA.

On May 25, a man drove a vehicle onto a sidewalk, injuring 26) On November 12, a gunman injured three at a food

three in Portland, OR. distribution warehouse in Albuquerque, NM.

On June 1, a gunman killed two at a law firm, followed by 27) On November 19, a gunman fatally shot three at a hospital
one at a psychologist’s office, in Scottsdale, AZ. in Chicago, IL.

On June 28, a gunman killed five in a newsroom in
Annapolis, MD.

1 additional threat assessment resources and publications from the National Threat Assessment Center are available on the U.5. Secret Service website,
located at https:/fwww.secretservice gov/pratection/ntac/.

! The limitations of open source information should be considered when reviewing the findings contained in this report. Since infarmation for a few of the
offenders was limited, it is likely that a larger number than reported here may have displayed the behaviors, symptoms, and other background elements
described here.

! The incidents included in this report were identified and researched through open source reporting (e.g., media sources and released law enforcement
records); therefore, it is possible that more incidents took place than were discovered at the time of this writing. Though there is much debate as to what
defines a moss ottack, for the purpose of this report we included acts of intentional violence in public spaces (e.g., parks, community events, retail
establishments) or semi-public places (e.g.. workplaces, schools, religious establishments) during which significant harm was caused to three or more
persans, We excluded viclence related to criminal acts (e.g., gang or drug activity), failed attempts at a mass attack, and spontaneous violence,

*In two incidents, the attackers harmed additional persons that were not included in the total number killed and injured, based on the criteria for this
report. In one case, the attacker killed two individuals at a private residence following his attack in a public space. In another case, the attacker had killed
one person the day prior to the mass attack, Further, the total of those harmed only included individuals that were harmed as a direct result of the
subject's actions. Injuries sustained while fleeing the scene, for example, were not included.

*This report was prepared for educational and research purposes, The background and behaviors reported herein are of those individuals who: 1) were
arrested for the act; 2) died at the scene; or 3) died immediately following the attack. Actions attributed to individuals who have been arrested, indicted,
or charged in these incidents are merely allegations, and all are presumed innocent until proven guilty beyond a reasonable doubt in a court of law.

#In one attack, the attacker used a combination of a firearm and smoke/flash-bang grenades. In ancther attack, the subject brought explosives to the
school, but they were not used in the attack and were determined to be inoperable.

"Though illegal drug use within the previous year is one of the disgualifying factors for possessing a firearm under federal law, it was not considered in this
review as information was not available to confirm active use within one year of the incident.

® For the purpase of this report, domestic violence was defined as physical force or the threat of imminent badily harm inflicted on a romantic partner,
parent/guardian, or child (of the assailant or romantic partner). If an attacker was classified as having a history of domestic violence against a parent or
child, the perpetrator and the victim must have resided at the same location.

% One subject had both domestic and personal grievances as part of his motive for the attack.
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Prior Knowledge of Potential School-Based Violence:
Information students learn may prevent a targeted attack'

In the wake of several high-profile shootings at schools in the United States, most notably the
shootings that occurred at Columbine High School on April 20, 1999, the United States Secret
Service (Secret Service) and the United States Department of Education (ED) embarked on a
collaborative endeavor to study incidents of planned (or targeted) violence in our nation’s
schools. Initiated in 1999, the study, termed the Safe School Initiative (SSI), examined several
issues, most notably whether past school-based attacks were planned, and what could be done to
prevent future attacks.

The SSI employed a method similar to an earlier Secret Service study, the Exceptional Case
Study Project (ECSP), that examined targeted attacks on public officials and public figures (Fein
& Vossekuil, 1999). In the ECSP the Secret Service coined the term fargeted violence and
defined it as any incident of violence where a known or knowable attacker selects a particular
target prior to the violent attack (Fein, Vossekuil, & Holden, 1995). As with the ECSP, the SSI
employed an operational focus to assist those involved with school safety to improve prevention
efforts by increasing knowledge of targeted violence in schools. By studying past incidents of
targeted violence in schools, the Secret Service and ED examined whether pre-attack behaviors
of perpetrators could be identified to prevent future attacks.

The SSI identified specific incidents of targeted school violence and analyzed the attackers’
behavioral pathways, from the initial idea of the attacks to the violent conclusions. This
involved an in-depth study of 37 incidents of targeted school violence involving 41 perpetrators,
which took place in the United States from January 1974 through May 2000. A full report of the
findings as well as the significant implications for both practical application and further
investigation may be found in two jointly published Secret Service/ED reports: The Final Report
and Findings of the Safe School Initiative: Implications for the Prevention of School Attacks in
the United States (Vossekuil, Fein, Reddy, Borum, & Modzeleski, 2002) and Threat Assessment
in Schools: A Guide to Managing Threatening Situations and to Creating Safe School Climates
(Fein et al., 2002). The reports focused on 10 key findings from the SSI:

* Incidents of targeted violence at schools rarely were sudden impulsive acts.

* Most attackers did not threaten their targets directly prior to advancing the attack.

* There was no useful or accurate “profile” of students who engaged in targeted school
violence.

* Most attackers had difficulty coping with significant losses or personal failures.
Moreover many had considered or attempted suicide.

* Many attackers felt bullied, persecuted or injured by others prior to the attack.

* Most attackers had access to and had used weapons prior to the attack.

* Despite prompt law enforcement responses, most shooting incidents were stopped by
means other than law enforcement interventions.

" The study is on file with the McLean Hospital Institutional Review Board (IRB) under the title “A Systematic Pilot
Study of Student Responses to Prior Knowledge of Potential School-Based Violence: What can we learn about life-
sustaining prevention?”



* In many cases, other students were involved in some capacity.

* Most attackers engaged in some behavior prior to the incident that caused others concern
or indicated a need for help.

* Prior to the incidents, other people knew about the attacker’s idea and/or plan to attack.

While each of these findings is important and may be useful in detecting and preventing future
attacks, the final two findings in particular highlight further areas of inquiry. First, the
perpetrators exhibited concerning behavior prior to the attack in 93% of the incidents. This
suggests that attacks might have been avoided with proper observation techniques and more open
sharing of information. Second, and more significant, at least one other person had some type of
knowledge of the attacker’s plan in 81% of the incidents and more than one person had such
knowledge in 59% of the incidents. Of those individuals who had prior knowledge, 93% were
peers of the perpetrators — friends, schoolmates, or siblings (Vossekuil et al., 2002).

Study Purpose

The SSI findings highlight that in most targeted school-based attacks, individuals, referred to as
bystanders in this report, had some type of advanced knowledge about planned school violence.
Despite this advanced knowledge, the attacks still occurred. This study aimed to further the
prevention of targeted school-based attacks by exploring how students with prior knowledge of
attacks made decisions regarding what steps, if any, to take after learning the information.” The
study sought to identify what might be done to encourage more students to share information
they learn about potential targeted school-based violence with one or more adults.

Among the topics covered in semi-structured interviews with participants were the following key
questions:

* What information was known by the bystander in advance of the attack?

* What relationship did the bystander have to the perpetrator(s)?

* Did the bystander share the information he or she learned of the planned violence with
others?

* Was the bystander alone in his or her knowledge of the planned attack or was there
discussion with other bystanders? If there was discussion among several bystanders, was
there an agreement among them as to whether to report the information?

* How much did personal characteristics of the bystander as compared with issues related
to the school climate influence the bystander’s decision regarding whether to come
forward with the information?

* What were the relationships and levels of interpersonal connections between the
bystander and responsible adults?

* In retrospect, how did the bystander feel about his or her decision regarding whether to
take action? What advice would the bystander give others?

? This study was conducted in partnership with McLean Hospital, a teaching affiliate of Harvard Medical School,
and underwent human participants review through its IRB. The principal investigator was William S. Pollack.



Method

Study Participants

Initially, potential participants were identified in reference to two groups. One group included
those students who had prior knowledge of planned school violence and were believed to have
shared that knowledge to avert the planned attack. Participants in this group were identified
through online searches of publicly available material, as well as through outreach to law
enforcement and school personnel, for information about school shootings that were averted and
individuals who had prior knowledge of the threatened targeted school violence. The second
group included those students who had prior knowledge of planned targeted school violence and
who attended a school where a shooting occurred. Participants in this group were drawn from
the 37 cases originally studied in the SSI. Participants who indicated that they had some type of
prior knowledge were identified from a review of media reports, law enforcement records, and
court records contained in the SSI case files. In all, 198 bystanders were identified from the files
with the number of bystanders identified per incident ranging from 0 to 28. Individuals who
actively planned or encouraged the attack were omitted from the study.

Once potential participants were identified, researchers determined whether each participant met
the study’s inclusion criteria. Initially, participants were to be selected based on considerations
related to the recency of the case, the participant’s level of knowledge regarding the planned
school attack, and the participant’s relationship with the perpetrator of the attack. However,
when recruitment for the study proved difficult more emphasis was placed on the participant’s
accessibility and willingness to be interviewed.

Researchers contacted 29 individuals who met the study’s inclusion criteria. Fourteen of the
individuals contacted either refused participation in the study or did not complete the informed
consent process in spite of several outreach attempts. Thus, the final study participants consisted
of 15 individuals, six of whom had prior knowledge of a potential threat and attended a school at
which a school shooting was averted, and nine of whom had prior knowledge of a potential
threat and attended a school at which a school shooting occurred. The six participants in the first
group were drawn from four independent incidents in which a school attack was averted (two
participants each from two incidents and one participant each from two separate incidents). The
nine participants in the second group also were drawn from four independent incidents in which
a shooting occurred at school (four participants from one incident, three participants from
another incident, and one participant each from two separate incidents). In total, the participants
represented eight school locations. At the time of the study, the participants ranged in age from
13 to 30 years.

Procedure

A member of the research team telephoned each participant (or legal guardian if the participant
was a minor) and described the nature of the study and its benefits and risks. If the participant
agreed, consent forms were mailed to the participant for review. The consent forms, approved
by the McLean Hospital Institutional Review Board (IRB), included versions for adults and
minors aged 13 to 17 years. The forms addressed two aspects of consent: consent to participate
in the study interview and consent to have the study interview videotaped. Fourteen participants



consented to videotaping of their study interviews. Once the signed consent forms were
returned, a confidential location was agreed upon for the interview.

Study data were gathered via review of SSI case files, public sources, and a semi-structured
interview with each participant (n=15). The data were analyzed by researcher reviews of the
taped interviews, first independently and later in conference. Case vignettes, included as an
Appendix, were developed from the subject interviews.

In the process of reviewing the data, the researchers observed similarities as well as some
differences between the group of students who had prior knowledge of planned targeted school
violence and came forward with the information to avert the violence, and the group of students
who had such prior knowledge but attended a school at which violence occurred. Due to the
overlapping data and an emerging continuum between these two groups, which originally had
been expected to be more distinct in nature, the groups were collapsed into one group for
purposes of analysis.

Findings

Six key findings were identified. Given the small sample size and the exploratory nature of the
study, generalization from these findings may be limited.

1. The relationships between the bystanders and the attackers, as well as when and how
the bystanders came upon information about the planned attacks, varied.

From the original SSI case files, there was information available about the relationship between
119 of the bystanders and the attackers. Of those, 34% were friends with the attacker, 29% were
acquaintances/co-workers/schoolmates, 6% were family members, and in 31% of the cases the
relationship was of another type or unknown. Eighty-two percent of the bystanders received
information directly from the attacker and 13% were told secondhand.” Details about when the
bystander learned the information were available in 91 of the cases. A majority of those
individuals received the information more than a day before the attack. Fifty-nine percent were
told days or weeks in advance, 22% were told months or years prior, and 19% were told a few
hours or less before the attack.

2. Bystanders shared information related to a threat along a continuum that ranged from
bystanders who took no action to those who actively conveyed the information.
Participants displayed a range in their actions and willingness to come forward. A continuum
emerged between bystanders who took no action and those bystanders who were proactive in
conveying information related to the threat to others. For instance, while some came forward
without external prompting and were entirely forthcoming, others revealed the information they
knew only after repeated prodding from adults, including school safety officials. In addition,
some bystanders did not share their information with anyone or attempt to come forward, while
others discussed the information with, or sought the advice of, peers and adults. Information
from the SSI case files indicated that only 4% of the individuals with prior knowledge attempted
to dissuade the attacker from violence.

? It was unknown how the remaining 5% of the bystanders became aware of the potential threat.



3. School climate affected whether bystanders came forward with information related to
the threats.
Some bystanders reported that the school climate influenced their decisions to share information
with the school staff regarding the threats. Bystanders who came forward with information
commented that they were influenced by positive relations with one or more adults, teachers, or
staff, and/or a feeling within the school that the information would be taken seriously and
addressed appropriately. Similarly, students who displayed a reluctance to come forward
indicated that they anticipated a negative response from the school had they shared information.
*  One student who knew of a weapon on school property was reluctant to come forward
because he expected a negative reaction: “When you say something, you get in trouble or
interrogated by teachers.”

4. Some bystanders disbelieved that the attacks would occur and thus did not report them.
A number of bystanders reported not disclosing information related to the threat to a responsible
adult because they did not believe the event would ever occur. Several factors contributed to this
belief, to include:

* The student made the threat or voiced the plan repeatedly and over a long period of time,
had been engaged in what might be considered attention-seeking behaviors, and had
made peculiar comments.

* The described threat seemed unbelievable because it was so extreme. In one case, a
bystander who had overheard some of the conspirators discussing their plans in great
detail “didn’t think anything of it . . . [didn’t] think they would really do it and therefore
the bystander did not tell anyone.

* The student’s tone when making the threat did not seem serious or it was thought he was
joking. For instance, bystanders made comments such as “he kept eating his pizza while
discussing the event” and “he’d say it violently but then laugh about it.”

* The threats or statements were overt, repetitive, and/or clearly overheard by school
personnel. This led the students to mistakenly believe that the threateners (and therefore
the threats) were not serious.

5. Bystanders often misjudged the likelihood and immediacy of the planned attack.
Bystanders reported that often they did not come forward with information related to the
potential attack because they felt they had more time to decide on an appropriate action.
Whether the potential attacker shared specific or vague information with the bystander was not a
determinant of the bystander’s assessment of the likelihood of an attack or its imminence.

6. In some situations, parents and parental figures influenced whether the bystander
reported the information related to the potential attack to school staff or other adults in
positions of authority.

Bystanders were questioned regarding the influence parents and other adults in their lives may
have had on their decision to share information related to the potential attack. For example, one
bystander felt comfortable sharing her concerns with other adults because her parents reassured
her it was the correct thing to do. In contrast, another bystander consulted a parent figure in his
life and was advised to “mind his own business.” The bystander did not share information
related to the potential attack, and the following day a shooting occurred at his school.



Implications

Although the generalizability of this study’s findings is limited due to the exploratory nature of
the study and the small number of participants, several implications were derived from a review
of its data and findings. These implications may impact whether a shooting at a school is
prevented by encouraging students to come forward when they learn of an event that may cause
harm to themselves, other students, or faculty. Further, these implications may help faculty,
staff, and other adults take appropriate action when they become aware of a threatening situation.

1. Schools should ensure a climate in which students feel comfortable sharing information
they have regarding a potentially threatening situation with a responsible adult.

One factor that contributed to a bystander’s decision to share knowledge of planned school
violence was the student’s positive emotional connection to the school and to its staff (see also
Fein et al., 2002). Bystanders who did not share information related to the planned attack
reported no connection to the school or a negative perception of the school climate. They also
expressed discomfort speaking to anyone, or believed that if they did speak to someone they
either would not be believed or would get into trouble. Further, bystanders were reluctant to
come forward if they felt that school officials would not keep the source of the information
confidential, which would open the bystander to potential ridicule and retribution.

Conversely, in those instances where bystanders with information about a possible attack felt a
positive emotional connection with the school or with someone on the staff, they were
comfortable coming forward and reporting what they knew. If the bystanders knew they would
be believed and the information they provided would be protected, they were more likely to
come forward with that information.

Developing meaningful social and emotional connections with students and creating a climate of
mutual respect are essential to keeping schools safe. Such a climate encourages all students with
information about threats against the school or its students to share the information with a
responsible adult. Students in this study felt connected to the school when they believed
someone in the school knew them and cared for them. Schools demonstrate their commitments
to such climates by promoting social and emotional connections between students, staff, and
teachers in everyday interactions and activities. Simple and genuine measures, such as regularly
greeting students, talking to students, and addressing students by name, help to make students
feel connected and part of the school.

Law enforcement officers and educators need to convey clearly to students that merely reporting
information about potential threats will not subject the student to negative consequences and/or
liability. In this study, many bystanders feared negative consequences would result if they were
to bring information forward. Schools and law enforcement need to counter this negative
preconception by emphasizing the value of the information that the students may hold and
reassuring them that sharing will not cause harm. Because attackers sometimes communicate
vague information prior to an attack, a student may be wary of overreacting and getting someone
in trouble. It should be explained to students that any reported information or threats will be
investigated and appropriate action will be taken.



Creating a school climate in which students believe the school staff wants to hear from them
about threats or possible attacks is critical to ensuring that students come forward. Students
should be encouraged to come forward regardless of the amount of information they have, and
school staff should convey to the students that if they do share information about potential school
violence they will be supported. If students do not feel that they will be treated with respect and
listened to in a non-judgmental manner, or that the information will not be protected, they will
not come forward and the school will lose an opportunity to intervene in a possible attack, as
well as assist a troubled student.

2. School districts are encouraged to develop policies that address the many aspects of
reporting a threat.

While many schools have policies that address threatening behavior, these policies do not always
attend to all aspects of reporting threats, such as what procedure a student should follow in
reporting a threat and what the school’s role is when such information is received. School
policies should:

* Encourage students, staff, faculty, parents, and others to report all apparent threats or
threatening or disturbing behaviors.

* Provide several options for the reporting of threats, including reporting anonymously
if necessary.

* Ensure that all those who report a threat or threatening situation will be treated with
respect and that the information they provide will be closely guarded.

* Emphasize that the school will take appropriate action on all reports and will, within
the confines of privacy laws, provide feedback to the reporting student that the
information was received, and that appropriate action was taken.

* Articulate what types of student information and knowledge can be shared, with
whom it can be shared, and under what conditions it can be shared.

* Be clear as to who is responsible for acting on information received regarding threats.

*  Where the law permits, include law enforcement and mental health officials in the
review process.

* Track threats over time so that the information collected regarding threats can be used
in the decision-making process.

To prevent crime and violence effectively and intercede when necessary, it would be helpful for
schools to know what types of criminal acts occur and the frequency of those acts. While many
school districts have some mechanisms to track incidents that occur in schools, few of them track
threats made against other students or the school (especially if the event did not result in official
law enforcement intervention). The result of this failure to collect and maintain records
regarding threats is that very little is known about the extent or nature of the problem. Collecting
more data about threats will permit law enforcement officials and educators to learn more about
what students or groups of students have previously engaged in these behaviors, the manner in
which they threatened others, the actions taken by the school and law enforcement in response,
and the outcome. Analysis of this information can lead to the development of a more effective
targeted violence prevention strategy.
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3. Teachers, administrators, and other faculty should be trained on how to properly
respond to students who provide them with information about a threatening or disturbing
situation, as well as how to deal with actual threats.

Students talk among themselves in lunchrooms, hallways, and classrooms about a wide variety
of topics, including inappropriate behaviors (such as bullying, harassment, and name calling) and
criminal activities (such as drug sales, possession of weapons, and threats or plots against other
students or the school). Staff and faculty may hear this information but sometimes discount it as
typical youthful talk that does not warrant concern. However, staff and faculty would be advised
to take these conversations seriously and investigate further when the situation suggests such
action.

Schools are encouraged to train their faculty and staff to listen to what students are saying and, if
they hear information about a potentially dangerous act, report it to the designated authority or
committee within the school so that an inquiry may be initiated.

Conclusion

This examination into why some students who knew of planned school attacks came forward and
reported what they knew, while others did not, is meant to be an exploratory pilot study.
Although the number of participants was expected to be relatively small, it was not anticipated
that recruiting study participants would be as difficult. The low number of participants is
attributable to a variety of factors, to include the length of time since some of the incidents
occurred (e.g. some cases occurred 20 to 30 years ago) and that some bystanders were reluctant
to speak of their experiences. Despite the relatively small sample size, the information gained
from this pilot study provides some insight for those involved with the prevention of school
violence. Additional research that builds upon the findings of this pilot study should be
conducted so that additional barriers to reporting information may be identified and overcome.

The data gathered as part of this study support several of the findings of the SSI. For example,
many bystanders did not assess threats of violence made by other students as serious because
they did not believe the person posed a real danger. The SSI recognized that a single individual,
whether a student or adult, is often not equipped to adequately assess if a particular person poses
a threat of targeted violence. The SSI recommended the creation of school threat assessment
teams to examine all threats to make an initial determination as to whether the threat is valid.
This initial review would then be followed by a law enforcement-led investigation. A team
approach would allow students to share information related to threats with adults in the school
and allow a more formal assessment as to whether the student(s) posed a danger.

Further, the SSI found that while what a person said was an important part of any inquiry or
investigation, even more important was an examination of that person’s behavior. The SSI
revealed that some shooters made inappropriate words or statements over a long period of time,
resulting in their statements being disregarded as idle chatter. While words alone are not always
indicative of a potential attack, when viewed in the context of one’s behavior they provide
insight into one’s potential or probable actions.
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This study also highlights the importance of a school climate where adults encourage students to
come forward with information about threats and other concerning behavior, without fearing
punishment, ridicule, or not being taken seriously. All communities should develop school
policies and practices to ensure students come forward when they have information about a
threat or possible attack.
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Appendix: Case Studies

In one interview, the bystander noted that the incident at his school occurred before the “wake-up
call” of the shooting at Columbine High School. In retrospect, he described being concerned
when, prior to the shooting, the shooter aimed a gun at him in response to an action by the
bystander. Also, the bystander spoke to the shooter the day before the incident and he recalled
that something about the conversation concerned him enough that he sought the advice of a
trusted adult. After some questioning, the adult advised the bystander that he did not need to tell
anyone about his concerns. The bystander accepted the advice and the following day his friend
carried out a shooting at the school resulting in the deaths of some of his peers.

In addition to accepting the adult’s advice to not share his concerns, the bystander shared two
additional reasons he did not share the information with others. First, he said it was “hard to
believe [a school shooting] could happen” in his own community. Although the bystander
recalled that he did not take the possibility of an actual shooting seriously, he mentioned that he,
along with several friends and the shooter, discussed how the techniques used to carry out a
recent school shooting that was widely covered in the media, could have been improved. Since
the bystander felt, from his own perspective, that he was only engaging in fanciful teenage
bravado (“kidding around”), he assumed all of his friends also were engaging in the same joking
behavior, including the soon-to-be attacker. Second, some reluctance was clearly related to his
lack of a positive connection to anyone in a position of authority in his own school. He said he
found adults at the school “too judgmental.”

The bystander’s advice to other students, now younger than he, is: “Don’t take [such threats or
jokes about potential violence] lightly. Come to . . . an adult for help, before it’s too late.”

% sk ok ok ok

In the same incident discussed in the first case study, two other students shared their experiences.

One bystander expressed that he thought the teachers in the school were aware of the shooter’s
“violent temper and direct threats.” He described how the shooter had read papers aloud in front
of the teacher and students, in which he spoke directly of harming the bystander and/or the
school, and in which he outlined his fascination with bombs and killing. Given the openness of
the shooter’s threats in front of responsible adults and school authorities, the bystander thought
school officials were aware of any danger the shooter posed and that they “had everything under
control.” Consequently, he believed there was no need for active intervention on his behalf.
Prior to the incident, the school disciplined the shooter for possessing a gun on school property;
however, the students were not notified. In retrospect, the bystander mentioned that he wished
students had been notified as this information, combined with the information he and others had
regarding the shooter’s prior threatening statements and behaviors, may have altered the
outcome.

Another bystander also reported that the shooter made numerous threats of violence at school in
the presence of teachers and administrators. As a young adolescent, the bystander did not know
what to make of her concerns or what to do. Since adults were aware of the problems, and given
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her “trust for authority,” the bystander assumed that the school staff was adequately addressing
the issue. Looking back on the shooting, the bystander stated that children cannot afford to be
passive about remarks they hear: “Don’t take things said for granted.” In addition, she said
adults in schools “need to network more with the students, and bring various groups together.”

k ok ok ok ok

In an example of an averted school shooting, a bystander reported that he had heard rumors
about possible violence in his high school. He stated that the potential attackers did not seem to
be the usual outcasts described in newspaper reports of previous school shootings across the
United States. It was more “like they fit in with their own bad crowd within the school,” he
explained.

The bystander stated that certain factors were crucial in providing him the support and courage to
avert what could have become another school shooting. First, he reported that he was not close
friends with the potential attackers so that allowed him to be more objective when he learned of a
possible attack plan. Second, the impact of the shooting at Columbine High School weighed
heavily upon him: “If not for Columbine, I might have thought twice about coming forward, but
I couldn’t be one of those who sat by.” The bystander stated that the potential incident seemed
too similar to the events in Colorado. Third, he noted that he felt an obligation to come forward:
“I thought of my friends and just couldn’t say nothing. It was the right thing to do.” In
describing what happened after he came forward with the information, the bystander stated that
“Everybody was nice and understanding, and that helped.” In addition, he mentioned that his
“mother supported” him in coming forward. He offered advice to others who might find
themselves in a similar situation: “Make sure to tell somebody before something dangerous can
happen.”
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REMINDERS

m There is no one “profile” of an active shooter.

m There is no single warning sign, checklist, or algorithm for assessing behaviors that identifies a prospective active shooter.
m While impossible to predict violent behavior, it is possible to prevent some attacks via effective threat assessment and management strategies.

ACTIVE SHOOTER DEMOGRAPHICS

The 63 active shooters in the sample did not appear to be readily
identifiable prior to the attack based on demographics alone.

The youngest active shooter was 12 yoa and the oldest was 88 yoa
with an average age of 37.8 years.

94% were male and only 6% were female.

Among active shooters age 18 and older, 44% were employed and
38% were unemployed.

24% had at least some military experience.
57% were single at the time of the offense.

13% were married; 13% were divorced; 11% were partnered but
not married; 6% were separated.

35% had adult criminal convictions prior to the event.

62% had a history of acting in an abusive, harassing or oppressive
way (e.g., bullying).

16% had engaged in intimate partner violence.

11% had engaged in stalking-related conduct.

PLANNING AND PREPARATION

73% of active shooters had a known connection with the attack site.

35% of active shooters age 18 and older targeted their workplace or
former workplace.

88% of active shooters age 17 and younger targeted their school or
former school.

Active shooters with no known connection to the site were more
likely to conduct pre-attack site surveillance as compared to those
with a connection to the targeted site.

21% of active shooters researched or studied past attacks by others.

In cases where the amount of time spent planning could be
determined (n=34), 77% (n=26) of the active shooters spent a week
or longer planning their attack.

In cases where the amount of time spent preparing could be
determined (n=46), 46% (n=21) of the active shooters spent a week
or longer preparing (procuring the means) for the attack.

In the four cases where active shooters took less than 24 hours to
plan and prepare, all had at least one concerning behavior and three
had an identifiable grievance.

FIREARMS ACQUISITION

40% of active shooters purchased a firearm legally and specifically
for the purpose of the attack.

35% of active shooters already possessed a firearm and did not
obtain it for the express purpose of the attack.

11% of active shooters borrowed or took a firearm from a person
known to them.

6% of active shooters stole a firearm.

2% of active shooters purchased a firearm illegally.

STRESSORS

Active shooters experienced multiple stressors (with an average of
3.6 separate stressors) in the year prior to the attack. The stressors
reported included:

62% Mental health
49% Financial strain
35% Job-related stressors
29% Conflict with friends/peers
27% Marital problems
22% Abuse of illicit drugs/alcohol
22% Other (e.g., caregiving responsibilities)
22% Conflict at school
21% Physical injury
18% Conflict with parents
16% Conflict with other family members
13% Sexual stress/frustration
11% Criminal problems
10% Civil problems
6% Death of friend/relative

2% No stressors

MENTAL HEALTH

25% of active shooters had a diagnosed mental illness prior to the
offense.

Of the 25% (n=16), 12 had a mood disorder, 4 had an anxiety
disorder, 3 had a psychotic disorder, and 2 had a personality disorder.
One active shooter was diagnosed with Autism spectrum disorder,
one with a developmental disorder, and one described as “other.”

It could not be determined if a diagnosis had been given in 37%
(n=23) of the cases in this study.

SOCIAL CONNECTIONS

All active shooters either: a) lived with someone or b) had significant
in-person or online social interactions.

68% of all active shooters lived with someone else.
* 64% of active shooters 18 yoa or older lived with someone else.

86% of active shooters had significant in-person social interactions
with at least one person in the year prior to the attack.

27% of active shooters had significant online interactions with
another person within a year of the attack.

For this study, the FBI used data that has been verified to the greatest possible extent, relying almost exclusively on information contained in official law enforcement investigative files.
Active shooting events which appeared to be spontaneous reactions to situational factors were excluded. The final sample of 63 active shooting incidents was included in this study.
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CONCERNING BEHAVIORS

Concerning behaviors are observable behaviors, with an average of
4.7 concerning behaviors displayed by the active shooters in this
sample. The concerning behaviors observed by others included:

62% Mental health
57% Interpersonal interactions
56% Leakage
54% Quality of thinking or communication
46% Work performance
42% School performance
35% Threats/confrontations
33% Anger
33% Physical aggression
21% Risk-taking
21% Firearm behavior
19% Violent media usage
13% Weight/eating
13% Drug abuse
11% Impulsivity
10% Alcohol abuse
10% Physical health
8% Other (e.g., idolizing criminals)
6% Sexual behavior
5% Quality of sleep
3% Hygiene/appearance

HOW WERE THE CONCERNING BEHAVIORS NOTICED

95% Verbal communication
86% Physical actions

27% Written communication
16% Online behavior

89% Demonstrated concerning behaviors that were observed in
multiple ways

WHO NOTICED THE CONCERNING BEHAVIORS
92% Schoolmate (if a student)

87% Spouse/domestic partner (if in a relationship)
75% Teacher/school staff (if a student)

68% Family member

51% Friend

40% Co-worker

37% Other (e.g., neighbors)

25% Law enforcement

10% Online individual

5% Religious mentor

COMMON RESPONSES TO OBSERVED CONCERNING BEHAVIORS

83% Communicated directly to the active shooter

54% Did nothing

51% Reported the active shooter to a non-law enforcement authority
49% Discussed the behavior with a friend or family member

41% Reported the active shooter to a law enforcement authority

CONCERNING COMMUNICATIONS

55% of 40 active shooters who had a specific target made threats or
had a prior confrontation.

When threats or confrontations occurred, 95% were in person and
only infrequently in writing or electronically (14%).

88% of active shooters age 17 and younger leaked an intent to
commit violence.

51% of active shooters leaked an intent to commit violence.
No instances of observed leakage were reported to law enforcement.

30% of active shooters created a legacy token prior to the attack.

PRIMARY GRIEVANCE

The majority of active shooters (79%) appeared to be acting in
accord with a grievance of some kind, including:

33% Adverse interpersonal action against the active shooter
16% Adverse employment action against the active shooter
10% Other (e.g., general hatred of others)
5% Adverse governmental action against the active shooter
3% Adverse academic action against the active shooter
3% Adverse financial action against the active shooter
3% Domestic
3% Hate crime
3% Ideology/extremism
21% Unknown/no grievance identified

Even the active shooters with no identifiable grievance demonstrated
at least two concerning behaviors (with an average of 5.4 behaviors)
that were observed by others.

PRECIPITATING EVENT
Of the 50 active shooters who had an identifiable grievance, nearly

half of them (44%) experienced a precipitating or triggering event
related to the grievance.

TARGETING
While approximately one-third of active shooters in this sample

victimized only random members of the public, most active shooters
arrived at a targeted site with a specific person or persons in mind.

SUICIDE: IDEATION AND ATTEMPTS

48% (n=30) of active shooters had suicidal ideation or engaged in
suicide-related behaviors at some point prior to the attack.

+ Of the 30 suicidal active shooters, 90% showed signs of suicidal
ideation and 23% made actual suicide attempts.

+ 70% of these behaviors occurred within one year of the shooting.

RESOURCES

Persons suspected of planning an active shooting should be
immediately reported to local law enforcement or to a threat
assessment team.

The BAU’s Behavioral Threat Assessment Center (BTAC) is the only

multi-agency behavioral threat assessment and threat management
team in the U.S. Government. Requests for BTAC assistance can be
made via the BAU Coordinator in your local FBI Field Office.

A Study of the Pre-Attack Behaviors of Active Shooters in the United
States is available for download at www.fbi.gov/file-repository/
pre-attack-behaviors-of-active-shooters-in-us-2000-2013.pdf/view
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Introduction

In 2017 there were 30 separate active shootings in the United States, the largest number ever recorded by the
FBI during a one-year period.! With so many attacks occurring, it can become easy to believe that nothing can
stop an active shooter determined to commit violence. “The offender just snapped” and “There’s no way that
anyone could have seen this coming” are common reactions that can fuel a collective sense of a “new normal,”
one punctuated by a sense of hopelessness and helplessness. Faced with so many tragedies, society routinely
wrestles with a fundamental question: can anything be done to prevent attacks on our loved ones, our children,
our schools, our churches, concerts, and communities?

There is cause for hope because there is something that can be done. In the weeks and months before an attack,
many active shooters engage in behaviors that may signal impending violence. While some of these behaviors
are intentionally concealed, others are observable and — if recognized and reported — may lead to a disruption
prior to an attack. Unfortunately, well-meaning bystanders (often friends and family members of the active
shooter) may struggle to appropriately categorize the observed behavior as malevolent. They may even resist
taking action to report for fear of erroneously labeling a friend or family member as a potential killer. Once
reported to law enforcement, those in authority may also struggle to decide how best to assess and intervene,
particularly if no crime has yet been committed.

By articulating the concrete, observable pre-attack behaviors of many active shooters, the FBI hopes to make
these warning signs more visible and easily identifiable. This information is intended to be used not only by law
enforcement officials, mental health care practitioners, and threat assessment professionals, but also by parents,
friends, teachers, employers and anyone who suspects that a person is moving towards violence.

In 2014, the FBI published a report titled 4 Study of Active Shooter Incidents in the United States Between 2000
and 2013.? One hundred and sixty active shooter incidents in the United States occurring between 2000 and 2013
were included in the sample. In this first report, the FBI focused on the circumstances of the active shooting
events (e.g., location, duration, and resolution) but did not attempt to identify the motive driving the offender,
nor did it highlight observable pre-attack behaviors demonstrated by the offender. The 2014 report will be
referred to as the “Phase I” study.

The present study (“Phase I1”) is the natural second phase of that initiative, moving from an examination of
the parameters of the shooting events to assessing the pre-attack behaviors of the shooters themselves. This
second phase, then, turns from the vitally important inquiry of “what happened during and after the shooting”
to the pressing questions of “how do the active shooters behave before the attack?” and, if it can be determined,
“why did they attack?” The FBI’s objective here was to examine specific behaviors that may precede an attack
and which might be useful in identifying, assessing, and managing those who may be on a pathway to deadly
violence.

1 https://www.fbi.gov/file-repository/active-shooter-incidents-us-2016-2017.pdf/view
2 https://www.fbi.gov/file-repository/active-shooter-study-2000-2013-1.pdf/view
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Key Findings of the Phase Il Study

1. The 63 active shooters examined in this study did not appear to be uniform in any way such that they

could be readily identified prior to attacking based on demographics alone.

2. Active shooters take time to plan and prepare for the attack, with T7% of the subjects spending a week
or longer planning their attack and 46% spending a week or longer actually preparing (procuring the

means) for the attack.

3. A majority of active shooters obtained their firearms legally, with only very small percentages obtaining a

firearm illegally.

4. The FBI could only verify that 25%b of active shooters in the study had ever been diagnosed with a
mental illness. Of those diagnosed, only three had been diagnosed with a psychotic disorder.

5. Active shooters were typically experiencing multiple stressors (an average of 3.6 separate stressors) in the

year before they attacked.

6. On average, each active shooter displayed 4to 5 concerning behaviors over time that were observable to
others around the shooter. The most frequently occurring concerning behaviors were related to the active

shooter’s mental health, problematic interpersonal interactions, and leakage of violent intent.

7. For active shooters under age 18, school peers and teachers were more likely to observe concerning
behaviors than family members. For active shooters 18 years old and over, spouses/domestic partners were

the most likely to observe concerning behaviors.

8.  When concerning behavior was observed by others, the most common response was to communicate
directly to the active shooter (83 0A)) or do nothing (54 OA)). 0 41% of the cases the concerning
behavior was reported to law enforcement. Therefore, just because concerning behavior was recognized

does not necessarily mean that it was reported to law enforcement.

9. Inthose cases where the active shooter’s primary grievance could be identified, the most common

grievances were related to an adverse interpersonal or employment action against the shooter (49 0/0).

10. In the majority of cases (64 0A)) at least one of the victims was specifically targeted by the active shooter.

*All percentages in this report are rounded to the nearest whole number.



Methodology

With the goal of carefully reviewing the pre-attack lives and behaviors of the active shooters, the FBI developed a
unique protocol of 104 variables covering, among other things:

m  Demographics

m  Planning and preparation

m  Acquisition of firearms in relation to the attack

m  Stressors

m  Grievance formation

m  Concerning pre-attack behaviors and communications
m Targeting decisions

m  Mental health

Whereas Phase I analyzed event circumstances that are typically well documented both in law enforcement
incident reports and reliable open sources?, this second phase is substantially based on observations of what are
often nuanced behavioral indicators demonstrated by the active shooter prior to the attack. Given the subtle nature
of many of the factors relevant to the inquiry, the FBI decided to use data that have been verified to the greatest
possible extent, relying almost exclusively on information contained in official law enforcement investigative files.*
For this reason, Phase II includes only those cases where the FBI obtained law enforcement investigative files that
contained “background” materials (e.g., interviews with family members, acquaintances, neighbors; school or
employment records; writings generated by the subject) adequate to answer the protocol questions.’ In addition,
as Phase II focused on identifying pre-attack behaviors of those on a trajectory to violence, active shooting events
which appeared to be spontaneous reactions to situational factors (e.g., fights that escalated) were excluded. This
resulted in a final sample of 63 active shooting incidents included in the Phase II study.

The use of law enforcement investigative case files as the primary source of data makes this study unique in
comparison to other reports that typically rely upon unverified data derived from open sources. The comprehensive
evaluation of law enforcement case files for suitability and completeness also contributed to the substantial time it
has taken to prepare and publish this study.

The FBI examined whether the 63 cases included in Phase II are representative of the entire Phase I sample

(N =160). To identify the differences in the samples between Phase I and Phase II (N = 160 versus N = 63), the
FBI compared those cases that were only in Phase I (n = 97) to those cases included in Phase II (V= 63), assessing
potential differences between the active shooters (e.g., race, gender, age, and whether the offender committed
suicide subsequent to the attack), as well as potential differences in the characteristics of the incidents (number of
victims killed, number of law enforcement officers killed, location of the incident, active shooter movement during
the event, and if the event concluded prior to the arrival of law enforcement).

3 Incident overview (e.g., date, location), incident specifics (weapon(s) used, duration of event), and incident outcome (deaths, injuries, resolution).

4 Foroneincident, the study relied on publicly available official reports which were based on the complete law enforcement investigative files.

5 Theinvestigative files did not contain uniform amounts of subject-related behavioral information, as the depth and breadth of investigations varied based on several factors, including available
resources, the prospect or not of trial, and the complexity of the event.



As compared to the 97 cases that were only in Phase I, the 63 cases in Phase II had the following characteristics:

m  Had a higher number of victims killed on average during each shooting;
m  Were more likely to end before law enforcement arrived;

m  Were more likely to include offenders who identified with Asian and Caucasian ethnicity, with active shooters
identified with African American and Hispanic ethnicity generally underrepresented as compared to Phase I;

m  Were more likely to occur in an educational facility or a house of worship; and

m  Were more likely to end with the active shooter committing suicide.

After cases were identified, a three-stage coding process was utilized. First, two researchers read all case materials
and independently coded each of the cases across all protocol variables. The researchers took a conservative
approach to coding, declining to definitively answer any question that was not supported by record evidence.
Second, another experienced coder (the “reviewer”) also read each investigative file. In the final stage, the coders
and the reviewer met for each of the 63 cases, compared answers, discussed disagreements, and produced a single
reconciled set of data.

SHOOTER DEMOGRAPHICS

The sample comprised individuals who varied widely along a range of demographic factors making it impossible to
create a demographic profile of an active shooter. Indeed, the findings and conclusions of this study should be consid-
ered in light of the reality that these 63 active shooters did not appear to be uniform in any way such that they could be
readily identified prior to attacking based on demographics alone.

Age:

The youngest active shooter was 12 years old and the oldest was 88 years old with an average age of 37.8 years.
Grouping the active shooters by age revealed the following:

FIGURE 1
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Gender and Race:
The sample was overwhelmingly male (94%, n = 59), with only four females in the data set (6%, n = 4), and varied
by race as shown in Figure 2:°

Race (N =63)

HISPANIC
6%

7 MIDDLE EASTERN

L 3%

NATIVE
AMERICAN
2%

Highest Level of Education’:

None of the active shooters under the age of 18 had successfully completed high school, and one (age 12) had not
yet entered high school. When known, the highest level of education of adults varied considerably, as shown in
Figure 3:

Highest Level of Education Completed - 18 Years and Older

(n =55)

UNKNOWN 36%
(OMPLETED MASTERS/DOCTORATE

SOME GRADUATE EDUCATION

COMPLETED FOUR YEAR COLLEGE

ATTENDED FOUR YEAR COLLEGE

ATTENDED COMMUNITY COLLEGE/TRADE SCHOOL
COMPLETED HIGH SCHOOL

NONE OR SOME HIGH SCHOOL

40

*Does not sum to 100% due to rounding.

6 Descriptors of active shooters'races were obtained from law enforcement records.
7 Active shooters under the age of 18 (n=8) were excluded in analyses for those variables not typically pertaining to juveniles (e.g., marital status, higher education).
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Employment:

The active shooters who were under 18 years old were all students. As featured in Figure 4, nearly equal percent-
ages of the adult active shooters 18 years or older were employed as were unemployed, and 7% (n = 4) were
primarily students. The rest of the adults were categorized as retired, disabled/receiving benefits, or other/unknown.

FIGURE 4

Employment - 18 Years and Older
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*Does not sum to 100% due to rounding. 2%

Military:
Of the active shooters 18 and older, 24% (n = 13) had at least some military experience, with six having served in
the Army, three in the Marines, two in the Navy, and one each in the Air Force and the Coast Guard.

Relationship Status:

The active shooters included in the Phase II study were mostly single at the time of the offense (57%, n = 36).
Thirteen percent (n = 8) were married, while another 13% were divorced. The remaining 11% were either partnered
but not married (n = 7) or separated (6%, n = 4).

Criminal Convictions and Anti-Social Behavior®:

Nineteen of the active shooters aged 18 and over (35%) had adult convictions prior to the active shooting event.

As visualized in Figure 5, the convictions can be categorized as crimes against society, property, or persons. The
category of “crimes against society” included offenses such as driving under the influence, disorderly conduct and
the possession of drug paraphernalia. Both the misdemeanor and felony “crimes against property” involved non-vi-
olent offenses, such as conspiracy to commit theft, theft, possession of stolen property, and criminal mischief. The
misdemeanor “crimes against persons” were not inherently dangerous, but the felony “crimes against persons”
involved convictions for criminal sexual assault of a family member, aggravated stalking, and endangering a person
(although no active shooter was convicted of more than one crime against a person).

8  Thestudy does not include juvenile adjudications; therefore, we did not run the analyses on those aged 17 and younger.
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Adult Criminal Convictions — 18 Years and Older
(n = 55)

86% 86% 89%

100

Felonies
B Misdemeanors
Ml None

SOCIETY PROPERTY PERSONS

*There was only one case where an active shooter had both a felony and a misdemeanor conviction in a single category (under “Property”).

In sum, the active shooters had a limited history of adult convictions for violent crime and a limited history of adult
convictions for crime of any kind.

Because formal criminal proceedings may not capture the full range of anti-social behaviors in a person’s
background, the FBI also looked for evidence of behaviors that were abusive and/or violent, but which did not
result in a criminal charge. For some active shooters, no evidence of these behaviors was found, but given that these
actions by definition did not involve the formal criminal justice system, it is possible that more violent incidents
occurred than are reported here.

We found evidence that 62% (n = 39) of the active shooters had a history of acting in an abusive, harassing, or
oppressive way (e.g., excessive bullying, workplace intimidation); 16% (n = 10) had engaged in intimate partner
violence; and 11% (n = 7) had engaged in stalking-related conduct.’

Considerations

There were very few demographic patterns or trends (aside from gender) that could be identified, reinforcing the
concept that there is no one “profile” of an active shooter. Perhaps most noteworthy is the absence of a pronounced
violent criminal history in an overwhelming majority of the adult active shooters. Law enforcement and threat
management professionals assessing a potentially violent person may therefore wish to avoid any reliance on
demographic characteristics or on evidence (or lack thereof) of prior criminal behavior in conducting their
assessments.

9 This number may be underrepresented given the high percentage of unknown responses as related to stalking behaviors (68%).



PLANNING AND PREPARATION

This study examined two related but separate temporal aspects of the active shooters’ pre-attack lives — total
time spent planning the attack and total time spent preparing for the attack.'®!"-'> The purpose in analyzing these
chronologies was to establish the broad parameters during which active shooters were moving toward the attack
and to identify behaviors that may have been common during these time periods.

In this context, planning means the full range of considerations involved in carrying out a shooting attack. This
includes the decision to engage in violence, selecting specific or random targets, conducting surveillance, and
addressing all ancillary practical issues such as victim schedules, transportation, and site access. Planning is
more specific than a general intent to act violently and involves the thought processes necessary to bring about
an intended outcome. Since planning may primarily be an internal thought process, it was often difficult to find
objective, observable indications of an active shooter’s planning. In nearly half of the cases, the total time spent
planning is unknown. However, this is different than declaring that there was no evidence of planning at all,
because in every case there was at least some evidence that the active shooter planned the attack; the challenge
was ascertaining when the planning began.

In establishing the total duration of planning, the FBI looked for evidence of behaviors that were observable (e.g.,
conversations, conducting surveillance) as well as in materials that were private to the active shooter (e.g., journals,
computer hard drives) and likely unknowable to others until after the attack. As demonstrated in Figure 6, there was a
wide range of planning duration in the 34 cases where the time spent planning could reasonably be determined.

FIGURE 6
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*Does not sum to 100% due to rounding.

With regard to specific planning activities, care should be taken in the interpretation of the data. For instance, our
study indicates that few active shooters overall approached or conducted surveillance on their target (14%, n =9),
and fewer still researched or studied the target site where the attack occurred (10%, n = 6). While this could indicate
that the active shooters were uninterested in knowing about their targets or attack sites in advance or engaged in
little tactical planning, this is inconsistent with the operational experience of the FBI. The likely reason for this
finding is that the active shooters often attacked people and places with which they were already familiar. There was

10 Calhoun, T, & Weston, S., (2003). Contemporary threat management. San Diego: Specialized Training Services;

11 Fein, R. & Vossekuil, B. (1999). Assassination in the United States: an operational study of recent assassins, attackers, and near-lethal approachers. Journal of Forensic Sciences.

12 Vossekuil, B., Fein, R., Reddy, M., Borum, R., & Modzeleski, W. (2004). The final report and findings of the safe school initiative: Implications for the prevention of school attacks in the United States.
Washington, DC: U.S. Secret Service and the U.S. Department of Education.



a known connection between the active shooters and the attack site in the majority of cases (73%, n = 46), often a
workplace or former workplace for those 18 and older (35%, n = 19), and almost always a school or former school
for those younger than 18 (88%, n = 7), indicating that in most cases the active shooter was already familiar with
both the attack site as well as the persons located at the site. Conversely, those active shooters with no affiliation to
the targeted site behaved differently. Active shooters with no known connection to the site of their attack were more
likely to conduct surveillance (p <.05) and research the site (p <.01). With routine contact, pre-attack surveillance
could presumably be conducted concurrent to normalized activity and eliminate the need for a more formalized or
detectable reconnaissance of a chosen target.

The investigative files also demonstrated that only some active shooters researched or studied past attacks by others
(21%, n = 13). This is not to say that other active shooters were unaware of past attacks — it is difficult to imagine
that they did not have at least some basic knowledge of prior infamous shootings that received national media
coverage. The FBI again suspects that this behavior may be underrepresented in the study sample, especially as we
could not determine if active shooters researched past attacks in 46% of the cases.

Preparing was narrowly defined for this story as actions taken to procure the means for the attack, typically items
such as a handgun or rifle, ammunition, special clothing and/or body armor. The focus was on activities that could
have been noticed by others (e.g., a visit to a gun store, the delivery of ammunition) and which were essential to the
execution of the plan. The FBI was able to find evidence of time spent preparing in more cases than for time spent
planning (likely reflecting the overt nature of procuring materials as opposed to the presumably largely internal
thought process of planning). As Figure 7 demonstrates, in more than half of the cases where the time spent prepar-
ing was known, active shooters spent one week or less preparing for the attack.

FIGURE 7
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FIREARMS ACQUISITION

As part of the review of the active shooter’s preparations, the FBI explored investigative records and attempted to
identify how each active shooter obtained the firearm(s) used during the attack. Most commonly (40%, n = 25), the
active shooter purchased a firearm or firearms legally and specifically for the purpose of perpetrating the attack. A
very small percentage purchased firearms illegally (2%, n = 1) or stole the firearm (6%, n = 4). Some (11%, n =7)
borrowed or took the firearm from a person known to them. A significant number of active shooters (35%, n = 22)
already possessed a firearm and did not appear (based on longevity of possession) to have obtained it for the express
purpose of committing the shooting.
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FIGURE 8
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*Data percentages detailed above add to greater than 100% as active shooters could have obtained multiple firearms in different ways.

Considerations

Active shooters generally take some time to plan and carry out the attack. However, retrospectively determining
the exact moment when an active shooter decided to engage in violence is a challenging and imprecise process.

In reviewing indicators of planning and preparing, the FBI notes that most active shooters (who demonstrated
evidence of these processes in an observable manner) spent days, weeks, and sometimes months getting ready to
attack. In fact, in those cases where it could be determined, 77% of the active shooters (n = 26) spent a week or
longer planning their attack, and 46% (rn = 21) spent a week or longer preparing. Readers are cautioned that simply
because some active shooters spent less than 24 hours planning and preparing, this should not suggest that potential
warning signs or evidence of an escalating grievance did not exist before the initiation of these behaviors. In the
four cases where active shooters took less than 24 hours to plan and prepare for their attacks, all had at least one
concerning behavior and three had an identifiable grievance.

Perhaps unsurprisingly, active shooters tended to attack places already familiar to them, likely as a result of a personal
grievance which motivated the attack and/or as a result of operational comfort and access. A unique challenge for
safety, threat assessment, and security professionals will be to identify “outside” active shooters who are not already
operating within the target environment. Pre-attack site surveillance by an outsider may be one observable behavior in
physical or online worlds indicative of planning and preparation activities.

STRESSORS

Stressors are physical, psychological, or social forces that place real or perceived demands/pressures on an individual
and which may cause psychological and/or physical distress. Stress is considered to be a well-established correlate of
criminal behavior.® For this study, a wide variety of potential stressors were assessed, including financial pressures,
physical health concerns, interpersonal conflicts with family, friends, and colleagues (work and/or school), mental
health issues, criminal and civil law issues, and substance abuse.'

13 Felson, R.B., Osgood, D.W., Horney, J. & Wiernik, C. (2012). Having a bad month: General versus specific effects of stress on crime. Journal of Quantitative Criminology, 28, 347-363 for a
discussion of various theories describing the relationship between stress and crime.
14 See Appendix A.



The FBI recognizes that most (if not all) people in some way confront similar issues on a regular basis in their daily
lives, and that most possess adequate personal resources, psychological resiliency, and coping skills to successfully
navigate such challenges without resorting to violence. Therefore, the FBI focused on identifying stressors that
appeared to have more than a minimal amount of adverse impact on that individual, and which were sufficiently
significant to have been memorialized, shared, or otherwise noted in some way (e.g., in the active shooter’s own
writings, in conversation with family or friends, work files, court records). Given the fluid nature of some (although
not all) of the stressors, the analysis was limited to the year preceding the attack.

The variables were treated as binary, that is, either the stressor was present or not, without regard for the number of
separate circumstances giving rise to the stressor. So, an active shooter who had conflict with one family member
and a shooter who had conflicts with several family members were both coded as “yes” for “conflict with other
family members.”

Overall, the data reflects that active shooters were typically experiencing multiple stressors (an average of 3.6
separate stressors) in the year before they attacked. For example, in the year before his attack, one active shooter
was facing disciplinary action at school for abuse of a teacher, was himself abused and neglected at home, and had
significant conflict with his peers. Another active shooter was under six separate stressors, including a recent arrest
for drunk driving, accumulating significant debt, facing eviction, showing signs of both depression and anxiety, and
experiencing both the criminal and civil law repercussions of an incident three months before the attack where he
barricaded himself in a hotel room and the police were called.

The only stressor that applied to more than half the sample was mental health (62%, n = 39). Other stressors that
were present in at least 20% of the sample were related to financial strain, employment, conflicts with friends and
peers, marital problems, drug and alcohol abuse, other, conflict at school, and physical injury.

TABLE 1: STRESSORS

| swesos | Wmbe | %

Mental health 39 62
Financial strain 31 49
Job related 22 35
Conflicts with friends/peers 18 29
Marital problems 17 27
Abuse of illicit drugs/alcohol 14 22
Other (e.g. caregiving responsibilities) 14 22
Conflict at school 14 22
Physical injury 13 21
Conflict with parents 11 18
Conflict with other family members 10 16
Sexual stress/frustration 8 13
Criminal problems 7 11
Civil problems 6 10
Death of friend/relative 4 6
None 1 2
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MENTAL HEALTH

There are important and complex considerations regarding mental health, both because it is the most prevalent
stressor and because of the common but erroneous inclination to assume that anyone who commits an active
shooting must de facto be mentally ill. First, the stressor “mental health” is not synonymous with a diagnosis of
mental illness. The stressor “mental health” indicates that the active shooter appeared to be struggling with (most
commonly) depression, anxiety, paranoia, etc. in their daily life in the year before the attack. There may be complex
interactions with other stressors that give rise to what may ultimately be transient manifestations of behaviors and
moods that would not be sufficient to warrant a formal diagnosis of mental illness. In this context, it is exceedingly
important to highlight that the FBI could only verify that 25% (n = 16) of the active shooters in Phase II were
known to have been diagnosed by a mental health professional with a mental illness of any kind prior to the
offense.'” The FBI could not determine if a diagnosis had been given in 37% (n = 23) of cases.

Of the 16 cases where a diagnosis prior to the incident could be ascertained, 12 active shooters had a mood disor-
der; four were diagnosed with an anxiety disorder; three were diagnosed with a psychotic disorder; and two were
diagnosed with a personality disorder. Finally, one active shooter was diagnosed with Autism spectrum disorder;
one with a developmental disorder; and one was described as “other.” Having a diagnosed mental illness was
unsurprisingly related to a higher incidence of concurrent mental health stressors among active shooters.

Considerations

It is clear that a majority of active shooters experienced multiple stressors in their lives before the attack. While the
active shooters’ reactions to stressors were not measured by the FBI, what appears to be noteworthy and of impor-
tance to threat assessment professionals is the active shooters’ ability to navigate conflict and resiliency (or lack
thereof) in the face of challenges. Given the high prevalence of financial and job-related stressors as well as conflict
with peers and partners, those in contact with a person of concern at his/her place of employment may have unique
insights to inform a threat assessment.

In light of the very high lifetime prevalence of the symptoms of mental illness among the U.S. population, formally
diagnosed mental illness is not a very specific predictor of violence of any type, let alone targeted violence.!s!"18
Some studies indicate that nearly half of the U.S. population experiences symptoms of mental illness over their
lifetime, with population estimates of the lifetime prevalence of diagnosable mental illness among U.S. adults at
46%, with 9% meeting the criteria for a personality disorder.'** Therefore, absent specific evidence, careful consid-
eration should be given to social and contextual factors that might interact with any mental health issue before
concluding that an active shooting was “caused” by mental illness. In short, declarations that all active shooters
must simply be mentally ill are misleading and unhelpful.

CONCERNING BEHAVIORS

Concerning behaviors are observable behaviors exhibited by the active shooter. For this study, a wide variety of
concerning behaviors were considered, including those related to potential symptoms of a mental health disorder,
interpersonal interactions, quality of the active shooter’s thinking or communication, recklessness, violent media
usage, changes in hygiene and weight, impulsivity, firearm behavior, and physical aggression.?! Although these may
be related to stressors in the active shooter’s life, the focus here was not on the internal, subjective experience of

15 The number of documented, diagnosed mental illness may be the result of a number of factors, including those related to situational factors (access to health care) as well as those related to
the study factors (access to mental health records).

16  Elbogen, E.B., & Johnson, S.C. (2009). The intricate link between violence and mental disorder. Arch Gen Psychiatry,66(2),152-161.

17 Glied, S.A., and Frank, R.G. (2014). Mental iliness and violence: Lessons from the evidence. American Journal of Public Health, 104, e5-6 doi:10.2015/AJPH.2013.301710

18 Monahan, J., Steadman, H. )., Silver, E., Applebaum, PS., Clark Robbins, P, Mulvey, E. P, & Banks, S. (2001). Rethinking Risk Assessment: The MacArthur Study of Mental Disorder and Violence.
Oxford, UK: Oxford University Press

19 Kessler, R.C,, Berglund, P, Demler, 0., Jin, R., Merikangas, K.R., Walters, E.E. Lifetime prevalence and age-of-onset distributions of DSM-IV disorders in the National Comorbidity Survey
Replication. Arch Gen Psychiatry. 2005:62(6): 593-602.

20  Lenzweger, M.F,, Lane, M.C., Loranger, A.W., Kessler, R.C., DSM-IV personality disorders in the National Comorbidity Survey Replication. Biol Psychiatry. 2007;62(6): 553-564.

21 See Appendix B.
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the active shooter, but rather on what was objectively knowable to others. So, while the assessment of stressors is
meant to provide insight into the active shooter’s inner turmoil, the examination of concerning behaviors addresses
a related but separate issue — the possibility of identifying active shooters before they attack by being alert for
observable, concerning behaviors. The FBI looked for documented confirmation that someone noticed a facet of
the shooter’s behavior causing the person to feel a “more than minimal” degree of unease about the well-being and
safety of those around the active shooter.

Before examining what behaviors were observable by others, it is useful to address the widespread perception

that active shooters tend to be cut off from those around them. In general, the active shooters in Phase II were not
completely isolated and had at least some social connection to another person. While most of the active shooters
age 18 and older were single/never married (51%, n = 28) or separated/divorced (22%, n = 12) at the time of the
attack, the majority did live with someone else (68%, n = 43). This percentage was slightly less (64%, n = 35) for
only those active shooters who were 18 years or older. Most had significant in-person social interactions with at
least one other person in the year before the attack (86%, n = 54), and more than a quarter of them had significant
online interactions with another person within a year of the attack (27%, n = 17). All active shooters either: a) lived
with someone, or b) had significant in-person or online social interactions.

Since the observation of concerning behaviors offers the opportunity for intervention prior to the attack, this

study examines not only what was observed, but when the observations were made, who made them, and what

if anything the person(s) did with regard to these observations. To better serve threat assessment teams, mental
health professionals, community resources, and law enforcement officials, the FBI expanded the inquiry to capture
behaviors that may have been observed at any point (in many cases beyond one year) before the attack.

Overall, active shooters showed concerning behaviors in multiple ways, with an average of 4.7 concerning behav-
iors per active shooter. Behaviors observed in more than half of the sample were related to the shooter’s mental
health?, interpersonal interactions, leakage (the communication to a third-party of an intent to harm someone,
discussed with threats in a separate section), and the quality of the active shooter’s thinking or communication.

Of note was that contextually inappropriate firearms behavior was noted in approximately one fifth of the active
shooters, while drug and alcohol abuse figured even less prominently in the sample (for the purposes of the study,
contextually inappropriate firearms behavior was defined as interest in or use of firearms that appeared unusual
given the active shooter’s background and experience with firearms).

TABLE 2: CONCERNING BEHAVIORS

Concerning Behavior m %

Mental health 39 62
Interpersonal interactions 36 57
Leakage 35 56
Quality of thinking or communication 34 54
Work performance* 1 46
School performance** 5 42
Threats/confrontations 22 35
Anger 21 33
Physical aggression 21 33

Continues on next page

22 Thirty-nine active shooters were experiencing a mental health stressor, and 39 active shooters showed concerning behaviors related to mental health, but the same 39 active shooters did not
appear in each category; there were five active shooters who had a mental health stressor but who did not show a concerning behavior, and five other active shooters who showed a mental
health-related concerning behavior but for whom there was no evidence of mental health stress.
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Risk-taking 13 21

Firearm behavior 13 21
Violent media usage 12 19
Weight/eating 8 13
Drug abuse 8 13
Impulsivity 7 11
Alcohol abuse 6 10
Physical health 6 10
Other (e.g. idolizing criminals) 5 8
Sexual behavior 4

Quality of sleep 3 5
Hygiene/appearance 2 3

* Based on the 24 active shooters who were employed at the time of the offense
** Based on the 12 active shooters who were students at the time of the offense

When Were the Concerning Behaviors Noticed?

Since the overwhelming majority of active shooters (all but three) displayed at least two concerning behaviors,
there are a number of different ways to assess the data. One way is to examine the data by active shooter and to
observe the first instance that any concerning behavior was noticed (this could not be determined for three active
shooters). Figure 9 shows this data and helps frame the longest time before a shooting during which others were
concerned about the active shooter’s behavior.

First Instance of Concerning Behavior

100
(N=63)
75
56%
50
25
0% 2%
0
\(\0\)‘ 6’0*
LqP‘ NS QJ?’

*Does not sum to 100% due to rounding.

Again, this chart shows the first instance of any concerning behavior, and it should be kept in mind that this
behavior might not have been the type that by itself would cause a reasonable person to be alarmed or to report it to
others. For example, a co-worker who noticed that an active shooter had more than the normal amount of conflict
with a supervisor might be unlikely to take any action. Perhaps only after an attack and with the benefit of hindsight
would this singular behavior be considered to be — in and of itself — troubling or concerning. Yet, on average,
each active shooter displayed four to five concerning behaviors over time. While it may only be the interaction and
cumulative effect of these behaviors that would cause alarm, early recognition and detection of growing or interre-
lated problems may help to mitigate the potential for violence.
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In What Way Were the Concerning Behaviors Noticed?

Concerning behaviors came to the attention to others in a variety of ways, with some far more common than
others. The most prevalent way in which concerning behaviors were noticed was verbal communication by the
active shooter (95%, n = 60), followed by observing the physical actions of the active shooter (86%, n = 54),
written communication (27%, n = 17), and finally instances where concerning behavior was displayed online
(16%, n = 10). A large majority of active shooters (89%, n = 56) demonstrated concerning behaviors that were
noticed in multiple ways.

Who Noticed the Concerning Behaviors?

At least one person noticed a concerning behavior in every active shooter’s life, and on average, people from
three different groups noticed concerning behaviors for each active shooter. As shown below, classmates (for
those who were students), partners (for those in relationships), family members and friends most frequently
noticed concerning behavior, followed by co-workers, other, and law enforcement:

TABLE 3: WHO NOTICED CONCERNING BEHAVIORS

Schoolmate* 1 92
Spouse/domestic partner** 13 87
Teacher/school staff* 9 75
Family member 43 68
Friend 32 51
Co-worker 25 40
Other (e.g. neighbors) 23 37
Law enforcement 16 25
Online individual 6 10
Religious mentor 3 5

* Percentage calculated only with those active shooters who were students at the time of the offense
** Percentage calculated only with those active shooters who were in a relationship at the time of the offense

What, If Anything, Did the Concerned Party Do?

If the person recognizes behaviors as problematic but takes no action, the opportunity for intervention is missed.
Whether and how a person responds to an active shooter’s concerning behavior is likely influenced by a host of
personal and situational factors (e.g., whether the behavior is threatening to the observer or others, the relationship
of the observer and active shooter, avenues for anonymous reporting, and/or confidence in authorities or others to
address the behavior).

In this study, even in cases where an active shooter displayed a variety of concerning behaviors that might indicate
an intent to act violently, the observer(s) of that information did not necessarily pass it along to anyone else. As
shown above, the people most likely to notice concerning behaviors were those who knew the active shooter best
— family, friends and classmates. For the very reason they are the people most likely to take note of concerning
behaviors, they are also people who may feel constrained from acting on these concerns because of loyalty,
disbelief, and/or fear of the consequences.?

23 Borum, R. (2013). Informing Lone-Offender Investigations. Criminology & Public Policy, 12(1), 103-112.
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Again, keeping in mind that active shooters displayed multiple concerning behaviors and those who observed these
behaviors might have responded in different ways to each, the most common response was to communicate directly
to the active shooter (83%, n = 52) or do nothing (54%, n = 34). Thus, in many instances, the concern stayed
between the person who noticed the behavior and the active shooter.

The next most common responses were: report the active shooter to a non-law enforcement authority (51%, n = 32);
discuss the concerning behavior with a friend or family member (49%, n = 31); and, report the active shooter to law
enforcement authority (41%, n = 26).

Considerations

The analysis above is not intended to, nor could it, encompass the innumerable ways in which the observer of a
concerning behavior might react. Nor does it suggest that every concerning behavior warrants assertive intervention;
many of the concerning behaviors that registered with others likely would not have presaged deadly violence to a
reasonable person. The FBI is aware that in retrospect certain facts may take on a heightened degree of significance
that may not have been clear at the time.

Nevertheless, understanding that there are often opportunities before a shooting to recognize concerning behaviors
that may suggest progression toward violence, the FBI is highlighting the most common behaviors displayed in the
sample. There is no single warning sign, checklist, or algorithm for assessing behaviors that identifies a prospective
active shooter. Rather, there appears to be a complex combination of behaviors and interactions with bystanders
that may often occur in the days, weeks, and months leading up to an attack. Early recognition and reporting of
concerning behaviors to law enforcement or threat assessment professionals may initiate important opportunities
for mitigation.

PRIMARY GRIEVANCE

A grievance is defined for this study as the cause of the active shooter’s distress or resentment; a perception — not
necessarily based in reality — of having been wronged or treated unfairly or inappropriately.?***2¢ More than a
typical feeling of resentment or passing anger, a grievance often results in a grossly distorted preoccupation with
a sense of injustice, like an injury that fails to heal. These thoughts can saturate a person’s thinking and foster a
pervasive sense of imbalance between self-image and the (real or perceived) humiliation. This nagging sense of
unfairness can spark an overwhelming desire to “right the wrong” and achieve a measure of satisfaction and/or
revenge. In some cases, an active shooter might have what appeared to be multiple grievances but, where possible,
the FBI sought to determine the primary grievance. Based on a review of the academic literature and the facts of
the cases themselves, the FBI identified eight categories of grievances, with an additional category of “other” for
grievances that were entirely idiosyncratic.

As shown in the following table, the FBI could not identify a primary grievance for 13 (21%) of the active
shooters, either because they did not have one or because there was insufficient evidence to determine whether
one existed. While it may be particularly difficult to understand the motivation(s) for attacks that do not appear
to be based on identifiable grievances, these active shooters still displayed concerning behaviors, were under
identifiable stressors, and engaged in planning and preparation activities. For example, for the active shooters
where no grievance could be identified, all had at least two behaviors (with an average of 5.4 behaviors) that
were noted to be concerning by others.

24 (alhoun, T., & Weston, S., (2003).
25  Fein, R., & Vossekuil, B. (1999).
26 Vossekuil, B., Fein, R., Reddy, M., Borum, R., & Modzeleski, W. (2004).
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The majority (79%, n = 50) of the active shooters did appear to be acting in accord with a grievance of some kind.

Of course, the grievance itself may not have been reasonable or even grounded in reality, but it appeared to serve as
the rationale for the eventual attack, giving a sense of purpose to the shooter. Most of these grievances seem to have
originated in response to some specific action taken regarding the active shooter. Whether interpersonal, employment,
governmental, academic, or financial, these actions were (or were perceived to be) directed against the active shooter
personally. In contrast, grievances driven by more global or broad considerations — such as ideology or hatred of a
group — account for less than 7% of the overall cases. In general then, active shooters harbored grievances that were
distinctly personal to them and the circumstances of their daily lives.

TABLE 4: PRIMARY GRIEVANCE

Adverse interpersonal action against the shooter 21 33
Adverse employment action against the shooter 10 16
Other (e.g. general hatred of others) 6 10
Adverse governmental action against the shooter 3 5
Adverse academic action against the shooter 2 3
Adverse financial action against the shooter 2 3
Domestic 2 3
Hate crime 2 3
Ideology/extremism 2 3
Unknown 13 21

Precipitating Events

Of the 50 active shooters who had an identifiable grievance, nearly half of them experienced a precipitating

or triggering event related to the grievance (44%, n = 22). Seven active shooters (14%) did not experience a
precipitating event, and the FBI could not determine whether the remaining 21 (42%) did. Precipitating events
generally occurred close in time to the shooting and included circumstances such as an adverse ruling in a legal
matter, romantic rejection, and the loss of a job.

These precipitating events were of more consequence in the timing of the attack, and while they appear to have
accelerated the active shooter’s movement on the trajectory to violence, they did not by themselves appear to set
the course.

Considerations

Of course, many people have grievances and never act violently. What caused the active shooters in this study to
act the way they did cannot be explained simply by the presence of a grievance. There was likely the interaction
of a variety of operational considerations and psychological stressors that eventually crystallized in the decision
to ignore non-violent options and choose to attack. However, the types of grievances most commonly experienced
by the active shooters in this study may be important considerations for the many threat assessment teams and law
enforcement professionals who work each day to assess a subject’s progression along the pathway to violence.
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TARGETING

For this study, a target is defined as a person or group of people who were identifiable before the shooting
occurred and whom the active shooter intended to attack. It was not necessary that the active shooter knew the
target by name; intending to attack a person holding a position at or affiliated with a business, educational facil-
ity, or in a governmental agency sufficed. The target could be a group, so long as members of that group could
have been identified prior to the attack.

In cases where the victims could not reasonably have been identified prior to the shooting, the active shooter was
deemed to have selected the victims at random. While there is some element of selection in any attack where there
is more than one potential victim (unless the active shooter literally does not aim at all), the FBI considered victims
to be random where there was: 1) no known connection between the active shooter and the victims, and 2) the
victims were not specifically linked to the active shooter’s grievance.

In many cases, there was a mix of targeted and random victims in the same shooting. The typical circumstance
occurred when an active shooter went to a location with targets in mind and also shot others who were at the same

location, either because they presented some obstacle in the attack or for reasons that could not be identified.

The overall numbers for targeted and random victims are listed below:

FIGURE 10

BOTH RANDOM
RANDOM VICTIMS AND TARGETED TARGETED VICTIMS

(37%, n=23) VICTIMS (27%, n=17)
(37%, n=23)

*Does not sum to 100% due to rounding.

Considerations

While approximately one-third of active shooters in this sample victimized only random members of the public,
most active shooters arrive at a targeted site with a specific person or persons in mind. Awareness of targeting
behaviors can provide valuable insight for threat assessment professionals. Relatedly, the FBI has observed that
when an active shooter’s grievance generalizes — that is, expands beyond a desire to punish a specific individual
to a desire to punish an institution or community — this should be considered to be progression along a trajectory
towards violence and ultimately a threat-enhancing characteristic.
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SUICIDE: IDEATION AND ATTEMPTS

For this study, “suicidal ideation” was defined as thinking about or planning suicide, while “suicide attempt” was
defined as a non-fatal, self-directed behavior with the intent to die, regardless of whether the behavior ultimately
results in an injury of any kind. Although these definitions are broad, the FBI concluded that an active shooter had
suicidal ideation or engaged in a suicide attempt only when based on specific, non-trivial evidence.

Nearly half of the active shooters had suicidal ideation or engaged in suicide-related behaviors at some time prior to
the attack (48%, n = 30), while five active shooters (8%) displayed no such behaviors (the status of the remaining
28 active shooters was unknown due to a lack of sufficient evidence to make a reasonable determination).

An overwhelming majority of the 30 suicidal active shooters showed signs of suicidal ideation (90%, n = 27), and
seven made actual suicide attempts (23%). Nearly three-quarters (70%, n = 21) of these behaviors occurred within
one year of the shooting.

Considerations

The high levels? of pre-attack suicidal ideation — with many appearing within 12 months of the attack — are
noteworthy as they represent an opportunity for intervention. If suicidal ideation or attempts in particular are
observed by others, reframing bystander awareness within the context of a mass casualty event may help to empha-
size the importance of telling an authority figure and getting help for the suicidal person. Without stigmatizing
those who struggle with thoughts of self-harm, researchers and practitioners must continue to explore those active
shooters who combined suicide with externalized aggression (including homicidal violence) and identify the
concurrent behaviors that reflect this shift.

CONCERNING COMMUNICATIONS
One useful way to analyze concerning communications is to divide them into two categories: threats/confrontations
and leakage of intent.

Threats/Confrontations

Threats are direct communications to a target of intent to harm and may be delivered in person or by other means
(e.g., text, email, telephone). For this study, threats need not be verbalized or written; the FBI considered in-person
confrontations that were intended to intimidate or cause safety concerns for the target as falling under the category
of threats as well.

More than half of the 40 active shooters who had a target made threats or had a prior confrontation (55%, n = 22).
When threats or confrontations occurred, they were almost always in person (95%, n = 21) and only infrequently in
writing or electronically (14%, n = 3). Two active shooters made threats both in person and in writing/electronically.

Leakage

Leakage occurs when a person intentionally or unintentionally reveals clues to a third-party about feelings,
thoughts, fantasies, attitudes or intentions that may signal the intent to commit a violent act.”® Indirect threats of
harm are included as leakage, but so are less obvious, subtle threats, innuendo about a desire to commit a violent
attack, or boasts about the ability to harm others. Leakage can be found not only in verbal communications, but

27 The National Survey on Drug Use and Health (2015) shows that in 2015: 4% of adults had serious thoughts of suicide, 1.1% made serious plans, and 0.6% attempted suicide
(https://www.samhsa.gov/data/sites/default/files/NSDUH-DR-FFR3-2015/NSDUH-DR-FFR3-2015.htm)
28  Meloy, J.R. & 0'Toole, M. E. (2011). The concept of leakage in threat assessment. Behavioral Sciences and the Law, 29, 513-527
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also in writings (e.g., journals, school assignments, artwork, poetry) and in online interactions (e.g., blogs, tweets,
texts, video postings). Prior research has shown that leakage of intent to commit violence is common before attacks
perpetrated by both adolescents and adults, but is more common among adolescents.>-3%3!

Here, too, leakage was prevalent, with over half of the active shooters leaking intent to commit violence (56%,

n = 35). In the Phase II sample, 88% (n = 7) of those active shooters age 17 and younger leaked intent to commit
violence, while 51% (n = 28) of adult active shooters leaked their intent. The leaked intent to commit violence was
not always directed at the eventual victims of the shootings; in some cases what was communicated was a more
general goal of doing harm to others, apparently without a particular person or group in mind. For example, one
active shooter talked to a clerk at a gas station about killing “a family” and another expressed interest in becoming
a sniper like a character featured in The Turner Diaries. In 16 of the 40 cases (40%) where the active shooter had a
target, however, the leaked intent to act violently was directly pertaining to that target. In these cases, the leakage
was generally a statement to a third-party of the intent to specifically harm the target.

Legacy Tokens

Finally, the FBI considered whether or not an active shooter had constructed a “legacy token” which has been
defined as a communication prepared by the offender to claim credit for the attack and articulate the motives
underlying the shooting.? Examples of legacy tokens include manifestos, videos, social media postings, or other
communications deliberately created by the shooter and delivered or staged for discovery by others, usually near in
time to the shooting. In 30% (n = 19) of the cases included in this study, the active shooter created a legacy token
prior to the attack.

Considerations

Although more than half of the active shooters with pre-attack targets made threats (» = 22), in the majority (65%)
of the overall cases no threats were made to a target, and the FBI cautions that the absence of a direct threat should
not be falsely reassuring to those assessing the potential for violence raised by other circumstances and factors. Nor
should the presence of a threat be considered conclusive. There is a significant amount of research and experience
to demonstrate that direct threats are not correlated to a subsequent act of targeted violence.333435:3637.38

It is important to highlight that in this Phase II study the overwhelming majority of direct threats were verbally
delivered by the offender to a future victim. Only a very small percentage of threats were communicated via
writing or electronically. In many ways this is not surprising. Written, directly communicated threats against

a target (e.g., “I’m going to shoot and kill everyone here on Tuesday”) often spark a predictable response that
includes a heightened law enforcement presence and the enhancement of security barriers. These responses are
highly undesirable to an offender planning an active shooting.** Verbal threats issued directly to another person
appear to be far more common among the active shooters included in the Phase II study.

29  Hemple, A., Meloy, J.R., & Richards, T. (1999). Offender and offense characteristics of a nonrandom sample of mass murderers. Journal of the American Academy of Psychiatry and the Law, 27,
213-225. Meloy, J.R., Hoffman, J., Guldimann, A., & James, D. (2011). The role of warning behaviors in threat assessment: An exploration and suggested typology. Behavioral Sciences and the
Law, 30, 256-279.

30  Meloy, J.R. & 0'Toole, M. E. (2011).

31 Meloy, J.R., Hoffman, J., Guldimann, A., & James, D. (2011). The role of warning behaviors in threat assessment: An exploration and suggested typology. Behavioral Sciences and the Law, 30,
256-279.

32 Simons, A., & Tunkel, R. (2014). The assessment of anonymous threatening communications. In J.R. Meloy & J. Hoffman (Eds.), International handbook of threat assessment (pp. 195-213). New
York: Oxford University Press.

33 Borum, R, Fein, R. Vossekuil, B., & Berglund, J. (1999). Threat assessment: Defining an approach for evaluating risk of targeted violence. Behavioral Sciences and the Law, 17,323-337.

34 Calhoun, F. (1998). Hunters and howlers: Threats and violence against federal judicial officials in the United States, 1789-1993. Arlington, VA: US Marshals Service.

35 CalhounT. & Weston, S. (2003).

36 Dietz, P, Matthews, D., Martell, D., Stewart, T., Hrouda, D., & Warren, J. (1991a). Threatening and otherwise inappropriate letters to members of the United States Congress. Journal of Forensic
Sciences, 36, 1445-1468.

37  Dietz, P, Matthews, D., Van Duyne, C,, Martell, D., Parry, C,, Stewart, T., et al. (1991b). Threatening and otherwise inappropriate letters to Hollywood celebrities. Journal of Forensic Sciences, 36,
185-209.

38  Meloy, J.R. (2000). Violence risk and threat assessment. San Diego: Specialized Training Services.

39  Simons A. & Tunkel, R. (2014)
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Whether verbal or written, concerning communications are challenging as those on the receiving end must assess
sometimes ominously vague or nebulous verbiage. Such confusion can create doubt in the listener’s mind as to
the communicator’s true intent toward violence.* As law enforcement agencies continue to remind bystanders

if they “see something, say something” it becomes relevant to use this data (particularly regarding leakage
behaviors) to lower the internal threshold for reporting, even in the face of ambiguous language. It is troubling
to note that no bystanders reported instances of leakage to law enforcement, perhaps out of a fear of overreacting
or perhaps due to a lack of understanding as to what law enforcement’s response would be. This suggests that
more robust efforts need to be made to educate bystanders (especially students and adolescents) on the nature of
leakage and its potential significance.

Limitations

The findings presented in this report reflect a thorough and careful review of the data derived almost exclusively
from law enforcement records. Nevertheless, there are limitations to the study which should be kept in mind before
drawing any conclusions based on the findings.

First, the Phase I study on which the present analysis is based included only a specific type of event. Shootings
must have been (a) in progress in a public place and (b) law enforcement personnel and/or citizens had the potential
to affect the outcome of the event based on their responses. The FBI acknowledges there is an inherent element of
subjectivity in deciding whether a case meets the study criteria. Moreover, while every effort was made to find all
cases between 2000 and 2013 which met the definition, it is possible that cases which should have been included in
the study were not identified. Overall, as with the Phase I study, the incidents included in the Phase II study were
not intended to and did not comprise all gun-related violence or mass or public shootings occurring between 2000
and 2013.

Second, although the FBI took a cautious approach in answering protocol questions and limited speculation by
relying on identifiable data, there was some degree of subjectivity in evaluating which of the original 160 cases had
sufficient data to warrant inclusion in the study.

Third, while reliance on official law enforcement investigative files was reasonable based on the study’s objectives,
the level of detail contained in these files was not uniform throughout and the FBI was not able to definitively
answer all protocol questions for all subjects.

This is a purely descriptive study. With the exception of mental health and suicidal behaviors, the FBI did not make
any comparisons to the general population or to criminals who were not active shooters. Therefore, we cannot
postulate on the probability as to whether some of the behaviors and characteristics seen here would also have

been seen in other populations. Furthermore, the FBI cautions readers to not treat the observed behaviors as having
predictive value in determining if a person will become violent or not, as the findings and observations presented
herein are not a “checklist” but instead are offered to promote awareness among potential bystanders and for
consideration in the context of a thorough, holistic threat assessment by trained professionals. Future research may
benefit from comparisons between those who completed active shooting attacks and those who planned to attack
but were disrupted prior to the offense, and/or in comparison to those individuals who may have displayed concern-
ing behaviors but had no true intent to commit an act of targeted violence.

40  The FBI noted that there were four cases where threats were made and someone notified law enforcement (out of 22 cases where a threat was made, or 14%)
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Conclusion

The ability to utilize case files (as compared to open-source documents) allowed the FBI to carefully examine
both the internal issues experienced and the behaviors demonstrated by active shooters in the weeks and months
preceding their attacks. What emerges is a complex and troubling picture of individuals who fail to successfully
navigate multiple stressors in their lives while concurrently displaying four to five observable, concerning
behaviors, engaging in planning and preparation, and frequently communicating threats or leaking indications of
an intent to attack. As an active shooter progresses on a trajectory towards violence, these observable behaviors
may represent critical opportunities for detection and disruption.

The information contained in this Phase II report can be utilized by myriad safety stakeholders. The successful
prevention of an active shooting frequently depends on the collective and collaborative engagement of varied
community members: law enforcement officials, teachers, mental health care professionals, family members, threat
assessment professionals, friends, social workers, school resource officers...and many others. A shared awareness
of the common observable behaviors demonstrated by the active shooters in this study may help to prompt inquiries
and focus assessments at every level of contact and every stage of intervention.

While many dedicated professionals work to thwart active shootings, the FBI suspects that future active shooters
themselves are looking for ways to avoid detection and maximize damage as they plan and prepare for their acts of
violence. The prevention of these future attacks will depend on our ability to remain agile and recognize evolving
pre-attack behaviors. To that end, the FBI continues to study active shooters to better inform all safety stakeholders
and to support the development of sound threat mitigation strategies.

As tragically seen from current events, active shootings continue to impact our nation. The FBI hopes that the
information contained in this Phase II study will help in efforts to promote safety across all communities.
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Appendix A:
STRESSORS

Abuse of illicit drugs or alcohol: difficulties caused by the effects of drugs/alcohol and/or frustrations related to
obtaining these substances.

Civil legal problems: being party to a non-trivial lawsuit or administrative action.

Conflict with friends/peers: general tension in the relationship beyond what is typical for the active shooter’s age
or specific instances of serious and ongoing disagreement.

Conflict with other family members: general tension in the relationship beyond what is typical for the active
shooter’s age, or specific instances of serious and ongoing disagreement.

Conflict with parents: general tension in the relationship beyond what is typical for the active shooter’s age, or
specific instances of serious and ongoing disagreement.

Criminal legal problems: arrests, convictions, probation, parole.
Death of friend/relative: death that caused emotional or psychological distress.

Financial strain: related to job loss, debt collection, potential or actual eviction, inability to pay normal and usual
daily bills.

Job-related problems: ongoing conflicts with co-workers or management, pervasive poor performance evaluations,
or disputes over pay or leave.

Marital problems/conflict with intimate partner(s)/divorce or separation: difficulties in the relationship
that were a consistent source of psychological distress and/or which did or were likely to lead to the end of the

relationship or the desire to end the relationship.

Mental health problems: symptoms of anxiety, depression, paranoia, or other mental health concerns that have a
negative effect on daily functioning and/or relationships.

Other: any other circumstance causing physical, psychological, or emotional difficulties that interfere in a
non-trivial way with normal functioning in daily life.

Physical injury: physical condition/injury that significantly interfered with or restricted normal and usual
activities.

School-related problems: conflicts with teachers and staff that go beyond single instances of minor discipline;
pervasive frustration with academic work; inability to follow school rules.

Sexual stress/frustration: pronounced and ongoing inability to establish a desired sexual relationship.
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Appendix B:

CONCERNING BEHAVIORS

Amount or quality of sleep: unusual sleep patterns or noticeable changes in sleep patterns.
Anger: inappropriate displays of aggressive attitude/temper.

Change, escalation, or contextually inappropriate firearms behavior: interest in or use of firearms that
appears unusual given the active shooter’s background and experience with firearms.

Changes in weight or eating habits: significant weight loss or gain related to eating habits.
Hygiene or personal appearance: noticeable and/or surprising changes in appearance or hygiene practices.
Impulsivity: actions that in context appear to have been taken without usual care or forethought.

Interpersonal interactions: more than the usual amount of discord in ongoing relationships with family,
friends, or colleagues.

Leakage: communication to a third-party of the intent to harm another person.
Mental health: indications of depression, anxiety, paranoia or other mental health concerns.

Other: any behavior not otherwise captured in above categories that causes more than a minimal amount of
worry in the observer.

Physical aggression: inappropriate use of force; use of force beyond what was usual in the circumstances.
Physical health: significant changes in physical well-being beyond minor injuries and ailments.

Quality of thinking or communication: indications of confused or irrational thought processes.
Risk-taking: actions that show more than a usual disregard for significant negative consequences.

School performance: appreciable decrease in academic performance; unexplained or unusual absences.
Sexual behavior: pronounced increases or decreases in sexual interest or practices.

Threats/Confrontations: direct communications to a target of intent to harm. May be delivered in person or by
other means (e.g., text, email, telephone).

Use of illicit drugs or illicit use of prescription drugs: sudden and/ recent use or change in use of drugs; use
beyond social norms that interferes with the activities of daily life.

Use or abuse of alcohol: sudden and/or recent use or changes in use of alcohol; use beyond social norms that
interferes with the activities of daily life.

Violent media usage: more than a usual age-appropriate interest in visual or aural depictions of violence.

Work performance: appreciable decrease in job performance; unexplained or unusual absences.
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accompanying guide, served as the impetus for establishing threat assessment programs in schools. In 2008, the agencies
released the Bystander Study, a report that explored a key SSI finding that prior to most attacks, other students knew of the
attackers’ plans, yet most did not report it to an adult. The report highlighted the importance of creating safe school climates

in which students are empowered to share their concerns. Since then, NTAC has continued to provide and update training to
schools, law enforcement, and others on threat assessment and prevention practices.

U.S. SECRET SERVICE’S LATEST INITIATIVE REGARDING SCHOOL SAFETY

The tragic events of the February 14, 2018 shooting at Marjory Stoneman Douglas High School in Parkland, Florida, and the

May 18, 2018 shooting at Santa Fe High School in Santa Fe, Texas, demonstrated the ongoing need to provide leadership in
preventing future school attacks. As such, the U.S. Secret Service, along with many of our partners, have redoubled our efforts
and are poised to continue enhancing school safety. As part of these efforts, NTAC created an operational guide that provides
actionable steps that schools can take to develop comprehensive targeted violence prevention plans for conducting threat
assessments in schools. The guide, titled Enhancing School Safety Using a Threat Assessment Model: An Operational Guide for
Preventing Targeted School Violence, is available on the U.S. Secret Service website. A condensed overview is outlined on the
following page.

KEY CONSIDERATIONS

¢ |n conjunction with physical security and emergency management, a threat assessment process is an effective component to
ensuring the safety and security of our nation’s schools.

e Threat assessment procedures recognize that students engage in a continuum of concerning behaviors, the vast majority of
which will be non-threatening and non-violent, but may still require intervention.

e The threshold for intervention should be relatively low so that schools can identify students in distress before their behavior
escalates to the level of eliciting concerns about safety.

e Everyone has arole to play in preventing school violence and creating safe school climates. Students should feel
empowered to come forward without fear of reprisal. Faculty and staff should take all incoming reports seriously, and assess
any information regarding concerning behavior or statements.

Additional Resources: The full guide provides information and links to additional resources that can help schools create threat assessment teams, establish
reporting mechanisms, train stakeholders, and promote safe school climates.



CREATING A TARGETED VIOLENCE PREVENTION PLAN

The goal of a threat assessment is to identify students of concern, assess their risk for engaging in violence or other harmful
activities, and identify intervention strategies to manage that risk. This process begins with establishing a comprehensive
targeted violence prevention plan that requires schools to:

Step 1:

Step 2:

Step 3:

Step 4:

Step 5:

Step 6:

Step 7:

Step 8:

Establish a multidisciplinary threat assessment team of school personnel including faculty, staff, administrators,
coaches, and available school resource officers who will direct, manage, and document the threat assessment process.

Define behaviors, including those that are prohibited and should trigger immediate intervention (e.g., threats, violent
acts, and weapons on campus) and other concerning behaviors that require a threat assessment.

Establish and provide training on a central reporting system such as an online form on the school website, email
address, phone number, smartphone application, or other mechanisms. Ensure that it provides anonymity to those
reporting concerns and is monitored by personnel who will follow-up on all reports.

Determine the threshold for law enforcement intervention, especially if there is a safety risk.

Establish threat assessment procedures that include practices for maintaining documentation, identifying sources

of information, reviewing records, and conducting interviews. Procedures should include the following investigative

themes to guide the assessment process:

e Motive: What motivated the student to engage in the behavior of concern? What is the student trying to solve?

e Communications: Have there been concerning, unusual, threatening, or violent communications? Are there
communications about thoughts of suicide, hopelessness, or information relevant to the other investigative themes?

e |nappropriate Interests: Does the student have inappropriate interests in weapons, school attacks or attackers, mass
attacks, other violence? Is there a fixation on an issue or a person?

e Weapons Access: Is there access to weapons? Is there evidence of manufactured explosives or incendiary
devices?

e Stressors: Have there been any recent setbacks, losses, or challenges? How is the student coping with stressors?

e Emotional and Developmental Issues: Is the student dealing with mental health issues or developmental disabilities?
Is the student’s behavior a product of those issues? What resources does the student need?

e Desperation or Despair: Has the student felt hopeless, desperate, or like they are out of options?

¢ Violence as an Option: Does the student think that violence is a way to solve a problem? Have they in the past?

e Concerned Others: Has the student’s behavior elicited concern? Was the concern related to safety?

e Capacity: Is the student organized enough to plan and execute an attack? Does the student have the resources?

e Planning: Has the student initiated an attack plan, researched tactics, selected targets, or practiced with a weapon?

e Consistency: Are the student’s statements consistent with his or her actions or what others observe? If not, why?

e Protective Factors: Are there positive and prosocial influences in the student’s life? Does the student have a positive
and trusting relationship with an adult at school? Does the student feel emotionally connected to other students?

Develop risk management options to enact once an assessment is complete. Create individualized management
plans to mitigate identified risks. Notify law enforcement immediately if the student is thinking about an attack, ensure
the safety of potential targets, create a situation less prone to violence, redirect the student’s motive, and reduce the
effect of stressors.

Create and promote a safe school climate built on a culture of safety, respect, trust, and emotional support.
Encourage communication, intervene in conflicts and bullying, and empower students to share their concerns.

Provide training for all stakeholders, including school personnel, students, parents, and law enforcement.
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MESSAGE FROM THE DIRECTOR

Since the creation of the U.S. Secret Service in 1865, the
agency has evolved to meet changing mission demands
and growing threats in our nation. To ensure we remain

on the forefront, the U.S. Secret Service’s National Threat
Assessment Center (NTAC) was created in 1998 to provide
guidance and training on threat assessment both within
the U.S. Secret Service and to others with criminal justice
and public safety responsibilities. Today, the highly skilled
men and women of the U. S. Secret Service lead the field
of threat assessment by conducting research on acts of
targeted violence and providing training using the agency’s
established threat assessment model for prevention.

Our agency is dedicated to expanding research and
understanding of targeted violence, including those that
impact our nation’s schools. Since the creation of the U.S.
Secret Service’s NTAC, we have provided 450 in-depth
trainings on the prevention of targeted school violence to
over 93,000 attendees including school administrators,
teachers, counselors, mental health professionals, school
resource officers, and other public safety partners. Our
agency, through our local U.S. Secret Service field offices,
continues to coordinate and provide this training to our
community partners.

The tragic events of the February 14, 2018 shooting at
Marjory Stoneman Douglas High School in Parkland, Florida,
and the May 18, 2018 shooting at Santa Fe High School in
Santa Fe, Texas, demonstrated the ongoing need to provide
leadership in preventing future school attacks. As such,

the U.S. Secret Service, along with many of our partners,

have redoubled our efforts and are poised to continue
enhancing school safety. Keeping our school children safe
requires the shared commitment from states, school boards,
and communities with the ability to dedicate resources

to this critical issue. In the wake of these tragedies, the
U.S. Secret Service has launched an initiative to provide
updated research and guidance to school personnel,

law enforcement, and other public safety partners on the
prevention of school-based violence. | am pleased to
release this operational guide, Enhancing School Safety
Using a Threat Assessment Model, as the first phase of this
initiative.

As we have seen in recent months, the pain of each act

of targeted violence in our nation’s schools has had a
powerful impact on all. With the creation and distribution of
this operational guide, the U.S. Secret Service sets a path
forward for sustainable practices to keep our children safe,
extending our expertise in the field of threat assessments
to provide school officials, law enforcement personnel, and
other public safety professionals with guidance on “how

to” create a Targeted Violence Prevention Plan. This guide
will serve as an important contribution to our partners on
the Federal Commission on School Safety - the Department
of Homeland Security, the Department of Education, the
Department of Health and Human Services and the Office
of the Attorney General. | am proud of the continued efforts
of the U.S. Secret Service, and we remain committed to the
prevention of targeted violence within our nation’s schools
and communities.

Randolph D. Alles
Director

Enhancing School Safety Using a Threat Assessment Model An Operational Guide for Preventing Targeted School Violence v



INTRODUCTION

“ There is no
profile of

a student

When incidents of school violence occur, they leave a
profound and lasting impact on the school, the community,
and our nation as a whole. Ensuring safe environments

for elementary and secondary school students, educators,
administrators, and others is essential. This operational
guide was developed to provide fundamental direction on
how to prevent incidents of targeted school violence, that is,
when a student specifically selects a school or a member of
the school community for harm. The content in this guide is
based on information developed by the U.S. Secret Service,
Protective Intelligence and Assessment Division, National
Threat Assessment Center (NTAC).

Over the last 20 years, NTAC has conducted research,
training, and consultation on threat assessment and the
prevention of various forms of targeted violence. Following
the tragedy at Columbine High School in April 1999, the
Secret Service partnered with the Department of Education
on a study that examined 37 incidents of targeted violence
that occurred at elementary and secondary schools (i.e.,
K-12). The goal of that study, the Safe School Initiative
(SSI), was to gather and analyze accurate and useful
information about the thinking and behavior of students who
commit these types of acts. The findings of the SS/, and an
accompanying guide, served as the impetus for establishing
threat assessment programs in schools. In 2008, the
agencies collaborated again and released a report that
further explored one of the key SS/ findings, namely, that
prior to most attacks, though other students had information
about the attackers’ plans, most did not report their
concerns to an adult. The findings of this report, known as
the Bystander Study, highlighted the importance of creating
safe school climates to increase the likelihood that students
will speak up in order to prevent an attack."

attacker. ”

The information gleaned from these studies underscores
the importance of establishing a threat assessment
process in schools to enhance proactive targeted violence
prevention efforts. The goal of a threat assessment

is to identify students of concern, assess their risk for
engaging in violence or other harmful activities, and
identify intervention strategies to manage that risk. This
guide provides actionable steps that schools can take to
develop a comprehensive targeted violence prevention
plan and create processes and procedures for conducting
threat assessments on their campus. These steps serve
as minimum guidelines and may need to be adapted

for a particular school or district’s unique resources and
challenges. For institutions that already have prevention
plans or threat assessment capabilities in place, these
guidelines may provide additional information to update
existing protocols, or to formalize the structures of reporting,
gathering information, and managing risk.

When establishing threat assessment capabilities within
K-12 schools, keep in mind that there is no profile of

a student attacker. There have been male and female
attackers, high-achieving students with good grades as well
as poor performers. These acts of violence were committed
by students who were loners and socially isolated, and
those who were well-liked and popular. Rather than
focusing solely on a student’s personality traits or school
performance, we can learn much more about a student’s
risk for violence by working through the threat assessment
process, which is designed to gather the most relevant
information about the student’s communications and
behaviors, the negative or stressful events the student has
experienced, and the resources the student possesses to
overcome those setbacks and challenges.

T All publications related to studies conducted by the U.S. Secret Service, National Threat Assessment Center (NTAC) are available from

https://www.secretservice.gov/protection/ntac/.
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CREATING A COMPREHENSIVE TARGETED
VIOLENCE PREVENTION PLAN

Ensuring the safety of our schools involves multiple
components, including physical security, emergency
management, and violence prevention efforts in the form

of a threat assessment process. This process begins with
establishing a comprehensive targeted violence prevention
plan. The plan includes forming a multidisciplinary

threat assessment team, establishing central reporting
mechanisms, identifying behaviors of concern, defining the
threshold for law enforcement intervention, identifying risk
management strategies, promoting safe school climates,
and providing training to stakeholders. It can also help
schools mitigate threats from a variety of individuals,
including students, employees, or parents.

This guide provides basic instructions for schools on
creating a targeted violence prevention plan, the focus

of which is to decrease the risk of students engaging

in harm to themselves or the school community. These
recommendations serve as the starting point on a path

to implementation that will need to be customized to the
specific needs of your school, your student body, and your
community. When creating these plans, schools should
consult with legal representatives to ensure that they comply
with any applicable state and federal laws or regulations.

Enhancing School Safety Using a Threat Assessment Model An Operational Guide for Preventing Targeted School Violence 2



Step 1.
Establish a multidisciplinary threat assessment team

The first step in developing a comprehensive targeted violence prevention plan is to
establish a multidisciplinary threat assessment team (hereafter referred to as the “Team”)
of individuals who will direct, manage, and document the threat assessment process.

The Team will receive reports about concerning students and situations, gather additional
information, assess the risk posed to the school community, and develop intervention and
management strategies to mitigate any risk of harm. Some considerations for establishing
a Team include:

e Some schools may pool their resources and have a single Team that serves
an entire district or county, while other districts may choose to have a
separate Team for each school.

e Teams should include personnel from a variety of disciplines within the
school community, including teachers, guidance counselors, coaches,
school resource officers, mental health professionals, and school
administrators. The multidisciplinary nature of the Team ensures that
varying points of view will be represented and that access to information
and resources will be broad.

¢ The Team needs to have a specifically designated leader. This position is
usually occupied by a senior administrator within the school.

e Teams should establish protocols and procedures that are followed for
each assessment, including who will interview the student of concern; who
will talk to classmates, teachers, or parents; and who will be responsible for
documenting the Team’s efforts. Established protocols allow for a smoother
assessment process as Team members will be aware of their own roles and
responsibilities, as well as those of their colleagues.

e Team members should meet whenever a concerning student or situation
has been brought to their attention, but they should also meet on a regular
basis to engage in discussions, role-playing scenarios, and other team-
building and learning activities. This will provide members of the Team with
opportunities to work together and learn their individual responsibilities so
that when a crisis does arise, the Team will be able to operate more easily
as a cohesive unit.

“ ...meeton
a regular

While the information in this
guide refers to this group
as a Threat Assessment
Team, schools can choose
an alternative name. For
example, some schools
have opted to use the

label “Assessment and
Care Team” to encourage
involvement from those who
might be concerned about
a student, and to focus on
getting a student access
to needed resources and
supports. Other schools
have chosen to refer to

this group as a “Behavioral
Intervention Team” to
focus on a spectrum of
concerning behaviors

that a student may be
exhibiting. Finally, some
schools have continued

to refer to their groups as
“Threat Assessment Teams’
to highlight the heightened
sense of concern about a
student who is identified.
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Step 2.

Define prohibited and concerning behaviors

Schools need to establish policies defining prohibited
behaviors that are unacceptable and therefore warrant
immediate intervention. These include threatening or
engaging in violence, bringing a weapon to school, bullying
or harassing others, and other concerning or criminal
behaviors. Keep in mind that concerning behaviors occur
along a continuum. School policies should also identify
behaviors that may not necessarily be indicative of violence,
but also warrant some type of intervention. These include

a marked decline in performance; increased absenteeism;
withdrawal or isolation; sudden or dramatic changes in
behavior or appearance; drug or alcohol use; and erratic,

depressive, and other emotional or mental health symptoms.

e |f these behaviors are observed or reported to the Team,

schools can offer resources and supports in the form of
mentoring and counseling, mental health care, tutoring, or
social and family services.

The threshold for intervention should be relatively low
so that Teams can identify students in distress before their
behavior escalates to the point that classmates, teachers,
or parents are concerned about their safety or the safety
of others. It is much easier to intervene when the concern
is related to a student’s struggle to overcome personal
setbacks, such as a romantic breakup, than when there
are concerns about threats posed to others.

During the assessment process, Teams may identify
other concerning statements and actions made by

the student that may not already be addressed in their
policies. Gathering information about these behaviors
will help the Team assess whether the student is at risk for
attacking the school or its students and identify strategies
to mitigate that risk.

Enhancing School Safety Using a Threat Assessment Model An Operational Guide for Preventing Targeted School Violence



CREATING A COMPREHENSIVE TARGETED VIOLENCE PREVENTION PLAN

Step 3.
Create a central reporting mechanism

Students may elicit concern from those around them in a
variety of ways. They may make threatening or concerning
statements in person, online, or in text messages; they may
engage in observable risky behavior; or they may turn in
assignments with statements or content that is unusual or
bizarre. When this occurs, those around the student need a
method of reporting their concerns to the Team.

¢ Schools can establish one or more reporting
mechanisms, such as an online form posted on the
school website, a dedicated email address or phone
number, smart phone application platforms, or another
mechanism that is accessible for a particular school
community.

e Students, teachers, staff, school resource officers, and
parents should be provided training and guidance on
recognizing behaviors of concern, their roles and
responsibilities in reporting the behavior, and how to
report the information.

e Teams need to be sure that a team member proactively
monitors all incoming reports and can respond
immediately when someone’s safety is concerned.

¢ Regardless of what method schools choose to receive
these reports, there should be an option for passing
information anonymously, as students are more likely to
report concerning or threatening information when they
can do so without fear of retribution for coming forward.

® The school community should feel confident that team
members will be responsive to their concerns, and that
reports will be acted upon, kept confidential, and
handled appropriately.

...reports will
be acted

upon...”

Many reporting
mechanisms employed
by K-12 schools resemble
nationwide criminal
reporting apps. The online
and phone reporting
capabilities of these types
of apps allow individuals
across the country,
including students,
parents, and teachers, to
report crimes and other
concerning behaviors

in their communities

and schools. Some
reporting mechanisms are
developed specifically for
use by students in K-12
school settings. These
programs allow students,
parents, and teachers

to anonymously report
threats, bullying, and other
Situations that make them
feel unsafe or fear for the
safety of a peer to trained
experts who respond
appropriately.
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Step 4.
Determine the threshold for law enforcement intervention

The vast majority of incidents or concerns that are likely to be reported can be handled by school personnel using school or
community resources. For example, the most common types of reports submitted to Safe2Tell Colorado during the 2016-
2017 school year were related to suicide, bullying, drugs, cutting (self-harm), and depression.?2 Some of these common
reports may not require the involvement of law enforcement. Those that do warrant law enforcement intervention include
threats of violence and planned school attacks, which constituted Safe2Tell’s sixth and seventh most common types of
reports, respectively.

¢ Reports regarding student behaviors involving weapons, ¢ If a school resource officer is not available to serve on

threats of violence, physical violence, or concerns the Team, schools should set a clear threshold for times
about an individual’s safety should immediately be and situations when law enforcement will be asked to
reported to local law enforcement. This is one reason support or take over an assessment. For example, it
why including a school resource officer or local law might be necessary to have law enforcement speak with
enforcement officer on the Team is beneficial. a student’s parent or guardian, search a student’s person

or possessions, or collect additional information about the
student or situation outside the school community during
the assessment.

2Data 2 Report 2016-2017. (n.d.). Safe2Tell Colorado. Retrieved on June 20, 2018, from https:/safe2tell.org/sites/default/files/u18/End%200f%20
Year%202016-2017%20Data2Report.pdf
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Step 5.
Establish assessment procedures

Teams need to establish clearly defined processes and procedures to guide their assessments. Note that any safety
concerns should be immediately addressed before the procedures described below take place. When followed, the
procedures should allow the Team to form an accurate picture of the student’s thinking, behavior, and circumstances to
inform the Team’s assessment and identify appropriate interventions.

¢ Maintain documentation to keep track of when reports ¢ Examine online social media pages, conduct
come in; the information that is gathered; when, where, interviews, review class assignments, and consider
and how it was obtained; who was interviewed; the searching the student’s locker or desk. Team
behaviors and circumstances of the student of concern; members should also review academic, disciplinary,
and the intervention strategies taken. Documentation law enforcement, and other formal records that may be
requirements, such as forms and templates, should be related to the student. When reviewing school records,
included in the plan to ensure standardization across be sure to determine whether the student has been the
cases. subject of previous reports to school officials, especially if
the student has a history of engaging in other concerning
e Use a community systems approach. An effective or threatening behaviors. Also determine if the student
approach for gathering information to assess a received any intervention or supports and whether
student of concern is to identify the sources that those were beneficial or successful. The Team may
may have information on the student’s actions and be able to draw on information from previous incidents
circumstances. This involves identifying the persons and interventions to address the current situation for the
with whom the student has a relationship or frequently student. This factor further emphasizes the importance
interacts and the organizations or platforms that may of the Team’s documentation to ensure the accuracy and
be familiar with the student’s behaviors. Students exist availability of information regarding prior contacts the
in more than one system and they come in contact with student of concern may have had with the Team.

people beyond their classmates and teachers at school.
Gathering information from multiple sources ensures that
Teams are identifying concerning behaviors, accurately
assessing the student’s risks and needs, and providing
the appropriate interventions, supports, and resources.

Family Law Enforcement

\ 1/

Social § # Judicial

Neighbors = o Teachers

-

Online “= (Classmates
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Step 5 continued.
Establish assessment procedures

Key Themes to Guide
Threat Assessment Investigations

e Build rapport that can facilitate information-gathering
efforts. By demonstrating that their goal is to support
individuals who may be struggling, while ensuring that the
student and the school are safe, Teams may be better able
to build a positive relationship with a student of concern
and the student’s parents or guardians. When Teams have
established this rapport, parents or guardians may be more
likely to share their own concerns, and the student may be
more forthcoming about frustrations, needs, goals, or plans.

¢ Evaluate the student’s concerning behaviors and
communications in the context of his/her age and social
and emotional development. Some students’ behaviors
might seem unusual or maladaptive, but may be normal
for adolescent behavior or in the context of a mental or
developmental disorder. To ensure that these students are
being accurately assessed, collect information from diverse

sources, including the reporting party, the student of concern,

classmates, teammates, teachers, and friends. Consider
whether those outside of their immediate circle, such as

neighbors or community groups, may be in a position to share

information regarding observed behaviors.

U.S. Secret Service research identified the following
themes to explore when conducting a threat
assessment investigation:

¢ The student’s motives and goals

e Concerning, unusual, or threatening
communications

¢ |nappropriate interest in weapons, school
shooters, mass attacks, or other types of violence

e Access to weapons

e Stressful events, such as setbacks, challenges, or
losses

¢ Impact of emotional and developmental issues

¢ Evidence of desperation, hopelessness, or
suicidal thoughts and gestures

¢ \Whether the student views violence as an option
to solve problems

¢ \Whether others are concerned about the
student’s statements or behaviors

e Capacity to carry out an attack
e Evidence of planning for an attack

e Consistency between the student’s statements
and actions

¢ Protective factors such as positive or prosocial
influences and events

Enhancing School Safety Using a Threat Assessment Model An Operational Guide for Preventing Targeted School Violence
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Investigative themes

Teams should organize their information gathering around
several themes or areas pertaining to the student’s
actions, circumstances, and any other relevant

threat assessment factors. Addressing each theme is
necessary for a complete assessment and may uncover
other avenues of inquiry to help determine whether the
student is at risk for engaging in violence. Using the
themes to identify where the student might be struggling
will help the Team identify the most appropriate resources.
Keep in mind, there is no need to wait until the Team

has completed all interviews or addressed every theme
before taking action. As soon as an area for intervention
is identified, suitable management strategies should be
enacted.

Motives

Students may have a variety of motives that place them at
risk for engaging in harmful behavior, whether to themselves
or others. If you can discover the student’s motivation for
engaging in the concerning behavior that brought him/her
to the attention of the Team, then you can understand more
about the student’s goals. The Team should also assess how
far the student may be willing to go to achieve these goals,
and what or who may be a potential target. Understanding
motive further allows the Team to develop management
strategies that can direct the student away from violent
choices.

On February 12, 2016, a 15-year-old female student fatally
shot her girlfriend while they were sitting under a covered
patio at their high school and then fatally shot herself. In
several notes found after the incident, the student explained
that she carried out her attack because her girlfriend had
recently confessed that she was contemplating ending their
relationship. She also wrote in her notes that she hated who
she was and that learning her girlfriend wanted to end their
relationship “destabilized” her.
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Step 5 continued.
Establish assessment procedures, Investigative themes

Communications

Look for concerning, unusual, bizarre, threatening, or
violent communications the student made. The student’s
communications may reveal grievances held about
certain issues or a possible intended target. They

may allude to violent intentions or warn others to stay
away from school at a certain time. They may reveal
information relevant to the other investigative themes by
making reference to feelings of hopelessness or suicide,
a fascination with violence, interest in weapons, or other
inappropriate interests. These statements might be made
in person to classmates, teammates, or friends; in writing
on assignments or tests; and/or via social media, text
messages, or photo or video-sharing sites.

Earlier NTAC research that examined attacks on schools
found that not every student directly threatened their
target prior to attack, but in a majority of incidents

(81%), another person was aware of what the student
was thinking or planning.® It is important for Teams to
remember that a student who has not made threatening
statements may still be at risk for engaging in violence.

Whether or not the student made a direct threat should not

be the lone indicator of concern.

OV =

3U.S Secret Service and U.S Department of Education. (May 2002). Threat
assessment in schools: A guide to managing threatening situations and to
creating safe school climates. Retrieved April 5, 2018, from https://www.
secretservice.gov/data/protection/ntac/ssi_guide.pdf.

On October 24, 2014, a 15-year-old male student opened
fire on five of his closest friends as they were having lunch
in the school cafeteria, Killing four of them, and then fatally
shot himself. In the months prior to his attack, the student
sent a number of text messages to his ex-girlfriend
indicating he was considering suicide and posted

videos on Snapchat that mentioned suicide. Two people
confronted the student about his concerning statements,
but he told them he was just joking or having a bad
moment. The student also posted a number of Twitter
messages indicating he was having trouble overcoming a
setback, posting in one Tweet, “It breaks me... It actually
does... | know it seems like I'm sweating it off... But I'm
not.. And I never will be able to...”
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Inappropriate interests

Gather information about whether the student has shown
an inappropriate or heightened interest in concerning
topics such as school attacks or attackers, mass
attacks, or other types of violence. These interests
might appear in the student’s communications, the books
the student reads, the movies the student watches, or
the activities the student enjoys. The context of the
student’s interests is an important factor to consider.

For example, a student’s interest in weapons may not

be concerning if the student is a hunter or is on the
school’s rifle team, with no evidence of an inappropriate
or unhealthy fixation on weapons. In other situations,

the context surrounding a student’s interest in weapons
could be of concern. For example, if a student is fixated
on past school shooters or discusses what firearm would
be best to use in a mass attack.

On October 21, 2013, a 12-year-old male student
took a handgun to his middle school and opened

fire, injuring two classmates and killing a teacher. He
then fatally shot himself. In the months leading up to
his attack, the student conducted numerous internet
searches for violent material and content, including
“Top 10 evil children,” “Super Columbine Massacre Role
Playing Game,” "shoot,” “guns,” “bullets,” “revenge,”
‘murder,” “school shootings,” and “violent game.” He
also searched for music videos of and songs about
school shootings. On his cell phone, the student had
saved photos of violent war scenes and images of the
Columbine High School shooters. He also enjoyed
playing video games, doing so for several hours each
night. Of his 69 video games, 47 were first-person
shooter or similar games.

Weapons access

In addition to determining whether the student has any
inappropriate interests or fascination with weapons, the
Team should assess whether the student has access to
weapons. Because many school attackers used firearms
acquired from their homes, consider whether the family
keeps weapons at home or if there is a relative or friend
who has weapons. Sometimes parents who keep weapons
at home incorrectly assume that their children are unaware
of where they are stored or how to access them. If there
are weapons at home, the Team should determine if they
are stored appropriately and if the student knows how to
use them or has done so in the past. The Team should
also remember that firearms are not the only weapons to
be concerned about. Even though many school attackers
have used firearms in carrying out their attacks, explosives,
incendiary devices, bladed weapons, or combinations of
these weapons have been used in past attacks.

On April 29, 2014, a 17-year-old male student was arrested
after a concerned citizen called police when she observed
the student acting suspiciously around a storage unit

and thought he might be attempting to break into one.
Responding officers discovered bomb-making material
and other weapons inside the unit the student had asked a
friend’s mother to rent for him. The student later confessed
fo an extensive plot that involved murdering his parents
and sister, setting a diversionary fire, planting explosive
devices at his high school, targeting students and the
school resource officer for harm, and engaging in gunfire
with responding police officers before committing suicide.
The student admitted that at some point he became
fascinated with chemicals, explosives, and weapons and
began researching how to build his own explosive devices.
He created his own channel on YouTube to post videos that
showed him detonating his devices and included a written
commentary about each video.
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Step 5 continued.

Establish assessment procedures, Investigative themes

Stressors

All students face stressors such as setbacks, losses,
and other challenges as part of their lives. While many
students are resilient and can overcome these situations,
for some, these stressors may become overwhelming and
ultimately influence their decision to carry out an attack
at school. Gather information on stressors the student is
experiencing, how the student is coping with them, and
whether there are supportive friends or family who can
help the student overcome them. Assess whether the
student experienced stressors in the past that are still
having an effect, such as a move to a new school, and
whether there might be additional setbacks or losses in
the near future, like a relationship that might be ending.

o, —
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Stressors can occur in all areas of a student’s

life, including at school with coursework, friendships,
romantic relationships, or teammates; or outside of school
with parents, siblings, or at jobs. Many students can
experience bullying, a stressor which can take place

in person at school or online at home. Teams should
intervene and prevent bullying and cyberbullying of a
student who has been brought to their attention. More
broadly, administrators should work to address any
concerns regarding bullying school-wide and ensure their
school has a safe climate for all students.

On November 12, 2008, a 15-year-old female student
fatally shot a classmate while students were changing
classes. The attacker fled to a restaurant across the
street from her high school and phoned 9-1-1 to turn
herself in to police. Prior to her attack, she faced a
number of stressors in her life, mostly outside of school.
As an infant, her college-aged parents abandoned her
and she was raised largely by her grandparents. At the
age of six years, she was sexually molested by a family
member; and at age 12, she was raped by an uncle. She
did have some contact with her birth parents, but her
mother was reportedly abusive and suffered from severe
mental illness; and her father began serving a 25-year
prison sentence for murder around the time she was 14
years old. At her high school, she was lonely, appeared
to struggle to connect with others, and had behavior
problems.

&3 \|’>"° [
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Emotional and developmental issues

Anxiety, depression, thoughts of suicide, and other mental
health issues are important factors to consider when
conducting an assessment. Keep in mind that students
with emotional issues or developmental disorders might
behave in a way that is maladaptive, but might not

be concerning or threatening because the behavior

is a product of their diagnosis. Behaviors exhibited

by a student with a diagnosed disorder need to be
evaluated in the context of that diagnosis and the
student’s known baseline of behavior. If the student

is experiencing feelings related to a diagnosable mental
iliness, such as depression, then the Team needs to
consider the effect of these feelings on their behaviors
when assessing the student’s risk of engaging in harm to
self or others.

On January 18, 1993, a 17-year-old male student fatally
shot his English teacher and a school custodian at

his high school and held classmates hostage before
surrendering to police. The student had recently turned
in a poem to his English teacher for an assignment that

discussed his thoughts of committing homicide or suicide.

The student had failed in at least three prior suicide
attempts, including one the night before his attack.
Although the student entered a plea of guilty but mentally
ill at trial, ultimately he was convicted and sentenced to
life in prison.

Desperation or despair

Assess whether the student feels hopeless, desperate,
or out of options. Determine if the student has had
thoughts about or engaged in behaviors that would
indicate the student’s desperation. The Team should
determine whether the student has felt this way before,
how the student managed those feelings then, and
whether those same resources for coping are available
to the student now. Consider whether the student has
tried addressing the problems in a positive way, but was
unable to resolve them, thereby leading to a sense of
hopelessness about their situation.

On February 1, 1997, a 16-year-old male student used

a shotgun to fire on fellow students in the common area

of his high school prior to the start of the school day.

He killed one student and the principal and injured two
additional students. Prior to his attack, the student had
been bullied and teased by several classmates, including
the student Killed. At some point prior to his attack, the
student asked the principal and dean of students for help
with the bullying he was experiencing. They intervened,
and though the situation improved temporarily, the teasing
and bullying soon resumed. The student asked the
principal for help a second time, but this time the principal
advised him to just ignore the bullies. The student tried,
but felt like the victimization worsened and he began to
feel hopeless that it would ever end. After his attack, the
student explained that he felt as though he had asked the
“proper people” for assistance, but he was denied help,
S0 he decided that bringing a gun to school would scare
his tormentors and get them to leave him alone. When
some friends learned of the plan, they told him that he had
to use the weapon to shoot people or the bullying would
continue. The student decided he would have to fire the
weapon at people in order to end his torment.

13
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Step 5 continued.

Establish assessment procedures, Investigative themes

Violence as an option

Some students, who are feeling hopeless and out of
options, may think violence is the only way to solve a
problem or settle a grievance. The Team should look
to see whether the student thinks violence is acceptable
or necessary, if the student has used violence in the
past to address problems, and whether the student has
thought of alternative ways to address the grievances.
The Team should also assess whether peers, or others,
support and encourage the student to use violence as a
means to an end. If possible, connect the student with
more positive, prosocial role models who discourage
violence and identify more acceptable ways to solve
problems.

On March 25, 2011, a 15-year-old male student fired two
shots at a classmate, wounding him in the abdomen.
After firing the weapon, the student fled the scene and
dropped the gun in a field. He was arrested about an
hour after the incident. The student had a history of
being involved in numerous physical altercations with
other students throughout his 6th, 7th, and 8th grade
school years. Additionally, he tried to start a fight with
the targeted victim, and once threatened him with

a chain. About three weeks prior to the attack, the
student threatened to blow up the school. Days prior to
the incident, the student, who was angry at the targeted
victim, told a friend that he planned to Kill him.

Concerned others

In previous incidents, many students made statements or
engaged in behaviors prior to their attacks that elicited
concern from others in their lives. Assess whether parents,
friends, classmates, teachers, or others who know the
student are worried about the student and whether they
have taken any actions in response to their concerns.
Gather information on the specific behaviors that caused
worry or fear. These could include behaviors that may
have elicited concerns about the safety of the student or
others, such as unusual, bizarre or threatening statements;
intimidating or aggressive acts; indications of planning for
an attack; suicidal ideations or gestures; or a fixation on

a specific target. Other behaviors that elicit concern
may not necessarily be indicative of violence, but do
require that the Team assess the behavior and provide
appropriate supports. Examples of these behaviors include
alcohol or drug use; behavior changes related to academic
performance, social habits, mood, or physical appearance;
conflicts with others; and withdrawal or isolation.

On December 7, 2017, a 21-year-old male shot and

killed two students at his former high school before

fatally shooting himself. Prior to his attack, a number of
individuals had expressed concern regarding his behaviors
and statements. Sometime in 2012, other users of an online
forum were concerned after the student made threats about
attacking his school. In March 2016, federal investigators
met with the student after he made comments in an online
chat room about wanting to find an inexpensive assault

rifle he could use for a mass shooting. At the time, a family
member told the investigators that the student was troubled
and liked to make outlandish statements. At some point
prior to his attack, the student posted content supportive of
the attacks at Columbine High School in an online forum,
upsetting many of the forum’s users.
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P

Capacity to carry out an attack

Determine whether the student’s thinking and behavior

is organized enough to plan and execute an attack and
whether the student has the resources to carry it out.
Planning does not need to be elaborate and could be
as simple as taking a weapon from home and inflicting
harm on classmates at school. Other student attackers
may develop more complex and lengthier plans. At the
very least, carrying out an attack requires that the student
has access to a weapon and the ability to get that weapon
to school undetected.

On January 14, 2014, a 12-year-old male student used

a shotgun with a sawed-off stock to fire three rounds of
birdshot at fellow students gathered in their middle school
gymnasium prior to the start of the school day. He injured
two students and a security guard before surrendering

fo a teacher. The student began talking about his attack
plans as early as November 2013, saying that he wanted
to fire a weapon in the air to make people take him
seriously. According to reports, his father owned a pistol
and a shotgun. In January 2014, the student wrote in

his diary that he wanted to use his father’s pistol for his
attack, but was unable to locate it so he used the shotgun
instead. The morning of the attack, the student was
driven to school by a family member so he hid his shotgun
in a duffel bag, claiming it contained items for his gym
class.

o
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Planning

Targeted attacks at school are rarely sudden or
impulsive acts of violence. The Team should assess
whether the student has made specific plans to harm

the school. The student might create lists of individuals
or groups targeted for violence, or research tactics and
materials needed to carry out the attack. The student may
conduct surveillance, draw maps of the planned location,
and test security responses at school. He/she may write
out detailed steps and rehearse some aspects of a plan,
such as getting to the school, the timing of the attack,

or whether to attempt escape, be captured, or commit
suicide. The student may also acquire, manufacture, or
practice with a weapon.

On December 13, 2013, an 18-year-old male student
entered his high school with a shotgun, a large knife,
bandoliers with ammunition, and a number of homemade
Molotov cocktails. He opened fire on two female students,
fatally shooting one. He then entered the school library
and opened fire on a faculty member there, who was able
to escape through a back door. The student then set fire
to a shelf of books in the library with one of his Molotov
cocktails before fatally shooting himself. The student
spent three months planning his attack, starting a diary
on his computer in September 2013 to detail his plans.
There he wrote that he wanted to choose a day during
final exams so that the largest number of students would
be present. Over the next few months, he planned how
and where he would enter the school, including where

he would initiate the attack, and purchased the firearm
and ammunition he would use. On the morning of the
incident, the student purchased a four-pack of glass soda
bottles and used these to create the Molotov cocktails he
deployed during the attack.
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Step 5 continued.
Establish assessment procedures, Investigative themes

Consistency

The Team should corroborate the student’s statements
to determine that they are consistent with the student’s
actions and behaviors and with what other people say
about the student. When inconsistencies are identified,
the Team should then try to determine why that is the
case. For example, the student might say that he/she is
handling a romantic break-up well, but posts on social
media indicate the student is struggling to move on, and
friends report that the student is more upset or angry
about the break-up than reported. Determine whether
the inconsistency is because the student is deliberately
hiding something or if the inconsistency stems from
another underlying issue. For example, a depressed
student may claim that they are isolated, even if they
regularly go out with a large group of students. If the
inconsistency is deliberate, it is important to determine
why the student feels the need to conceal his/her actions.
The concealment may be as simple as a fear of facing
punishment for some other inappropriate behavior, or it
may be related to hidden plans for a violent act.

On June 10, 2014, a 15-year-old male student brought
a rifle, handgun, nine magazines with ammunition, and
a knife into the boy’s locker room at his high school. He
had taken the weapons from his brother’s locked gun
case in his home. Once at school, he changed into all
black clothing, and donned a helmet, face mask, and a
non-ballistic vest. He then fatally shot one student and
wounded a teacher. After being confronted by staff and
law enforcement, the student fatally shot himself in a

bathroom. Prior to his attack, the student was an ordained

deacon at his church and was appointed president of the
deacon’s quorum. He participated in youth night at the
church, Boy Scouts, youth basketball, and track. Friends
described him as friendly and outgoing. He was also a
member of the Junior Reserve Officers’ Training Corps

(JROTC) and was fascinated with guns and the military.
Despite his outward appearance, some time prior to his
attack, he wrote in a journal about his plans to Kill his
classmates and spoke harshly about “sinners,” which
included people who smoked cigarettes and took the

Lord’s name in vain. O O

Protective factors

A thorough threat assessment requires

understanding the full picture of a

student’s behaviors and environment,

which also includes accounting for the positive and
prosocial influences on the student’s life. The Team
should identify factors that may restore hope to a student
who feels defeated, desperate, or in a situation that is
impossible to overcome. This includes determining
whether the student has a positive, trusting relationship
with an adult at school. This could be a teacher, coach,
guidance counselor, administrator, nurse, resource officer,
or janitor. A trusted adult at school in whom the student
can confide and who will listen without judgment can

help direct a student toward resources, supports, and
options to overcome setbacks. Learn who the student’s
friends are at school and if the student feels emotionally
connected to other students. A student may need help
developing friendships that they can rely on for support.

Positive situational or personal factors might help to

deter a student from engaging in negative or harmful
behaviors. Changes in a student’s life, such as having

a new romantic relationship or becoming a member of

a team or club, might discourage any plan to engage in
violence. The Team could also use activities or groups the
student wants to take part in as motivation for the student
to engage in positive and constructive behaviors, such as
attending class, completing assignments, and adhering to
a conduct or behavior code.
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Step 6.
Develop risk management options

Once the Team has completed a thorough assessment
of the student, it can evaluate whether the student is at
risk for self-harm or harming someone else at school.
Concern may be heightened if the student is struggling

emotionally, having trouble overcoming setbacks or losses,

feeling hopeless, preoccupied with others who engaged
in violence to solve problems, or has access to weapons.

e Sometimes management involves suspension or expulsion

from school. When this is necessary, Teams and school
administrators should consider how it might affect their
ability to monitor the student. Removing a student
from school does not eliminate the risk to the school
community. Several school attacks have been carried
out by former students who had been removed from the

school or aged out of their former school. A suspended
or expelled student might become isolated from positive
peer interactions or supportive adult relationships

at school. Teams should develop strategies to stay

Remember, the Team is not attempting to predict with
certainty if violence will happen. Instead, evaluate the
presence of factors that indicate violence might be a
possibility. Teams can then develop risk management
strategies that reduce the student’s risk for engaging in connected to the suspended or expelled student to
violence and make positive outcomes for the student more determine whether the student’s situation is deteriorating
likely. or the behaviors of concern are escalating so that they
can respond appropriately.

e Each student who comes to the Team’s attention will
require an individualized management plan. The
resources and supports the student needs will differ
depending on the information gathered during the
assessment.

Management plans should remain in place until the Team

is no longer concerned about the student or the risk for
violence. This is accomplished by addressing the following
basic elements that can reduce the likelihood a student will
engage in violence and provide support and resources for
e Often, the Team will determine that the student is not those in need.
currently at risk for engaging in violence, but requires
monitoring or is in need of guidance to cope with
losses, develop resiliency to overcome setbacks, or learn

more appropriate strategies to manage emotions.

¢ Notify law enforcement immediately if a student is
thinking about or planning to engage in violence, so
that they may assist in managing the situation.

¢ Make efforts to address the safety of any potential
targets by altering or improving security procedures for
schools or individuals and providing guidance on how to
avoid the student of concern.

¢ Resources to assist the student could take the form
of peer support programs or therapeutic counseling to
enhance social learning or emotional competency, life
skills classes, tutoring in specific academic subjects, or
mental health care. Most programs and supports will be
available within the school, but the Team may need to
also access community resources to assist with
managing the student.
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Step 6 continued.
Develop risk management options

¢ Create a situation that is less prone to violence by
asking the family or law enforcement to block the student’s
access to weapons, while also connecting the student to
positive, prosocial models of behavior. Another option
may involve removing the student from campus for a
period of time, while maintaining a relationship with the
student and the student’s family.

¢ Remove or redirect the student’s motive. Every
student’s motive will be different, and motives can be
redirected in a variety of ways. These strategies may
include bullying prevention efforts or offering counseling
for a student experiencing a personal setback.

¢ Reduce the effect of stressors by providing resources
and supports that help the student manage and overcome
negative events, setbacks, and challenges.

In one recent case, a school principal described a situation
when a student was suspended from his high school for
drug possession. Soon after, a fellow student discovered

a concerning video he posted online and notified school
personnel. A school administrator met with the student and
his father. While the administrator had no immediate safety
concerns about the student, he was aware that the student
was experiencing a number of stressors. The student’s
parents were divorced and he was living with his father, who
was diagnosed with a terminal illness and was receiving
frequent medical treatments. His mother was dealing with
a mental illness, was a source of embarrassment to him,
and was unlikely to be able to serve as his guardian after
his father's passing. He was also recently removed from
the wrestling team, and due to his suspension, banned
from attending the matches. While suspended, the student
was required to attend tutoring sessions in lieu of school,
but was unable to make his sessions because he was
transporting his father to medical appointments. The
administrator reported that he would have alerted their
school resource officer and local sheriff's office if he had
safety concerns about the student, but instead the school
worked with community services to provide access to
resources and supports, including transportation services
for his father to his medical appointments so the student
could attend tutoring sessions, and counseling and support
services that would assist the student after his father’s
passing. The school also worked with the student and his
father to develop a plan for the student to return to campus
and remain on track to graduate.
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Step 7.
Create and promote safe school climates

A crucial component of preventing targeted violence at ¢ Break down “codes of silence” and help students

schools relies on developing positive school climates built
on a culture of safety, respect, trust, and social and
emotional support. Teachers and staff in safe school
environments support diversity, encourage communication
between faculty and students, intervene in conflicts, and
work to prevent teasing and bullying. Students in safe
school climates feel empowered to share concerns with
adults, without feeling ashamed or facing the stigma of
being labeled a “snitch.” Administrators can take action to
develop and sustain safe school climates.

¢ Help students feel connected to the schooal, their
classmates, and teachers. This is an important first
step to creating school climates that are supportive,
respectful, and safe. Encourage teachers and staff to
build positive, trusting relationships with students by

actively listening to students and taking an interest in what

they say.

feel empowered to come forward and share concerns
and problems with a trusted adult. At one school,
administrators used a faculty meeting to identify students
who lacked a solid connection with an adult at school.
They provided faculty with a roster of enrolled students
and asked them to place a mark next to students with
whom they had a warm relationship. For students without
a mark next to their name, popular, well-liked teachers
and staff were asked to reach out and develop positive
connections with them.

Help students feel more connected to their classmates
and the school. One teacher asked her elementary
students to write down names of classmates they wanted
to sit next to. If a student’s name did not appear on
anyone’s list, the teacher placed that student’s desk next
to a friendly or outgoing classmate in an effort to help the
student develop friendships. This effort could be easily
adapted with middle or high school-aged students by
asking students to identify one or two classmates they
would like to be partnered with for a project and assigning
any student not named on a list to be partnered with a
friendly or outgoing classmate.

Adults can also help students identify clubs or teams at
school they can join or encourage them to start their own
special interest group.
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Step 7 continued.
Create and promote safe school climates

Schools can also support positive school climates by
implementing school-wide Positive Behavioral Interventions
and Supports (PBIS) programs. These programs actively
teach students what appropriate behavior looks like in a
variety of settings, including in the classroom, with their
friends, or among adults. Teachers frequently praise
prosocial behavior they observe and encourage students’
good behavior. PBIS can improve academic outcomes for
schools and has been shown to reduce the rates of school
bullying.

While teachers and staff can foster relationships and
connectedness among the student body, students
themselves have a role to play in sustaining safe school
climates. They should be actively engaged in their schools,
encouraged to reach out to classmates who might be lonely
or isolated, and empowered to intervene safely when they
witness gossiping, teasing, and bullying.

Following an averted attack at a high school, the school
principal sent a note home to students and parents about
the incident. He used the note to explain what had been
reported, the steps the school had taken to avert the attack,
and praise for the students who had alerted school officials
about concerning and threatening statements they saw
online. In the note, he also asked parents to encourage their
students to speak up if they ever felt concerned about a

classmate's behavior, explaining that students’ “cooperation
[with school officials] is important for everybody's safety.”

720
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O 4Lee, AM.I. (n.d.). PBIS: How schools can support positive behavior.

O Understood.org. Retrieved on April 5, 2018, from https://www.understood.
org/en/learning-attention-issues/treatments-approaches/educational-
strategies/pbis-how-schools-support-positive-behavior.
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Step 8.
Conduct training for all stakeholders

“ School safety
IS everyone’s

responsibility.”

The final component of a comprehensive targeted

violence prevention plan is to identify training needs for all
stakeholders, including faculty, staff, and administrators;
students; parents; and school resource officers or local law
enforcement. School safety is everyone’s responsibility.
Anyone who could come forward with concerning
information or who might be involved in the assessment
process should be provided with training. Effective training
addresses the goals and steps of an assessment, the type
of information that should be brought forward, and how
individuals can report their concerns. It might be beneficial
for staff and students to hear presentations, see videos, and
role-play scenarios so they have a thorough understanding
of their responsibilities and the steps they can take to keep
their school safe. Each audience will require a slightly
different message, but some stakeholders may also

benefit from attending training together, such as parents
and students, or school faculty/staff and law enforcement
personnel. When developing a training program, consider
how frequently each stakeholder will receive training, and
whether to vary the delivery method of trainings. Also, each
audience may have unique needs.

Who needs training?

Teachers, staff,
administrators

I:] Law enforcement

All of the above

Faculty, staff, and administrators. Every adult at school
needs training related to threat assessment and violence
prevention, including administrative, maintenance,
custodial, and food service staff. Training can include
who should be notified when concerning or threatening
information is discovered, what information should be
brought forward, how school staff might learn about
information, and the steps school staff can take to safely
intervene with concerning or threatening situations.
Providing training on other topics, such as suicide
awareness and prevention, conflict resolution, mental health,
and developmental disabilities, might also allow school
faculty, staff, and administrators to foster positive school
climates.

Students. Students need training on the threat assessment
process, where to report concerns, and what information
they should bring forward. Students also need assurances
that they can make a report to the Team or another trusted
adult anonymously, that their information will be followed-
up on, and will be kept confidential. Training can also
educate students about other actionable steps they can
take to cultivate a safe school climate, including ways they
can safely intervene with bullying, gossip, or name-calling.

Messaging should demonstrate to students that there is a
big difference between “snitching,” “ratting,” or “tattling,”
and seeking help. While snitching is informing on someone
for personal gain, here, students are encouraged to come
forward when they are worried about a friend who is
struggling, or when they are trying to keep someone from
getting hurt. Remind students that if they are concerned
about a classmate or friend, they need to keep speaking out
until that person gets the help they need. Finally, maintaining
a safe school climate includes providing students with
training or lessons to acquire skills and abilities to manage
emotions, resolve conflicts, cope with stress, seek help, and
engage in positive social interactions.
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Step 8 continued.
Conduct training for all stakeholders

Parents. Parents should also be trained on the threat
assessment process at their child’s school and their role in
that process. They should be clear on who to call, when,
and what information they should be ready to provide.
Parents can also benefit from training that helps them
recognize when children and teenagers may be in emotional
trouble or feeling socially isolated. Training can also reduce
the stigma around mental, emotional, or developmental
issues and provide information on available resources and
when they should seek professional assistance.

Law enforcement and school resource officers. Not
every school will have a school resource officer, but schools
can still develop relationships with local law enforcement
agencies and personnel. Schools can encourage local
officers to co-teach classes at the school, serve as coaches
or assistant coaches of sports teams, and work with parents
and teachers at after-school events. In some communities
without school resource officers, local law enforcement

agencies have encouraged officers to “adopt a school,”
stopping by the school to greet and become familiar with
students and teachers, eating lunch on campus, or doing
paperwork in an office at the school.

Like parents and teachers, local law enforcement and
school resource officers need to be aware of the school’s
threat assessment process and their own responsibilities
once a threat is identified. Training for law enforcement and
school resource officers should also provide familiarity with
emergency response procedures the school has in place
and the layout of the campus. Officers and school staff
might benefit from attending training together so that all
parties are aware of the point at which local law enforcement
should be involved in an investigation. This would also allow
officers to get to know administrators, teachers, counselors,
facilities and maintenance personnel, and other school staff.
It is much easier to work through an emergency situation
when schools and law enforcement are already familiar with
each other and their procedures.
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CONCLUSION

“ Everyone
has a

role...”

Despite having a comprehensive targeted violence
prevention plan in place, and despite a school and Team’s
best efforts at prevention, incidents of targeted school
violence may still occur. It is critical to develop and
implement emergency response plans and procedures
and provide training on them to all stakeholders. The

U.S. Department of Homeland Security recommends

that emergency response plans be developed with input
from local law enforcement and first responders.® For
example, procedures should be developed for reporting
emergencies, evacuation procedures and routes, use of
emergency notification systems, and information regarding
local hospitals or trauma centers. Law enforcement and
first responders should be apprised of these plans and
procedures and know how to implement them.

5.S. Department Homeland Security. (October 2008). Active Shooter: How
to Respond. Homeland Security Active Shooter Preparedness. Retrieved
on May 29, 2018, from https://www.dhs.gov/xlibrary/assets/active
shooter_booklet.pdf. Interagency Security Committee. (November 2015).
Planning and Response to an Active Shooter: An Interagency Security
Committee Policy and Best Practices Guide. Homeland Security Active
Shooter Preparedness. Retrieved on May 29, 2018, from https://www.
dhs.gov/sites/default/files/publications/isc-planning-response-active-
shooter-guide-non-fouo-nov-2015-508.pdf.

Everyone has a role in preventing school violence
and creating safe school climates. The threat
assessment procedures detailed in this guide are
an important component of school safety and
security efforts and have been determined to be
the best-practice in the prevention of targeted school
violence. The model highlights that students can
engage in a continuum of concerning behaviors and
communications, the vast majority of which may not
be threatening or violent. Nevertheless, it encourages
schools to set a low threshold when identifying
students who might be engaging in unusual behavior,
or experiencing distress, so that early interventions
can be applied to reduce the risk of violence or other
negative outcomes.

Threat Assessment

Active Incident Response
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ADDITIONAL RESOURCES FOR SCHOOLS

This section provides information and links to resources that can help schools create threat assessment teams, establish
central reporting mechanisms, train stakeholders on assessment procedures, and promote safe school climates. It also
provides links to resources related to emergency planning, responses to violence, and mental health. The U.S. Secret
Service provides the listed non-government resources as a public service only. The U.S. government neither endorses
nor guarantees in any way the external organizations, services, advice, or products included in this list. Furthermore, the
U.S. government neither controls nor guarantees the accuracy, relevance, timeliness or completeness of the information
contained in non-government websites.®

Threat assessment

THE NATIONAL THREAT ASSESSMENT CENTER (NTAC). Provides links to best-practices in threat assessment and the
prevention of targeted violence, including resources on conducting threat assessments in K-12 schools, building positive
school climates, and requesting training from NTAC personnel.

https://www.secretservice.gov/protection/ntac/

NATIONAL ASSOCIATION OF SCHOOL PSYCHOLOGISTS (NASP). Provides information and links to research on
conducting threat assessments in K-12 schools.
https://www.nasponline.org/resources-and-publications/resources/school-safety-and-crisis/threat-assessment-at-
school/threat-assessment-for-school-administrators-and-crisis-teams

THE NATIONAL BEHAVIORAL INTERVENTION TEAM ASSOCIATION (NABITA). Provides education, resources, and
supports to campus behavioral intervention team personnel and those who work to provide caring interventions of at-risk
individuals.

https://nabita.org/

THE VIRGINIA STUDENT THREAT ASSESSMENT MODEL. Provides guidelines and resources for schools to conduct
threat assessments of students, including links to research on threat assessment.
https://curry.virginia.edu/faculty-research/centers-labs-projects/research-labs/youth-violence-project/virginia-student-
threat

8 The provided links were active at the time of the publication of this guide. Organizations may have updated or changed their links since
this guide was published.
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School safety and violence prevention

NATIONAL EDUCATION ASSOCIATION (NEA). Provides resources, reports, and information about school safety and
violence prevention.
http://www.nea.org/home/16364.htm

INTERNATIONAL ASSOCIATION OF CHIEFS OF POLICE, YOUTH FOCUSED POLICING (YFP). Provides information,
resources, and training to enable law enforcement to work and intervene with children, teens, and young adults. Resources
focus on reducing crimes and victimization among youth populations.

http://www.iacpyouth.org/

NATIONAL ASSOCIATION OF SCHOOL RESOURCE OFFICERS (NASRO). Provides training, information, and resources
to school-based law enforcement officers.
https://nasro.org/

NATIONAL LAW ENFORCEMENT AND CORRECTIONS TECHNOLOGY CENTER, SCHOOL SAFETY RESOURCES.
Provides links to resources and information, including training material, computer software, and videos for law enforcement
officers who work in K-12 schools.

https://www.justnet.org/school safety.html

CENTER FOR THE STUDY AND PREVENTION OF VIOLENCE (CSPV). Conducts research and provides support to
professionals implementing evidence-based programs that promote positive youth development, reduce problem behaviors,
and prevent violence and other antisocial behaviors.

https://www.colorado.edu/cspv/

THE TEXAS SCHOOL SAFETY CENTER (TXSSC). Provides information and resources related to bullying, school
violence, drugs and tobacco, technology safety, and emergency management.
https://txssc.txstate.edu/

SCHOOL SAFETY ADVOCACY COUNCIL (SSAC). Provides school safety training and services to school districts, law
enforcement organizations, and communities. Provides links to grant opportunities, training courses, and conferences.
http://www.schoolsafety911.org/index.html
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Emergency management and response to school violence

READINESS AND EMERGENCY MANAGEMENT FOR SCHOOLS (REMS) TECHNICAL ASSISTANCE CENTER. National
clearing-house for school safety information. Provides resources, training, and information related to violence prevention,
response, and recovery from incidents of school violence.

https://rems.ed.gov/

GUIDE FOR PREVENTING AND RESPONDING TO SCHOOL VIOLENCE. Provides strategies to consider when creating
safe learning environments and considers the full range of possible violence that can occur in schools.
http://www.theiacp.org/portals/0/pdfs/schoolviolence2.pdf

Creating safe and positive school climates

RESOURCE GUIDE FOR IMPROVING SCHOOL CLIMATE AND DISCIPLINE. Resource guide developed by the U.S.
Department of Education for schools to create nurturing, positive, and safe environments to help boost student achievement
and success.

https://www?2.ed.gov/policy/gen/guid/school-discipline/guiding-principles.pdf

SCHOOLS SECURITY TASK FORCE, WHAT MAKES SCHOOLS SAFE? Publication by the New Jersey School Boards
Association to provide guidance and direction on school safety issues. The final report provides recommendations and
resources to ensure the physical and emotional well-being of students.
https://www.njsba.org/news-information/research/school-security-task-force/

POSITIVE BEHAVIORAL INTERVENTIONS AND SUPPORTS (PBIS). Clearinghouse and technical assistance center that
supports schools, school districts, and state agencies to create and implement a multi-tiered approach to social, emotional,
and behavioral support. Provides links to resources, information, and training on PBIS tools and strategies.
https://www.pbis.org/
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ADDITIONAL RESOURCES FOR SCHOOLS

Prevention and intervention of bullying

STOPBULLYING.GOV. Provides information from government agencies on bullying, cyberbullying, risk factors, responses to
bullying, and prevention efforts.
https://www.stopbullying.gov/

NATIONAL PTA. Provides resources regarding bullying prevention and creating positive school climates.
https://www.pta.org/home/programs/Connect-for-RespectBullying

YOUTH VIOLENCE PROJECT, BULLYING RESOURCES. Provides an aggregate of online and in-print resources for
parents, teachers, and students to intervene, prevent, and respond to bullying.
https://curry.virginia.edu/faculty-research/centers-labs-projects/research-labs/youth-violence-project/bullying/bullying-0

Mental health

NATIONAL ALLIANCE ON MENTAL ILLNESS (NAMI). NAMI is dedicated to assisting those affected by mental illness and
their families. They provide information specific to conditions and symptoms experienced by teens and young adults, as
well as resources for education and advocacy for all those who suffer from mental health symptoms.

https://www.nami.org/

https://www.nami.org/Find-Support/Teens-and-Young-Adults

NATIONAL INSTITUTE OF MENTAL HEALTH (NIMH). Provides links to resources for assistance with mental health and
mental illness, information related to mental health symptoms and disorders, and outreach to various stakeholders.
https://www.nimh.nih.gov/index.shtml

https://www.nimh.nih.gov/health/find-help/index.shtml

MENTAL HEALTH FIRST AID. Provides resources for free and low-cost training on mental health, symptoms of mental
illness, and intervening with those with mental health symptoms.
https://www.mentalhealthfirstaid.org/
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-‘— Rockingham County Schools Flow Chart
ELLIS THREAT ASSESSMENT AND INTERVENTION PLAN PROCESS

Threat reported to school/staff member. Staff
member notifies principal immediately and
principal notifies threat assessment team.

Step 1. Assemble the trained Threat Assessment
Multi-Disciplinary Team

v

Step 2. Gather A Variety of Information and Complete Inquiry Steps
e Obtain specific information about the threat by interviewing student made threat, recipient of threat, and
other witness (staff, etc).

e Ensure that the exact information about the threat is documented on the threat assessment form.
|

C v R

Step 3. Use Multiple Sources of Data

e |nterview Student of Concern

e Interview with Others who know the Student of Concern (or any other relevant individuals). (i.e. teacher,
other students)

e |nterview with Parent/Guardian
\ e Interview with Potential Target

1 J
¥

Step 4. Organize and Evaluate Information through use of the Secret Service Questions
e Determine means, capacity, and motive. Determine Behavior, Threatening, and Protective Risk Factors using
the data from Step 2 and 3 and organize and analyze information using the Secret Service Questions.
e Discuss data with team prior to making determinlation.

~

Step 5. Determine Threat Level, Safety Steps, and Notifications. \
e Asateam determine threat level based on data, team determination, and match with appropriate threat level
of concern (Low, Moderate, High, or Imminent).

e Determine level of agreement for threat level.

e Complete summary and justification for threat level as determined by the team.
e Threat Level of Concern is a TEAM DECISION!

e Enter Discipline Measures on the threat assessment form also.

\ e Determine immediate safety plan considerations and complete duty to warn notifications. J
1

p $
Step 6. Develop an Action Plan and Intervention Support Plan.
e Complete intervention plan.
e Include prevention & transition supports, intervention steps, crisis contact list, and review date plan.
e Include implementation specifications (who, durlation, etc) and also progress monitoring.

*

Step 7: Continue to Monitor Student and the Effectiveness of the Action and Intervention Support Plan.
e Complete review of plan and interventions.
e Submit Threat Assessment and Attachments to Central Office Confidential File within one week of threat
assessment.

e Complete Threat Assessment Log same day (or within 24 hours) of threat assessment.

(Ellis, S.L. (2018). A study to improve threat assessment processes and guidelines in response to risk of violence in schools.
Doctoral Dissertation Submitted to the Stout School of Education. High Point University, High Point, North Carolina.) This
flow chart was developed in July 2018 by Stephanie Lowe Ellis, Ed.D., NCSP District Crisis Coordinator. Copy with
permission from author S. Ellis. Citation must be used when using this flow chart or parts of this form.
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This information is provided as part of the Rockingham County Schools District’s multi-disciplinary team approach
and commitment to create safe, respectful, and inclusive learning environments where all members work together to
promote academic success, civil behaviors, and social competence. All staft, students and parents help create safe
schools. \

- eame
ROCKINGHAM
COUNTY SCHOOLS &

A

ELLIS THREAT ASSESSMENT AND INTERVENTION PLAN (ETAIP)

The objective of this screening is to determine if a student poses a threat to the safety of others or to the
school. The school threat assessment team should initiate a Threat Assessment and Intervention Plan
when a student makes a threat, uses threatening behavior, or if there is concern that the student’s
behavior indicates an escalation in the potential for violence.

Step 1: Assemble Threat Assessment Team and collect details and description of initial report of threat.

Student Demographic Information

Date of incident/report of threat:
Day of Week of report: [ Monday [ Tuesday [ Wednesday [J Thursday [ Friday [ Saturday [J Sunday

Student Name:

School:
DOB: Age: Grade:
Gender: [ Female [ Male [ Do Not Wish to Report/Other Race: [ American Indian (] Asian () Black [] White [ Hispanic [ Multi-Racial

Description of Reported Threat

Threat Reported by (list nhame and position):

Time (list exact time and am/pm):

Report Taken by (list name and position):

Type of Threat:
[ Student directly or indirectly threatens to harm person, group, and/or entire school
[ Artistic, written, or symbolic expression with disturbing and/or violent content is presented
(] Belief that someone possesses a weapon on campus
[J The student is demonstrating any imminent warning signs or a cluster of early warning signs
[J Student makes threat to harm or kill self (along with indicators of harm to others)
[ Student has escalating pattern of behavior that has been resistive to intervention at school
[] Other reason for assessment:

Describe the incident or behavior of concern. Who/what was your source(s) of information? What happened, who was
present, where and when did the incident occur, who was the target of the threat? Were threats communicated, quote
where possible, use quotation marks to indicate direct quotes. Attach original communication if available.




“ ETAIP Initials of Student and Date:

Step 1 (continued). Assemble the school threat assessment team and determine facts. If there is
imminent danger, contact the SRO or local police immediately. Complete the first page of the threat
assessment and assign roles and data collection assignments.

Check those school team members involved in this screening (no less than three members- one must be
administrator, mental health professional, additional third party must be trained in ETAIP):

Team Member Onsite Phone
**MINIMUM OF THREE On-Site Team Members trained in ETAIP (check yes or no) Conference
must be present. ** (check yes or no)

01 Administrator (required)
[1 School Psychologist (required)
1 School Counselor (required)
[ Classroom Teacher (required)
{1 Special Education (required if child is EC)
[J School Resource Officer (SRO)
(Required for notification for Elementary, Required Involvement for Middle/HS)
U] Nurse
() Social Worker
[ Mental Health Agency

[J Other relevant adult (s) who have information regarding the threat or student

Step 2: Gather a Variety of Information from a variety of sources using inquiry steps. Consider all of the
following & check sources of information gathered. For any item checked, put date and who collected the
information and attach notes.

Records Check Results: Date/Who Collected? Notes about
(check all of these) (NS= Not Significant; NA=Not Applicable; Significant Findings:
Attach= Attached copies)
Current Academic Records [JNS [INA [J Attach
Previous Academic Records [JNS [INA [J Attach
Current Discipline Records ONS [ONA [ Attach
Previous Discipline Records ONS [ONA [ Attach
Class Schedule ONS [ONA [ Attach

Special Education/504 Records | NS O NA

Contact with Social Services, ONS ONA [JAttach
Probation, or other Agencies
Internet histories, written and ONS ONA [JAttach
artistic material, etc.
Social Media ONS ONA [JAttach

Bullying Report or Grievances [INS [ NA [ Attach

Filed
Law Enforcement Records [INS [JNA [] Attach
SRO Contacts OONS ONA [J Attach

(Ellis, S.L. (2018). A study to improve threat assessment processes and guidelines in response to risk of violence in schools. Doctoral
Dissertation Submitted to the Stout School of Education. High Point University, High Point, North Carolina.) This form was developed in
July 2018 by Stephanie Lowe Ellis, Ed.D., NCSP, District Crisis Coordinator. It was inspired and adapted from the Cherry Creek School
District, CO and also Stephanie Lowe Ellis and Diane Zihal’s Form in 2010 and October 2013. Copy with permission from author S. Ellis.
Citation must be used when using this form or parts of this form.
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“ ETAIP Initials of Student and Date:

Records Check Results: Date/Who Collected? Notes about
(check all of these) (NS= Not Significant; NA=Not Applicable; Significant Findings:
Attach= Attached copies)
Search of Locker, Desk, Car, [ONS [NA [J Attach

Bookbag (if applicable) on
school property; according to

district policy; (Initiate search with
law enforcement if appropriate)

Protective/No contact orders ONS ONA [ Attach

Other (describe): ONS [ONA [ Attach

Step 3: Use Multiple Sources of Data through interviews and data collection.

Type of Interview Date of Interview Who Conducted Interview Attached
Interview?

Student of Concern [1Yes [INo [INA
Parent/Guardian Interview OYes ONo [ONA
Teacher Interview or School [1Yes [INo [INA
Staff
Interview with target [lYes [JNo [INA
individual(s) of threat
Interview with parent(s) of [1Yes [INo [INA
targets
Interview of Other Students [1Yes [INo [INA
Other Interview(s): (Specify) [0Yes [No [INA

Step 4: Evaluate Information. Organize and analyze information with secret service questions. Summarize
information below as a team from the multiple sources of data collected. Identify behavior, threatening,
and protective factors. *7his is part of the assessment is a team discussion from the details reviewed from interviews
and data collection.

Behavior Risk Factors to Consider
(Addresses SS Questions #3, 4, 6, 8, 9, and 10)

*This part of the assessment is a team discussion from the details reviewed from interviews and data collection.
Inappropriate Interests (#3):
Has the student shown inappropriate interest in any of the following?
[0 weapons (including recent acquisition or any relevant weapon) [ school attacks (attackers) [ incidents of mass violence,
terrorism, or murder (via internet, writings, drawings, conversations, etc.) [] not applicable

Details:

(Ellis, S.L. (2018). A study to improve threat assessment processes and guidelines in response to risk of violence in schools. Doctoral
Dissertation Submitted to the Stout School of Education. High Point University, High Point, North Carolina.) This form was developed in
July 2018 by Stephanie Lowe Ellis, Ed.D., NCSP, District Crisis Coordinator. It was inspired and adapted from the Cherry Creek School
District, CO and also Stephanie Lowe Ellis and Diane Zihal’s Form in 2010 and October 2013. Copy with permission from author S. Ellis.
Citation must be used when using this form or parts of this form.
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SO ETAIP Initials of Student and Date:

Attack Related Behaviors (#4):
a. Has the student engaged in attack-related behaviors?
[ Developing an attack idea or plan ~ [J Making efforts to acquire or practice with weapons (invlude violent games)
[0 Casing or checking out possible sites and areas for attack [J Rehearsing attacks or ambushes [ not applicable

Details:

b. Practicing behavior (ex. Target practice, violent video games):
[J no known practicing behavior [] some practicing/no apparent escalation [ a definite escalation of practicing behavior

Details:

c. Student has engaged in bullying/harassment of other students:
[J student has not engaged in bullying/harassment [] mild [ moderate  [] severe

Details:

d. Student has been a victim of bullying/harassment:
[J student has not been a victim of bullying/harassment [J mild [J moderate [ severe

Details:

Feelings of Hopelessness and Despair (#6):
Is the student experiencing hopelessness, desperation and/or despair?
a. Student has experienced:
[Jarecentloss [ emotional trauma  [] symptoms of depression, hopelessness or despair
Udifficulty coping with a significant event [ not applicable

Details:

b. When distressed:
[J does not seek help  [J sometimes seeks help [ often seeks help

If yes, name(s) of resources:

c. Student has expressed suicidal ideation/attempt (date/nature of incident(s):
[0No [ Yes- past suicidal ideations [J Yes- active suicidal ideation has been expressed (must complete SA and attach!)

Details:

d. Isthe student accident prone or engaged in behavior that suggests that he or she has considered ending their life?

Provide suicidal ideation past and/or present details (if not applicable- please note that student is not suicidal):

(Ellis, S.L. (2018). A study to improve threat assessment processes and guidelines in response to risk of violence in schools. Doctoral
Dissertation Submitted to the Stout School of Education. High Point University, High Point, North Carolina.) This form was developed in
July 2018 by Stephanie Lowe Ellis, Ed.D., NCSP, District Crisis Coordinator. It was inspired and adapted from the Cherry Creek School
District, CO and also Stephanie Lowe Ellis and Diane Zihal’s Form in 2010 and October 2013. Copy with permission from author S. Ellis.
Citation must be used when using this form or parts of this form.
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e ETAIP Initials of Student and Date:

Does the student see violence as a solution (#8)?
a. Student sees violence as an acceptable or desirable way to solve problem (#8): O yes [ no

Details:

b. Does the setting around the student (friends, fellow students, parents, teachers, adults) explicity or implicity support or
endorse violence as a way of resolving problems or disputes (#8)?

Details:

c. Has the student been “dared” by others to engage in an act of violence (#8)? [Jyes [lno

Details:

Consistency in Story and Actions (#9)
Does information from collateral interviews and from the student’s own behavior confirm or dispute what the student says is going
on? [Jyes [Ino

Details:

Concerns from Others (#10)

a. Are those who know the student concerned that he or she might take action based on violent ideas or plans? [ yes []no
Details:

b. Are those who know the student concerned about a specific target? [Jyes [Ino
Details:

c. Have those who know the student witnessed recent changes or escalations in mood and behavior? [0yes [1no
Details:

Any Other Behavioral Risk Factors of Concern: (please describe)

(Ellis, S.L. (2018). A study to improve threat assessment processes and guidelines in response to risk of violence in schools. Doctoral
Dissertation Submitted to the Stout School of Education. High Point University, High Point, North Carolina.) This form was developed in
July 2018 by Stephanie Lowe Ellis, Ed.D., NCSP, District Crisis Coordinator. It was inspired and adapted from the Cherry Creek School
District, CO and also Stephanie Lowe Ellis and Diane Zihal’s Form in 2010 and October 2013. Copy with permission from author S. Ellis.
Citation must be used when using this form or parts of this form.
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Threatening Risk Factors to Consider
(Addresses SS Questions #1, 2, 5, 11)

*This part of the assessment Is a team discussion from the details reviewed from interviews and data collection.
Communications (#2):
a. Type of Threat:
[J No Threat [J Threat was vague [JThreat was indirect but possible [Threat was direct, specific/plausible
Details:

b. Target:
[] target not identified [ target is identified but not accessible [ target is identified and accessible
Details:

c. Threat was:
[J impulsive  [] somewhat planned [ extensively planned
Details:

d. Student has communicated ideas or intent to attack: (What, if anything, has the student communicated to someone else
(targets, friends, other students, teachers, family, others) or written in a diary, journal, or website concerning his or her ideas
and/or intentions? Provide specific details here regarding type of threat, target, and planning of threat.

Details:

Motive(s) and Goals (#1):
a. What motivated the student to make the statements or take the actions that caused him or her to come to attention? What are
the student’s motive(s) and goals?
[J no known reason for student to act on plan at this time  [J possible reasons due to recent circumstances
[J definite triggers or events that would make student likely to act now

List of Triggering Event(s):

b. Does the situation or circumstance that led to these statements or actions still exist? [0yes [1no
Details:

c. Does the student have a major grievance or grudge? Against whom? [ yes [Ino
Details:

d. What efforts have been made to resolve the problem and what has been the result? Does the potential attacker feel that any
part of the problem is resolved or see any alternative? [lyes [Ino

Details:

(Ellis, S.L. (2018). A study to improve threat assessment processes and guidelines in response to risk of violence in schools. Doctoral
Dissertation Submitted to the Stout School of Education. High Point University, High Point, North Carolina.) This form was developed in
July 2018 by Stephanie Lowe Ellis, Ed.D., NCSP, District Crisis Coordinator. It was inspired and adapted from the Cherry Creek School
District, CO and also Stephanie Lowe Ellis and Diane Zihal’s Form in 2010 and October 2013. Copy with permission from author S. Ellis.
Citation must be used when using this form or parts of this form.
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Capacity (#5):

a. How organized is the student’s thinking and behavior? The Plan itself is:
Unoplan [ planis vague  [] has some details [ has great amount of details

Provide explanation:

b. Does the student have the means, e.g., access to weaopon, to carry out an attack?

[] no access to weapons [ possible access to weapons [ definite access to weapons
[] no capacity [l some capacity [ considerable capacity to carry out plan
[] no violent history [] one or two episodes of violence [l extensive violent history

Provide explanation:

Any Other Threatening Risk Factors of Concern: (please describe)

Protective Factors to Consider
(Addresses SS Questions #7)

*This part of the assessment Is a team discussion from the details reviewed from interviews and data collection

Trusting Relationships (#7):
a. Does this student have at least one relationship with an adult where the student feels that he or she can confide in the adult
and believes that the adult will listen without judging or jumping to conclusions? [ yes [l no

If yes, name(s) of adults:
If no, explain further:

b. Is the student emotionally connected to other students? [Tyes  [1no

If yes, name(s) of adults:
If student is disconnected from other students, explain further:

(Ellis, S.L. (2018). A study to improve threat assessment processes and guidelines in response to risk of violence in schools. Doctoral
Dissertation Submitted to the Stout School of Education. High Point University, High Point, North Carolina.) This form was developed in
July 2018 by Stephanie Lowe Ellis, Ed.D., NCSP, District Crisis Coordinator. It was inspired and adapted from the Cherry Creek School
District, CO and also Stephanie Lowe Ellis and Diane Zihal’s Form in 2010 and October 2013. Copy with permission from author S. Ellis.
Citation must be used when using this form or parts of this form.
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5 ETAIP Initials of Student and Date:

c. Has the student previously come to someone’s attention or raised concern in a way that suggested he or she needs
intervention or supportive services? [l yes I no

If yes, explain:

Currently, the student’s home environment allows for the student to be:
[ is not monitored closely [} sometimes monitored  [] constantly monitor the student’s actions

If yes, name(s) of peers/adults who monitor:

Supportive Agencies:
[] are not involved [ may soon be involved [ are currently involved

If yes, name(s) of agencies:
If yes, does RCS have an active consent: [ yes Jno (obtain release of information)
If yes, name the date of the consent and attach to this assessment and notes from consultation:

Student has shown ability to self-monitor or restrain:
L] yes Jno

Details:

Previous measures have been effective in inhibiting the student from acting violently:
[Jnever [] sometimes [] often

List of effective interventions:

Any Other Protective Factors of Concern: (please describe)

(Ellis, S.L. (2018). A study to improve threat assessment processes and guidelines in response to risk of violence in schools. Doctoral
Dissertation Submitted to the Stout School of Education. High Point University, High Point, North Carolina.) This form was developed in
July 2018 by Stephanie Lowe Ellis, Ed.D., NCSP, District Crisis Coordinator. It was inspired and adapted from the Cherry Creek School
District, CO and also Stephanie Lowe Ellis and Diane Zihal’s Form in 2010 and October 2013. Copy with permission from author S. Ellis.
Citation must be used when using this form or parts of this form.
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 ETAIP Initials of Student and Date:

Step 5: Determine Threat Level, Safety Steps, and Notifications. Based on the factors listed in Step # 3 & 4 and

after consideration of the Secret Service questions, determine the level of concern. If the team is unable to determine
level of concern/risk, call for consultation (contact Stephanie Lowe Ellis through the School Safety Office at 336-627-

2705).
Threat Level of Concern Descriptions:
Level Description Safety Plan
Low No current or identified risk or threat Building Principal shall be notified.

Concern is confusing, unrealistic, makes .

not illusion to violence Contact parents/guardian of student of concern

No identifiable grievance or precipitants Protect and notify intended victim(s) and parents/guardians of

More “venting” but no intent to actually victim (s).

cause harm Place interventions in place as needed for victim as well.
Determine if a referral is needed and a check-in point at
school.
Determine if school and/or community-based referrals are
needed.
Determine if a release of information is needed.
See that perceived threat is resolved through explanation,
apology, or making amends.
Follow discipline measures.
Notify SRO.
Develop behavior and/or contract as needed.

Moderate

Acknowledges violent thoughts but no
intent to follow through

No specific details on plan

Person of concern does not view
situation as helpless or hopeless

No intention to act upon (data confirms
this)

Willing to look at other alternatives

Building administrator shall be notified.

Provide direct supervision of student until parents/guardians
assume custody.

Explain consequences of carrying out threat.
Contact parents/guardian of student of concern

Protect and notify intended victim(s) and parents/guardians of
victim (s).

Create intervention plan and document referrals to mental
health resources. Include active case management at school.

Notify SRO.

Refer for mental health assessment and mental health
counseling if needed.

Place interventions in place as needed for victim as well.

Check In system with student should be established and
intervention planning.

Have parent sign a Release of Information form.
Determine if detailed safety plan is needed.

Assign team member to monitor student and intervention plan.

(Ellis, S.L. (2018). A study to improve threat assessment processes and guidelines in response to risk of violence in schools. Doctoral
Dissertation Submitted to the Stout School of Education. High Point University, High Point, North Carolina.) This form was developed in
July 2018 by Stephanie Lowe Ellis, Ed.D., NCSP, District Crisis Coordinator. It was inspired and adapted from the Cherry Creek School
District, CO and also Stephanie Lowe Ellis and Diane Zihal’s Form in 2010 and October 2013. Copy with permission from author S. Ellis.
Citation must be used when using this form or parts of this form.
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Initials of Student and Date:

High e Increase in intensity and severity intone | e  District administrator shall be notified.
and content . Building administrator shall be notified.
o  Frequent and severe thoughts of ¢ Notify SRO.
violence, poses a threat 3 Provide direct supervision of stgdent until parents/guardians
e Communication is directed or fixated on assume custody and/or student is removed from campus.
. Explain consequences of carrying out threat.
person and/or cause o AN .
. . o . Follow discipline measures per district discipline regulation
e Lacks immediacy or specificity, and/or guide.
detailed plan e Threats at this level may require immediate law enforcement
e Escalation noted in data collection intervention or hospitalization.
e Time and place may not be identified e  Contact parents/guardian of student of concern
(potential target is named) o Protect and notify intended victim(s) and parents/guardians of
e Violence is possible and could occur victim (s).
with precipitating event o Make a re-entry plan for student. Make a re-entry plan for
o Potential need for psychiatric emergency student. (If studgznt does_not return to current school, sending
school communicates with receiving school to help consult
about re-entry plan.
3 When return to school, the student will need active case
management.
. Safety plan with details must be developed and monitored.
o Have parent sign a Release of Information form.
o Create intervention plan and document referrals to mental
health resources. Include active case management at school.
Imminent e Frequent and severe homicidal ° Notify SRO/Law enforcement per regulation to contain threat.
(potentially suicidal) Thoughts ° District administrator must be notified.
° Language appears action oriented . BUIIdIng gdministrato_r ShOUld be nOtlfled )
e  Operating in predatory mode . Provide direct supervision of stydent until parents/guardians
«  Terminal theme to thoughts- appears assume custody and/or student is remove_d from campus.
f d ina throuah with threat 3 Refer _student for mental health_ intervention.
D _carrylng . ugh wi . Explain consequences of carrying out threat.
* Means, des_'re' and ab'l_'ty to carry out . Follow discipline measures per district discipline regulation
and accepting of negative consequences guide.
e Means and desire to implement plan e Threats at this level likely require immediate law enforcement
within a short time intervention or hospitalization.
e Multiple risk factors and imminent . Contact parents/guardian of student of concern
warning signs . Protect and notify intended victim(s) and parents/guardians of
e Clear pathways to escalating violence victim (s).
o  Plan for implementation has begun . Make a re-entry plaq for student. (If stu<_:|ent doe_s not re_tu_rn to
current school, sending school communicates with receiving
o Contemplated death of self and/or others school to help consult about re-entry plan.
e Pathway, energy burst, last resort, e When return to school, the student will need active case
fixation, and novel aggression of warning management.
signs are most likely present e Safety plan with details must be developed and monitored.
e Potential need for psychiatric emergency | ¢  Have parent sign a Release of Information form.
e Law enforcement emergency, Immediate | ® Create intervention plan and document referrals to mental
containment is necessary and protection health resources. Include active case management at school.
of target

(Ellis, S.L. (2018). A study to improve threat assessment processes and guidelines in response to risk of violence in schools. Doctoral
Dissertation Submitted to the Stout School of Education. High Point University, High Point, North Carolina.) This form was developed in
July 2018 by Stephanie Lowe Ellis, Ed.D., NCSP, District Crisis Coordinator. It was inspired and adapted from the Cherry Creek School
District, CO and also Stephanie Lowe Ellis and Diane Zihal’s Form in 2010 and October 2013. Copy with permission from author S. Ellis.
Citation must be used when using this form or parts of this form.
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Team Determination of Level of Concern: (This decision is a team determination. If the team is unable to determine level of
concern/risk, call for consultation (contact Stephanie Lowe Ellis through the School Safety Office at 336-627-2705).

[1 Low Level of Concern  [] Moderate Level of Concern [ High Level of Concern  [] Imminent Level of Concern
*Refer to the action steps identified above for each level of concern.*

Determine Level of Agreement:
___High Level of Agreement (Proceed with completing safety plan and intervention plan.)

__ Low Level of Agreement (Collect more data. If the team is unable to determine level of concern/risk, call for consultation
(contact Stephanie Lowe Ellis through the EC Office at 336-627-2705 or work cell at 336-932-7496 or Stephanie Moore at 336-
613-4550).

Summary Statement/Conclusion (Please be specific “why” the threat level of concern was selected by team):

Duty to Warn and Notifications

Notification: Date: Who Made Contact: Response:
(Person and Position)

Potential Target is Notified:

Potential Target (s) Parent(s) are
Notified:

Person of Concern Parent(s) are
Notified:
SRO Notified:

Principal was notified on:

EC and/or 504 Case Manager is A team meeting will be called? [T yes [1no
Notified:

If yes, when?

Threat Assessment Log is
Completed:

Copy Sent to Confidential
District File is Sent:

If High or Imminent Level-
Stephanie Ellis is notified at
determination rating.

Other Notifications that may be
needed:

(Ellis, S.L. (2018). A study to improve threat assessment processes and guidelines in response to risk of violence in schools. Doctoral
Dissertation Submitted to the Stout School of Education. High Point University, High Point, North Carolina.) This form was developed in
July 2018 by Stephanie Lowe Ellis, Ed.D., NCSP, District Crisis Coordinator. It was inspired and adapted from the Cherry Creek School
District, CO and also Stephanie Lowe Ellis and Diane Zihal’s Form in 2010 and October 2013. Copy with permission from author S. Ellis.
Citation must be used when using this form or parts of this form.
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e ETAIP Initials of Student and Date:

Discipline Measures:

| Student conference with student and parents
a. Date and Parties present:

b. Response from
parents/guardians:

Student will be suspended for days for violation of;

Student will be charged by police department for:

Student will be apprehended and detained by police for charge(s) of:

(I

Other:

Step 5 (Continued). Determine Threat Level, Safety Steps, and Notifications.
(THIS IS ABOUT IMMEDIATE SAFETY.)

Safety Action Item Date of Action Item
(List action items from level of concern page and any other interventions Initiated and by

that will be put in place.) Whom?

Who is Monitoring
Safety Plan?

(Ellis, S.L. (2018). A study to improve threat assessment processes and guidelines in response to risk of violence in schools. Doctoral
Dissertation Submitted to the Stout School of Education. High Point University, High Point, North Carolina.) This form was developed in
July 2018 by Stephanie Lowe Ellis, Ed.D., NCSP, District Crisis Coordinator. It was inspired and adapted from the Cherry Creek School
District, CO and also Stephanie Lowe Ellis and Diane Zihal’s Form in 2010 and October 2013. Copy with permission from author S. Ellis.

Citation must be used when using this form or parts of this form.
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e ETAIP Initials of Student and Date:

Step 6: Develop an Action and Intervention Support Plan

Intervention Plan Date of Action Item Who is Monitoring
(This plan is different from immediate safety plan. This plan refers to re-entry back to Initiated and by Whom Intervention Plan?
school directly after completion of assessment.) (implementation)? Progress Monitoring
Duration? Used to Monitor
behavior?

Prevention & Transition Supports (school- based):

Intervention Steps (in the event of escalating behaviors):

Crisis Contact List:

Plan will be reviewed on:

(Ellis, S.L. (2018). A study to improve threat assessment processes and guidelines in response to risk of violence in schools. Doctoral
Dissertation Submitted to the Stout School of Education. High Point University, High Point, North Carolina.) This form was developed in
July 2018 by Stephanie Lowe Ellis, Ed.D., NCSP, District Crisis Coordinator. It was inspired and adapted from the Cherry Creek School
District, CO and also Stephanie Lowe Ellis and Diane Zihal’s Form in 2010 and October 2013. Copy with permission from author S. Ellis.
Citation must be used when using this form or parts of this form.
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 ETAIP

Threat Assessment Team Signatures:

Administrator

School Psychologist

Classroom Teacher

Nurse

Other/Position

Date:

Initials of Student and Date:

School Counselor

School Resource Officer

Special Education Representative

School Social Worker

Other/Position

The results of this screening do not predict specific episodes of violence, nor are they a foolproof method of assessing an individual's
potential to harm others. The purpose of this screening is to identify circumstances that may increase the risk for potential violence
and to assist school staff in developing a safety and supervision plan.

(Ellis, S.L. (2018). A study to improve threat assessment processes and guidelines in response to risk of violence in schools. Doctoral
Dissertation Submitted to the Stout School of Education. High Point University, High Point, North Carolina.) This form was developed in
July 2018 by Stephanie Lowe Ellis, Ed.D., NCSP, District Crisis Coordinator. It was inspired and adapted from the Cherry Creek School
District, CO and also Stephanie Lowe Ellis and Diane Zihal’s Form in 2010 and October 2013. Copy with permission from author S. Ellis.
Citation must be used when using this form or parts of this form.
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Rockingham County Schools

NOTIFICATION CARD

For Cumulative Folder

STUDENT NAME:

This Student had a Risk Assessment on

(Date)

Please contact RCS Crisis Coordinator, Stephanie Lowe Ellis, Ed.D., NCSP, at 627-2705 for
Additional Information. Also, the school may contact

(School)
(Please contact the School Counselor at the school for Additional Information.)



=\_

ROCKINGHAM
COUNTY SCHOOLS \

Parent Notification Letter

Date:
To:
From:
School:

Dear ,

As we discussed at our conference on (date),
Rockingham County Schools conducted a threat assessment for your
student. We shared the results of the threat assessment with you at the
conference. The threat assessment team has set out next steps and
interventions which we hope we can work on together. These
interventions and next steps include:

In addition, a resource list of possible community service providers has
been given to you.

Please sign below to acknowledge that you have received this
information.

Sincerely,

Acknowledgment of Parent or Guardian

By signing below, | hereby acknowledge that | have received this
notification.

(Parent or Legal Guardian) (Date)



PREVENTATIVE MEASURES
SCHOOL CLIMATE:

SOCIAL EMOTIONAL
LEARNING




ISSUE BRIEF

School Climate and Social
and Emotional Learning

The Integration of Two Approaches

This issue brief, created by The Pennsylvania State University with support from the
Robert Wood Johnson Foundation, is one of a series of briefs that addresses the need
for research, practice and policy on social and emotional learning (SEL). SEL is defined
as the process through which children and adults acquire and effectively apply the
knowledge, attitudes, and skills necessary to understand and manage emotions, set
and achieve positive goals, feel and show empathy for others, establish and maintain

. . . . L. Opmap —
positive relationships, and make responsible decisions. @ PennState Robert Wood Johnson
Foundation

L

Learn more at www.rwjf.org/socialemotionallearning.
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ISSUE BRIEF

Executive Summary

Healthy schools support student learning, development, and well-being by providing safety,
support, academic challenge, healthy foods, time and space to be active, and opportunities
for social and emotional development. In healthy schools, both students and educators feel
respected and supported. Healthy schools require a positive school climate that supports
the social and emotional development of students and adults. Such a climate can reduce
inequities and enable students to thrive.

School climate has been conceptualized to include the physical, academic, social, and
disciplinary environment. School climate and social and emotional learning (SEL) have often
been treated separately by researchers and practitioners, but both are necessary to build
healthy schools, are co-influential, and benefit each other. A positive school climate creates
the conditions for SEL; the social and emotional competence of each member of the school
community, both individually and collectively, affects school climate.

This brief reviews research on how positive school climates support SEL and how improved
SEL contributes to improved school climate in elementary and secondary schools. The brief
discusses school climate, SEL, and blended models that have effects on school climate and
social and emotional competence.

Efforts to improve school climate and SEL can be aligned. Schools can actively foster
resilience-building interactions through inclusive school-level policies and initiatives, as
well as comprehensive, multi-tiered, whole-school approaches that contribute to positive
climates and actively develop social and emotional competencies in students and adults.
However, there is still a need for rigorous research that carefully assesses individual and
school development in, and provides practical understanding of the application of best
practices for, building positive school climates that create opportunities for SEL.

gz - K=y
< * 3‘!“ "
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Introduction

Healthy schools are characterized by positive school climates that support student learning,
development, and well-being by providing safety, support and connectedness, academic
challenge and engagement, cultural responsiveness, healthy foods, time and space to be
active, and SEL.

School climate and social, emotional, and academic competencies have public
health benefits.*? They both are multifaceted and complex constructs, and have been
conceptualized and measured in many ways:

School climate has been conceptualized to include the physical, academic, social, and
disciplinary environment. This definition includes culture, norms, goals, values, practices,
characteristics of relationships, and organizational structures.3# In this brief, we focus

on components of school climate that are most directly related to learning, behavior,
development, and well-being, including: student and adult experiences of emotional,
physical, social, and intellectual safety, connectedness, respect, support, engagement,
relational trust, and cultural responsiveness. These concepts have been conceptualized
as conditions for learning.®

SEL refers to the process of learning, practicing, and building competencies such as
self-awareness, self-management, social awareness, relationship skills, and responsible
decision making. SEL interventions in schools have been shown to both improve school
climate and student’s behavioral and academic functioning.678°

School climate and SEL have been studied separately. The school climate tradition was
informed by organizational and school effectiveness research.’® School climate includes
the interactions of all members of the school community; larger organizational patterns
including culture, structure, and resources; and how individuals experience and appraise
these interactions and patterns.

The emergence of SEL as a field was influenced, in part, by ecological and transactional
models of development, which carefully consider the bidirectional relations between
children and contexts in which they are embedded that foster students’ social, emotional,
and academic competence.’**2 The goals of SEL programs are to simultaneously nurture
children’s skills and classroom and school practices that provide opportunities for
development in everyday situations.> Most SEL programs have, until recently, been confined
to teaching skills through designated lessons in the classroom and have not been fully
integrated into the daily lives of students and adults in school.** The research evidence is
largely based on evaluations of these programs, and the lack of integration into regular
routines of classrooms and schools is one reason for modest effect sizes of SEL programs.
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This disconnect between an historical focus on SEL programs and the need to develop
broader school climates that support SEL can be attributed to factors including lack of
funding, lack of teacher preparation, and lack of school and district infrastructure to support
coordinated efforts.t

In the past decade, a new wave of programs has acknowledged this limitation. There is now a
significant move towards coordinated, systematic, schoolwide and districtwide programming
that is ecological, integrates school climate and SEL approaches, and prioritizes the
engagement of the larger school community.’® This new wave includes systematic efforts to
integrate and build positive school climates that support SEL, such as the ASCD’s Whole Child
Initiative,”” the National Commission on Social, Emotional, and Academic Development,'® and
recent efforts to create a Science of Learning and Development.®®

School climate and SEL have considerably more overlap and are more mutually influential Aligning school
than their traditions would suggest. Positive school climates and effective SEL approaches climate and
are essential components of safe, supportive, and academically productive schools.?° School SEL can create

climate is the collective phenomenon that both reflects and creates the conditions for the
development of social, emotional, and academic competence in both adults and students.
Aligning school climate and SEL can create synergies, reduce fragmentation and burden of
practice change, and advance research.

synergies, reduce
fragmentation and
burden of practice
change, and advance
It's also important to acknowledge that there are disparities in how students experience research.

school climate. Students of color and students who are economically disadvantaged are
more likely than their peers to report poorer school climates, including experiencing harsh
and exclusionary discipline. By developing practical understanding and applications of how
to create inclusive, culturally competent school climates for all students and staff, schools
can reduce inequities and contribute to healthy development and well-being.

This research brief reviews how positive school climates support SEL and how improving
social, emotional, and academic competence contributes to improved school climate.
Specifically, the brief describes the components of positive school climates that support SEL
in elementary and secondary schools.
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Key Findings

Supportive relationships, engagement, safety, cultural competence
and responsiveness, and academic challenge and high expectations
create positive school climates that can help build social and
emotional competence.

Figure 1 illustrates the relationship between climate and social and emotional competence.
The circle on the left shows the components of school climate that indirectly shape SEL. The
circle on the right identifies competencies that shape and are shaped by school climate. The
overlapping area in the center identifies the elements of positive school climates that directly
support SEL. Here we focus on the central area—those elements of positive school climates
that create conditions that support intentional as well as informal SEL.

At the heart of what it takes for students to thrive are supportive, respectful, trusting
relationships. Overlapping components (see Figure 1) support these relationships:

Engagement. When students experience engagement and feel a sense of belonging and
connection with adults and peers at school, they can build social capital and more readily use

adults as social models, accept feedback, and navigate and persevere through challenges.?

Safety. When students and staff feel safe, they are more willing to focus on learning from
and with others and take academic risks.

Figure 1. A model of the distinct and overlapping elements of school climate and social and
emotional competence with illustrative components

School climate Social and emotional
competence

* Policies, procedures, Supportive relationships * Social and
and norms Engagement emotional skills
e Cultural context Safety * Values
* Physical environment Cultural competence * Perspectives
e Partnerships Cultural responsiveness * |dentities
with families and Challenge and high
community expectations
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Cultural competence. Cultural competence is a set of behaviors, attitudes, and policies
that enables schools, agencies, and teachers to work more effectively in bicultural and
multicultural settings and interactions.?? Cultural competence can help adults be aware of
privilege, implicit bias and micro-aggressions. Culturally competent schools help educators
engage students and families by creating conditions where students and families feel a sense
of belonging, support, respect, and safety.?>

Cultural responsiveness. Culturally competent teachers can use their knowledge of
students to be more instructionally responsive. Culturally responsive instructional approaches
are engaging, participatory, and use diverse instructional models to scaffold learning by

using students’ own cultural knowledge to teach new concepts, connect experiences inside
and outside the classroom, and master new information.?* Such approaches can address

the social and emotional and learning needs of culturally and linguistically diverse students
by creating learning environments where students feel emotionally and intellectually safe,
supported, and challenged.?®

Culturally competent school climates and culturally responsive approaches and practices can
help students build strengths-based individual and collective narratives and can help students
counteract negative dominant narratives, such as prejudicial stereotypes.

Challenge and high expectations. Students are more personally motivated to succeed,
more actively engaged in learning, and work better with others when they, their peers, and
adults have high expectations for achievement that are experienced as relevant to them;
when they are surrounded by peers who have academic aspirations; and when curricula,
pedagogy, and opportunities to learn are rigorous, engaging and aligned with their goals.2®

Leaders are essential to creating the conditions to build teachers’ social and emotional
competencies. Teachers are more likely to develop these skills when leadership both
prioritizes and models these competencies. Teachers who have social and emotional
competence (SEC) can model it to support student behavior and learning.?’

The relationship between positive school climate and SEL
is interactive and co-influential, it occurs in all settings and
student-teacher-staff interactions, and influences students
and teachers directly and indirectly.

There is a dynamic relationship among aspects of school climate and SEL. Student and adult
social and emotional competencies influence and are influenced by interactions among
students and adults. These interactions can intentionally develop SECs through direct
instruction, modeling, and reinforcement. These interactions occur across the various settings
of the school building. In addition, factors such as class size, how students are grouped,
student-faculty ratios, policies, resource allocation, the physical features of the school,

rituals, narratives, school culture, and the demographic composition of the school also affect
interactions. In turn, these features influence and are influenced by out-of-school contexts that
include availability of community centers and other community supports, community risk and
protective factors, family needs and concerns, how students get to school, and social networks.
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RN

. School Climate .

-+

Social Emotional
Learning

~_

The relation between school climate and SEL is bidirectional. School climate affects SEL and
vice versa in a dynamic manner. For example, when there is less bullying and violence in the
classroom and school, students become less fearful, employ non-violent methods of conflict
resolution, and interact more effectively, cooperatively, inclusively, and productively. As a result,
there are fewer disciplinary incidents and disruptions of learning, allowing for better resource
allocation leading to positive learning outcomes.?® At the same time, the acquisition of SEC
contributes to a safer school environment.?

The relation between school climate and SEL occurs across levels of the school system.
The mutually reinforcing relationship between school climate and SEL occurs in moment-
to-moment interactions within classroom and school settings. It also is embedded within
other climate-related factors (e.g., organizational systems, policies, procedures, the physical
environment, and cultures and norms), with are in turn embedded within community

settings. These repeated interactions set patterns and norms in one-on-one and larger group
interactions. School climate and SEL also shape and are shaped by the policies and procedures
that determine responses to misbehavior, resource allocation, the level of collaboration
among staff and between schools and the community, and access to prevention and
intervention services in schools.

7 | The Pennsylvania State University © 2018 | January 2018



ISSUE BRIEF

The relation between school climate and SEL is multidimensional. School climate and SEL
each have multiple components. School climate includes elements of safety, engagement,
relationships, teaching and learning, and environment, and can be measured at the school
and classroom levels. SEL involves the development of individual skills, knowledge, and
dispositions. One component of school climate can mutually influence other components

of school climate as well as one or more SEL components. For example, teacher support
contributes to how students regulate their behaviors in the classrooms, just as students’ self-
reqgulation skills contribute to teachers’ capacities to create supportive classroom conditions.

Most often, multiple components of school climate and SEL are present at the same

time. For example, culturally responsive relationships both create and are aided by how
emotionally and physically safe students and adults feel. These two components of school
climate, in interaction, can create and aid the development of multiple social and emotional
competencies in students and adults, such as social awareness and confidence.

The interaction of school climate and SEL creates ripple effects in the school. A specific
interaction between a student and a teacher may affect not only those directly involved

but also surrounding students and adults. For example, disruptive student behavior may
distract teachers or cause teacher stress, both of which can have effects on how the teacher
appraises the behavior of and responds to other students. Similarly, a positive or negative
principal-staff interaction may have ripple effects across the staff that may impact students
when they witness and potentially model adult behaviors.

Rigorous evaluations of school climate and SEL approaches have
provided some direct evidence that one can improve the other.

School climate approaches. Schools have the potential to serve as powerful protective
factors in students’ development.®® Schools are relatively self-contained environments and
can be safe spaces for children and their families.?! Schools can counteract alienation and
isolation students may feel by actively fostering resilience-building interactions.’> Schools
that foster a sense of belonging can help reduce depression, increase self-efficacy, and
provide opportunities to build self-confidence and relationship-building skills.3*** School-
level policies and initiatives such as anti-harassment policies, providing safe spaces for youth
who are marginalized, and enlisting the resources of families and other community members
from marginalized groups can reduce negative outcomes in young people.3>3¢

The most effective approaches to improving school climate can create conditions for SEL and
engage multiple members of the school community. These efforts have not been entirely
separate from SEL approaches and are sometimes used as an organizing approach for
prevention efforts, including character and moral education, civic education, and risk/mental
health promotion efforts.3” Although there is great interest in improving school climate, limited
direct evidence exists for the effectiveness of school climate or whole-school approaches

Schools have the
potential to serve as
powerful protective
factors in students’
development.
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in promoting social and emotional development. One noteworthy exception The Center on Great
is the Caring School Community program, which, by aiming to create a sense
of community while also developing social and emotional skills, combines
elements of both school climate approaches and SEL programs.® In addition,
there is some evidence that schools with more positive school climate have
higher implementation of SEL programs. The universal components of School-
Wide Positive Behavioral Interventions and Supports (SWPBIS), a prevention

framework for both improving school climate and providing additional tiers of

Teachers and Leaders

identifies 10 teaching

practices that promote

students’ social and

emotional competencies

behavior supports to appropriate students, has also shown positive impacts on
students’ emotion regulation, prosocial behavior, and concentration, in addition

to improving perceptions of safety, academic performance and reducing 1. Student-Centered Discipline
bullying and office disciplinary referrals.394°

2. Teacher Language
Some approaches show promise but have not yet been rigorously evaluated.
Disciplinary approaches such as authoritative discipline and restorative 3. Responsibility and Choice
practices show promise for reducing re-traumatization and contribute to
emotional and physical safety and equity.*# Universal trauma-sensitive 4. Warmth and Support
interventions can include creating a warm and caring school, teacher
training on the impacts of trauma, alternatives to suspension, and classroom 5. Cooperative Learning
presentations on coping with trauma and violence. Trauma-informed
interventions can include trauma-informed approaches to SEL that address 6. Classroom Discussions
individual needs, trauma-informed approaches to discipline, and trauma-
informed psychotherapies.* 7. Self-Reflection and

Self-Assessment

SEL approaches. SEL programs and practices vary in their approaches.*#*> Some
programs focus solely on teaching skills exclusively in a lesson format, while 8. Balanced Instruction
others also nurture students and teachers to use these skills across the school
day and school settings. Programs also provide professional development to 9. Academic Press and
different people; some focus only on classroom teachers, while others extend to Expectations
all adults who work in the schools (from the principal to playground, lunchroom
and transportation staff). Based on a review of evidence-based SEL programs, 10. Competence Building—

The Center on Great Teachers and Leaders identified 10 instructional strategies
for improving SEC.#¢

Some SEL programs take more comprehensive approaches by providing
procedures for community-family-school involvement and partnership. These
more comprehensive programs aim to develop the environmental conditions
for skill acquisition, reinforcement, and recognition.##8 For example, some SEL
interventions strive to provide high expectations for students, support from
adults, structured and cooperative learning environments, and safe and orderly
schools to produce improvements in children’s engagement, prosocial behavior
(and reduction in antisocial behavior) and academic success.* Evaluations of
these programs have shown positive short-term effects, but implementation

is often difficult to sustain on a long-term basis.>® A four-year evaluation of an
eight-district demonstration program of systemic, district-level SEL approaches
suggests that systemic SEL leads to improvements in student perceptions of
school climate.

Modeling, Practicing,
Feedback, Coaching

Source: Yoder, N. (2014). Teaching the whole

child: Instructional practices that support
social-emotional learning in three teacher
evaluation frameworks. Washington DC:
American Institutes for Research.
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A number of rigorous evaluations of SEL programs (including 4Rs, RULER, Tools of the Mind,
PATHS, Incredible Years, Responsive Classroom, and Chicago School Readiness Project) have
demonstrated improvements in classroom climate that are significant, with moderate to large
effect sizes 5535455565758 A handful of evaluations of SEL programs including PATHS, Steps to
Respect, and Raising Healthy Children have found impacts on school climate more broadly,
including student attitudes toward school and school bonding.59606!

The evidence for the effects of SEL programs on improvements in classroom and school
climate comes primarily from efforts in preschools and elementary schools. There exists less
consistent evidence that SEL programs are effective for adolescents and little evidence of SEL
programs’ effects on secondary school or classroom climate. However, a recent review of SEL
programs for adolescents suggests that creating climates and mindsets that increase respect
towards adolescents and help them cope with challenges shows great promise.5?

Blended approaches. Blended programs or approaches that incorporate SEL and school
climate improvements with both “bottom up” and “top down” strategies show promise

of effectiveness. For example, SEL and school climate efforts have been successfully
implemented districtwide in Cleveland elementary schools.®® In addition, evidence suggests
that a combination of Positive Behavior Intervention and Supports (PBIS) or School-wide PBIS
combined with SEL has stronger effects on student outcomes than SEL alone.®* One unique
approach to both bottom up and top down efforts is City Year's Whole School Whole Child
model, which seeks to support and strengthen the learning environment to increase student
engagement and commitment to school.®® Evaluations of City Year and Diplomas Now,
another whole-school reform effort, already show some evidence for improvements in social
and emotional competencies, including positive social interactions with peers and adults

and conflict resolution, and school climate, as well as increased attendance and reduced
suspensions. City Year is now more intentionally including SEL in its efforts. 666768

Blended programs
or approaches that
incorporate SEL
and school climate
improvements
with both “bottom
up”and “top
down” strategies
show promise of
effectiveness.
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Future Research Needs

There is an urgent need to ensure that teachers, administrators, other school staff, families,
community members, youth, and policy makers have the best tools and knowledge at their
disposal to create positive school climates and focus specifically on developing the social
and emotional competencies of children and adults.

To build these tools and knowledge, the research and practice communities can benefit
from greater clarity and alignment in definitions, goals, messaging, and measurement

of SEL and school climate, and understand how each one can complement the other.

In addition, measures that capture both school climate and SEL by students, staff, and
parents align with the conceptual frame discussed in this brief and allow for greater
precision in understanding how SEL and school climate interact. Developing research
questions and articulating practical goals that connect fields of study will reduce research
and practice silos. Interdisciplinary collaborations, innovative methods, and existing data
can be leveraged to build theory. Collaborations should involve longitudinal studies that
examine the co-influential relationships between and among the components of school
climate and how to improve and create greater equity in individual social, emotional, and
cognitive competencies.

Concurrently, rigorous evaluations are needed on the effectiveness of school approaches
that are designed to simultaneously improve school climates and support SEL of students and
adults, particularly in secondary school. Equally important to understanding the effectiveness
of these combined strategies is understanding how systems-level factors—such as school
design, principal and district leadership, implementation quality and support, and district and
state policies—shape school climates that support social and emotional development.

Most climate and SEL interventions are implemented as universal interventions. Yet, as
expected, they do not benefit all students to the same degree. The high rate of trauma and
chronic stress present a need to design and test comprehensive multi-tiered approaches.
A multi-tiered approach includes comprehensive universal climate and SEL interventions
for all students, more focused early interventions for students at some greater level of
need, and intensive interventions for students at the highest level of need. The universal
interventions function as a foundation to support teachers and students. It is important that
interventions at all levels employ the same language, nurture the same social, emotional,
and cognitive competencies and components of school climate that support safety, respect,
connectedness, challenge, and care.®® Multi-tiered intervention frameworks have the
potential to extend the benefits and reach of climate and SEL interventions and require
rigorous evaluation.
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Conclusions and Implications

School climate and SEL have been implemented and studied through distinct
approaches and frameworks, which have produced distinct bodies of research.
This has contributed to fragmented efforts that limit knowledge, uptake

and intervention effects. However, school climate and SEL are inextricably
linked. Schools in which all students can thrive provide safe and supportive
environments and provide opportunities for all students to develop SEC.
Developing the conditions and opportunities for learning can reduce inequities,
create safe spaces for marginalized youth, and contribute to student thriving.
The integration of efforts to improve school climate and SEL is a promising
avenue for creating these conditions and opportunities.

Research and analyses at the intersection of school climate and SEL support
the following conclusions and recommendations:

* There is an inextricable link between school climate and SEL. Attention to
school climate is necessary for knowledge building and promotion of SEL
in students and adults, just as attention to SEL is necessary for knowledge
building and improvement of school climate.

¢ Although attending to all components of school climate may be useful to
build healthy schools, attention to those components most proximal to
building students’ social, emotional, and cognitive competence may most
efficiently drive and reinforce changes in students and adults.
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About CASEL

The Collaborative for Academic, Social, and Emotional Learning (CASEL) is a trusted
source for knowledge about high-quality, evidence-based social and emotional learning
(SEL). CASEL supports educators and policy leaders and enhances the experiences and

outcomes for all PreK-12 students.

What is SEL?

Social and emotional learning (SEL) is the process through which children and adults
understand and manage emotions, set and achieve positive goals, feel and show
empathy for others, establish and maintain positive relationships, and make responsible

decisions.

https://casel.org/in-action/

e Visit the District Resource Center.

e Take our Priority Setting Questionnaire to
help you reflect on your own SEL readiness
and current work towards a systemic SEL
implementation.



https://casel.org/in-action/
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PREVENTATIVE MEASURES:
A HEALTHY CHILD

ADDRESSING THE RISK
OF VIOLENT BEHAVIOR

IN YOUTH
US DHHS & SAMHSA
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Overview

This technical package represents a select group of strategies

based on the best available evidence to help communities and
states sharpen their focus on prevention activities with the greatest
potential to prevent youth violence and its consequences. These
strategies include promoting family environments that support
healthy development; providing quality education early in life;
strengthening youth’s skills; connecting youth to caring adults

and activities; creating protective community environments;

and intervening to lessen harms and prevent future risk. The
strategies represented in this package include those with a focus on
preventing youth violence from happening in the first place as well
as approaches to reduce the immediate and long-term harms of
youth violence in order to prevent future violence. Preventing youth
violence requires multiple, complementary strategies, and those
outlined in the package reflect the mature research-base about
how to strengthen individual’s skills and relationships to prevent
youth violence.'? It also includes promising evidence about ways

to address broader community issues that affect the likelihood of
youth violence.

This package supports CDC's STRYVE initiative for preventing

youth violence. In particular, this package articulates a select set

of strategies and specific approaches to achieve STRYVE’s vision of
safe and healthy youth achieving their full potential (see box to the
right). Commitment, cooperation, and leadership from numerous
sectors, including public health, education, justice, health care,
social services, business, and government, can bring about the
successful implementation and long-term impact of this package.

What is a Technical Package?

A technical package is a compilation of a core set of strategies to
achieve and sustain substantial reductions in a specific risk factor
or outcome.? Technical packages help communities and states
prioritize prevention activities based on the best available evidence.
This technical package has three components. The first component
is the strategy or the preventive direction or actions to achieve the
goal of preventing youth violence. The second component is the
approach. The approach includes the specific ways to advance the
strategy. This can be accomplished through programs, policies, and
practices. The evidence for each of the approaches in preventing
youth violence or its associated risk factors is included as the third
component. This package is intended as a resource to guide and
inform prevention decision-making in communities and states.

CDC(’s Striving To
Reduce Youth Violence
Everywhere Initiative

STRYVE's vision is safe and healthy youth
who can achieve their full potential as
connected and contributing members
of thriving violence-free families,
schools, and communities. STRYVE
works to:

« Increase public health
leadership to prevent youth
violence

«  Promote the widespread use
of youth violence prevention
strategies based on the best
available evidence

« Achieve national reductions in
youth violence

STRYVE has several interacting
components that all contribute to the
achievement of the vision, including
national partnerships, online training
and tools, and technical assistance.

http://www.cdc.gov/
violenceprevention/stryve/index.html
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Preventing Youth Violence is a Priority

Youth violence is a significant public health problem that affects thousands of young people each day, and in turn,
their families, schools, and communities. Youth violence occurs when young people between the ages of 10 and 24
years intentionally use physical force or power to threaten or harm others.’* Youth violence typically involves young
people hurting other peers who are unrelated to them and who they may or may not know well. Youth violence can
take different forms. Examples include fights, bullying, threats with weapons, and gang-related violence. A young
person can be involved with youth violence as a victim, offender, or witness. Different forms of youth violence can also
vary in the harm that results and can include physical harm, such as injuries or death, as well as psychological harm,
increased medical and justice costs, decreased property values, and disruption of community services.?

Youth violence is highly prevalent. Youth violence is a leading cause of death and nonfatal injuries in the United
States. Homicide is the third leading cause of death among persons aged 10 to 24 years.® The majority of these
homicides are from firearm violence. In 2014, 86% of youth homicide victims were killed with a firearm.® The number
of young persons who are treated for nonfatal physical assault-related injuries in emergency departments in the
United States is more than 115 times higher than the number killed.® Each day approximately 12 young people are
victims of homicide and an additional 1,374 are treated in emergency departments for nonfatal physical assault-
related injuries.’ Additionally, self-report information indicates that 1 in 5 high school students was bullied at school
or in a physical fight in the past year.” Although the rates of youth homicide and crime are declining, these promising
trends are inconsistent across population groups and the public health burden remains too high. For instance, the
decline in homicide rates among non-Hispanic Black youth is less than the decline for non-Hispanic White youth.®
Homicide has been the leading cause of death for non-Hispanic Black youth for more than three decades and is the
second leading cause of death for Hispanic youth.®

Youth violence is a significant problem that negatively impacts youth in urban, suburban, rural, and tribal
communities. The rates and forms of youth violence, however, vary across subgroups of youth and communities.
Relative to females and non-Hispanic White youth, young males and racial/ethnic minorities experience the greatest
burden of youth violence with higher prevalence of homicide, physical injuries, and fighting.®” Females and sexual
minority youth have higher prevalence of in-person and electronic bullying than males and heterosexual peers.” Youth
gang activity and violent crime are higher in larger cities than suburban and rural communities.*'™

Youth violence

is aleading cause of
death and nonfatal
injuries in the
United States.
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The health and economic consequences of youth violence are substantial. Youth violence has serious and lasting
effects on the physical, mental, and social health of young people. It is a leading cause of death for young people and
results in more than 500,000 medically treated physical injuries each year.t The impact of youth violence extends well
beyond physical consequences. Youth who experience violence as victims, perpetrators, or witnesses are more likely
to have behavioral and mental health difficulties, including future violence perpetration and victimization, smoking,
substance use, obesity, high-risk sexual behavior, depression, academic difficulties, school dropout, and suicide.’’'

An entire community feels the burden of youth violence. For instance, youth homicides and nonfatal physical
assault-related injuries result in an estimated $18.2 billion annually in combined medical and lost productivity costs
alone.® This estimate is a fraction of the true economic consequences of youth violence because it does not include
criminal justice system costs, such as arrest, prosecution, incarceration, and re-entry, or the costs associated with
addressing the psychological and social consequences for victims, perpetrators, and their families. It also does not
include the costs incurred by communities to address victims' needs (e.g., property damage, lost wages, physical and
mental health care) that result from youth violence and crime or the substantial economic impacts on communities’
healthcare system, property values, and social services systems.>'®” The costs of responding to youth violence
significantly limit the resources states and communities have to address other needs and goals.

Youth violence starts early in the lifespan. Physical aggression can be common among toddlers, and most
children learn alternatives to using violence to solve problems and express their beliefs and emotions before starting
elementary school.” A subset of children, however, continue to be aggressive, and if their problematic behaviors are
not addressed their aggression can persist and increase.? In addition to early physical aggression, many other factors
associated with the future perpetration of violence, such as impulsivity, poor emotional control, and weak social and
problem-solving skills, are evident in early childhood.’?' Many risks for violence, such as child abuse and neglect,
academic problems, and poor supervision and management of children’s behavior, also emerge early and heighten
the likelihood for violence during adolescence and young adulthood. These signs provide opportunities to change
behaviors and conditions before violence patterns are established and become harder to modify.'®

Youth violence is associated with several risk and protective factors. Youth violence is influenced by the
interaction of multiple factors, including a young person’s characteristics and experiences as well as by the
relationships, community, and society within which young people develop. No one factor, in isolation, leads to the
development of youth violence, and the presence of risks does not always mean a young person will experience
violence. Individual and interpersonal risks for perpetrating violence include impulsiveness, youth substance

use, antisocial or aggressive beliefs and attitudes, low levels of school achievement, weak connection to school,
experiencing child abuse and neglect, exposure to violence in the home or community, involvement with delinquent
peers or gangs, lack of appropriate supervision, parental substance abuse, and parental or caregiver use of harsh

or inconsistent discipline.”*>%'22 Depression, anxiety, chronic stress and trauma, and peer conflict and rejection are
also associated with youth violence perpetration and victimization.2?%” Youth who are arrested, particularly before
age 13, have a heighten risk for future violence and crime, school dropout, and substance abuse.’®#?°%3° |n addition,
unsupervised access to a firearm is a contributing factor for lethal youth violence.?'*2 An increased risk for youth
violence and crime is associated with many community factors, such as residential instability, crowded housing,
density of alcohol-related businesses, poor economic growth or stability, unemployment, concentrated poverty,
neighborhood violence and crime, lack of positive relationships among residents, and views that drug use and
violence are acceptable behaviors.>**” Some racial/ethnic minority youth are exposed to high levels of community
violence and other neighborhood problems, which contribute to disparities in youth violence, violence-related
injuries and death, and other difficulties.?®*°

Evidence is mounting that many factors can buffer or reduce the likelihood of youth violence, and multiple
protective factors can even offset the potential harmful influence of risk factors that have accumulated over a child’s
development.** Protective factors include healthy social, problem-solving, and emotional regulation skills and a
young person’s school readiness and academic achievement.*'*** Positive and warm parent-youth relationships

in which parents set consistent, developmentally appropriate limits and demonstrate interest in their children’s
education and social relationships are associated with healthy child and adolescent development and the prevention
of violent behavior.3*#4462 Additional factors that contribute to healthy adolescent development and decrease
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aggressive behavior include youth feeling connected to their schools, experiencing academic success, having positive
relationships with teachers and other caring adults, and interacting with prosocial and nonviolent peers.'84453-55
Physical environments of schools, parks, and business and residential areas that are regularly repaired and maintained
and designed to increase visibility, control access, and promote positive interactions and appropriate use of public
spaces also are buffers to violence.’**® Additional community buffers against violence and associated risks include
household financial security, safe and stable housing, economic opportunities, increasing access to services and social
support, residents willingness to assist each other, and collective views that violence is not acceptable.>**%3

K \ Youth violence is connected to other forms of violence.
The different forms of violence, including youth violence,
child abuse and neglect, teen dating violence, adult
intimate partner violence, sexual violence, and suicide,
have many common risk and protective factors.**%> Many of
these risks are the result of exposure to chronic stress that
can alter and harm prenatal and child and adolescent brain
development and, in turn, negatively impact attention,
impulsivity, decision-making, learning, emotional control,
and response to stress.5*%% Chronic stress includes such
issues as living in impoverished neighborhoods, living
in dilapidated housing, frequently moving, experiencing
food insecurity, experiencing racism, limited access to
support and medical services, and living in homes with
violence, mental health problems, substance abuse, and
other instability. Some forms of violence can increase the
risk for other forms of violence. For example, individuals
who experience child abuse and neglect are significantly
more likely to be in physical fights, be affiliated with a
gang, damage property, and attempt suicide during
adolescence and young adulthood than those who
do not experience child maltreatment.® Bullying is
associated with an increased risk for weapon carrying,
physical fighting, and other forms of violence, such as
suicide, teen dating violence, and subsequent sexual
harassment perpetration.”®’* Approaches that address risk
and protective factors that are common across multiple
forms of violence may be an effective and efficient way to
\ J prevent violence.®*

Youth violence can be prevented. A strong and growing research base demonstrates that there are multiple
prevention strategies that are scientifically proven to reduce youth violence victimization and perpetration and
associated risk factors."2?'7>77 As described in the Benefits Relative to Cost section of this technical package, many
evidence-based youth violence prevention programs and policies have economic benefits, with community
savings far outweighing implementation costs.”#® Strategies are available that benefit all youth regardless of their
level of risk as well as individuals and environments at greatest risk. Because youth violence results from multiple
individual, family, and environmental factors that can accumulate over a child’s development, the use of one
strategy will have limited effects on an entire community’s level of violence and its ability to sustain initial program
benefits. A comprehensive approach that simultaneously targets multiple risk and protective factors is critical

to having a broad and continued impact on youth violence.'?281# Stopping youth violence before it occurs and

sustaining this proactive approach throughout childhood and adolescence can be done with available programs,
practices, and policies.
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Assessing the Evidence

This technical package includes programs, practices, and policies with evidence of impact on youth violence victimization,
perpetration, and risk or protective factors for youth violence. To be considered for inclusion in the technical package,

the program, practice, or policy selected had to meet at least one of these criteria: a) meta-analyses or systematic reviews
showing impact on youth violence victimization or perpetration; b) evidence from at least one rigorous (e.g., randomized
controlled trial [RCT] or quasi-experimental design) evaluation study that found significant preventive effects on youth
violence victimization or perpetration; ¢) meta-analyses or systematic reviews showing impact on risk or protective factors
for youth violence victimization or perpetration; or d) evidence from at least one rigorous (e.g., RCT or quasi-experimental
design) evaluation study that found significant impacts on risk or protective factors for youth violence victimization or
perpetration. Finally, consideration was also given to the likelihood of achieving beneficial effects on multiple forms

of violence; no evidence of harmful effects on specific outcomes or with particular subgroups;* and feasibility of
implementation in a United States (U.S.) context if the program, policy, or practice has been evaluated in another country.

The evidence base for youth violence prevention, particularly for approaches focused on building youth's skills and
positive family environments and relationships, is strong as evidenced by multiple meta-analyses and systematic
reviews demonstrating impact of these approaches on behavioral outcomes. In terms of the strength of the evidence,
meta-analyses or systematic reviews of programs that have demonstrated effects on behavioral outcomes provide a
higher level of evidence. However, the evidence base is not that strong in all areas. For instance, there has been less
evaluation of the effects of programs and policies that address community issues that affect the likelihood of youth
violence. Community-level approaches in this package showing impacts on risk (e.g., community crime rates, drug use)
or protective factors (e.g., positive adult supervision and role models, positive school climate) reflect the developmental
nature of the evidence base in this area and the use of the best available evidence at a given time.

Despite being an important contributor to lethal and nonlethal violence among youth, there is a dearth of evidence regarding
effective approaches to reduce youths'unsupervised access, possession, and use of firearms. This particular gap was noted in
the Institute of Medicine and the National Research Council’s report Priorities for Research to Reduce the Threat of Firearm-Related
Violence ® For these reasons, strategies and approaches specific to unsupervised access, possession, and weapon use are not
included, although many of the strategies and approaches that are included in the package are designed to address risk and
protective factors to prevent youth from becoming involved in firearm-related violence in the first place.

In terms of the strategies and approaches in the package, it is important to note that there can be significant
heterogeneity among the programs, policies, or practices that fall within one approach or strategy area in terms

of the nature and quality of the available evidence. Not all programs, policies, or practices that utilize the same
approach (e.g., home visitation, mentoring) are equally effective, and even those that are effective may not work
across all populations.?® Tailoring programs and conducting more evaluation may be necessary to better understand
effectiveness across different population groups and communities.”® The examples provided in this technical package
are not intended to be a comprehensive list of evidence-based programs, policies, or practices for each approach,

but rather illustrate models that have been shown to impact youth violence victimization or perpetration or have
beneficial effects on risk or protective factors for youth violence and could be implemented in communities.

Identifying activities with evidence of impact on victimization, perpetration, and risk or protective factors for youth
violence is only the first step. In practice, the effectiveness of the programs, policies and practices identified in this
package will be strongly dependent on how well programs are implemented as well as the partners and communities
in which they are implemented.’*? The readiness of the program for broad dissemination and implementation

(e.g., availability of program materials, training and technical assistance) can also influence program effects.>**
Implementation guidance to assist practitioners, organizations and communities will be developed separately.

*Research shows some programs, practices, and policies have harmful effects on youth’s behavior.2*24+8” Reasons for harmful effects may include
lack of youth'’s skill development in real-world settings, limited adult supervision, and increased opportunities for delinquent youth to associate
with each other. Examples of ineffective approaches include: transfer of juvenile offenders to the adult criminal system; shock and military-style
programs (e.g., Scared Straight, boot camps); residential or individual treatment used in isolation; training youth to mediate peer conflict in
school settings; and not promoting youth to succeeding grades.
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Contextual and Cross-Cutting Themes

The strategies and approaches included in this technical package represent different levels of the social ecology, with efforts
intended to impact individual behaviors and also the relationships, families, schools, and communities that influence risk
and protective factors for youth violence. The strategies and approaches are intended to work in combination and reinforce
each other to prevent youth violence in a comprehensive and long-term way (see box below). While individual skills are
important and research has demonstrated the preventive effects of many youth skill development programs, approaches
addressing relationships with parents, peers, and other caring adults as well as approaches that influence school and
community environments are equally important to have the greatest public health impact.

@@ rreventing Youth Violence
Strategy Approach

Promote family environments that « Early childhood home visitation
support healthy development « Parenting skill and family relationship programs

Provide quality education early in life

Preschool enrichment with family engagement

Strengthen youth’s skills - Universal school-based programs

Connect youth to caring adults and - Mentoring programs

activities « After-school programs

Create protective community - Modify the physical and social environment
environments + Reduce exposure to community-level risks

- Street outreach and community norm change

Intervene to lessen harms and - Treatment to lessen the harms of violence exposures
prevent future risk - Treatment to prevent problem behavior and further involvement
in violence

« Hospital-community partnerships

The social and cultural context of communities and organizations is critically important to take into account when
selecting strategies and approaches for implementation. Practitioners in the field may be in the best position to assess
the needs and strengths of their communities and work with partners to make decisions about the combination of
approaches included here that are best suited to their context. Data-driven strategic prevention planning models,
such as Communities That Care (CTC), PROmoting School-community-university Partnerships to Encourage Resiliency
(PROSPER), and the Cardiff Violence Prevention Partnership, can support communities in using data to assess local risks
and protective factors to inform the selection and ongoing monitoring of evidence-based programs. These data-
driven partnerships and activities can contribute to significant reductions in violence, violence-related injuries, and
crime as well as cost savings for the medical, educational, and justice systems.?>192
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The strategies
and approaches
in this technical

package can improve
young people’s
adaptive behavior
and academic
success.

The strategies and approaches in this package have the potential to reduce multiple forms of violence (e.g., child
abuse and neglect, teen dating violence, sexual violence) and other adolescent health problems (e.g., teen pregnancy,
sexually transmitted infections). The strategies and approaches in this technical package can improve young people’s
adaptive behavior and academic success. For instance, school-based programs that strengthen youth’s problem-
solving and conflict management skills can reduce physical and verbal violence, bullying, teen dating violence,

sexual violence, alcohol and drug use, and sexual risk behaviors.”® They can also be used to strengthen academic
performance, improve graduation rates, and create a positive school climate. Given that many risks for youth violence
are evident before adolescence, programs that are designed to promote healthy child development and reduce the
likelihood of child abuse and neglect can also potentially prevent violence in the teen years and in adulthood.'%"% The
interconnection of these experiences and risk and protective factors suggests that the implementation of strategies
and approaches to prevent youth violence can have substantial, long-term health, social, and economic benefits.5#6
However, it is also important to note that child abuse and neglect, teen dating violence, and sexual violence may also
require additional prevention activities than those outlined in this technical package. CDC has developed technical
packages for these other forms of violence to help communities identify additional strategies and approaches.'%¢%

Public health has a clear responsibility to help reduce the health burden of youth violence, has expertise applying
science to reduce the risk for complex health problems, and can act to reduce youth violence.! This package includes
strategies where public health agencies are well positioned to bring leadership and resources to implementation
efforts. It also includes strategies where public health can serve as an important collaborator (e.g., strategies
addressing community-level risks), but where leadership and commitment from other sectors, such as business, is
critical to implement a particular policy or program (e.g., business improvement districts). The role of various sectors
in the implementation of a strategy or approach in preventing youth violence is described further in the section on
Sector Involvement.

In the sections that follow, the strategies and approaches with the best available evidence for preventing youth
violence are described.
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Promote Family Environments that
Support Healthy Development

Rationale

The family environment plays a key role in shaping youth'’s physical, emotional, social, and behavioral health, and
this influence extends from early childhood through late adolescence and beyond."®""" Family environments that
are unstable, stressful, lack structure and supervision, have poor relationships and communication between family
members, and use harsh or limited discipline with children are risk factors for youth violence and contribute to
young people developing other risks, such as poor problem-solving skills and early and continued perpetration of
aggression.®48112113 Decades of research show that nurturing and supportive family environments where caregivers
build warm and caring relationships with children, monitor children’s activities and friendships, set age-appropriate
expectations and rules, and use consistent and nonviolent discipline significantly lower the risk for youth violence
and other adolescent health risk behaviors.®34552 The promotion of positive family environments throughout a child’s
development is connected to caregivers’ knowledge about healthy and age-appropriate child development as well as
the ways families communicate, manage behavior, and resolve conflict.

Approaches

There are a number of approaches that can help families create and maintain supportive, nurturing, and structured
environments at every stage of a young person’s development.

Early childhood home visitation programs provide information, caregiver support, and training about child health,
development, and care to families in their homes, and help families access services. Home visiting programs may

be delivered by nurses, professionals, or paraprofessionals.' Many programs are offered to low-income, first time
mothers to help them establish healthy family environments."* The content and structure of programs can also

vary depending on the model being utilized, with some being highly manualized and others being more flexible in
delivery." Some programs begin during pregnancy, while others begin after the birth of the child and may continue
up through the child entering elementary school.

Parenting skill and family relationship programs provide caregivers with support and teach communication,
problem-solving, and behavior monitoring and management skills. These programs can be self-directed or delivered
to individual families or groups of families. For families at high risk for conflict and child behavior problems, tailored
delivery to individual families yields greater benefits than group administration.*”''>1¢ Single-parent families

often participate in these programs, and some programs have sessions primarily with parents while others include
parent, youth, and family sessions. Programs are typically designed for families with children in a specific age
range, with some designed for preschool and elementary aged children and others for middle and high-school
aged youth.**'> Specific program content typically varies by the age of the child but often has consistent themes
of child development, parental monitoring and management of children’s behavior, appropriate use of rewards
and punishment, parent-child communication and relationships, and youth’s interpersonal and problem-solving
Ski||S.49'51'52'”5
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Potential Outcomes

«  Reductions in behavior problems and disruptive behavior at home and school

«  Reductions in physical fighting, aggression, and delinquency

«  Reductions in arrests, convictions, and probation violations

+ Reductions in alcohol and drug use by youth and parents

«  Reductions in family conflict

«  Reductions in child abuse and neglect

«  Reductions in parental depression and stress

+ Increases in compliance to caregiver’s directions

« Increases in prosocial behavior (e.g., social skills, such as concern for others, empathy, and cooperation)

+ Increases in parent-child connection, communication, and relationship quality

« Increases in positive parenting practices, such as monitoring and supervision of youth’s activities, use of consistent
and nonviolent discipline, and involvement and support of youth

Evidence

Approaches that enhance family environments have demonstrated effects in preventing youth violence and other
adolescent health risk behaviors.#>2104

Early childhood home visitation. Home visiting programs are effective in improving parenting behaviors and
children’s social and emotional development, but the evidence is mixed with some programs showing strong effects
and others showing few to no effects potentially due to the varying content and delivery of these programs.'*!”
Families participating in the Nurse Family Partnership® (NFP) program had 45% fewer childhood behavior problems and
parental coping problems as recorded by physicians relative to nonparticipating families, and participating youth by
age 15 had significantly fewer arrests, convictions, and probation violations.*'"® Female youth at age 19 whose family
participated in NFP were significantly less likely than a comparison group to be arrested (10% versus 30%) and convicted
(4% versus 20%).'% NFP also demonstrated significant impacts on risk and protective factors for youth violence, including
reducing child abuse and neglect and substance use by parents and youths.'**'"* The Home Visiting Evidence of
Effectiveness Review identifies other home visiting programs that may work for communities, depending on available
resources and the context in which the home visiting program is delivered."*

Parenting skill and family relationship programs. Multiple systematic reviews of various parent skill and family
relationship approaches have demonstrated beneficial impacts on perpetration as well as risk and protective factors
for youth violence. 334749515276 One example is The Incredible Years®, which is designed for families with young children
up to 12 years of age and can be implemented with additional components for teachers and children in school.

A meta-analysis of effects associated with The Incredible Years® found significant decreases in children’s disruptive
behaviors at home and school and increases in their prosocial behaviors.?® Impacts on other risk and protective
factors include reductions in parental depression and stress, improvements in children’s compliance with parental
directions, stronger parent-child connections and communication, and improvements in positive parenting practices
related to monitoring, discipline, and mother-child interactions.”s'>' Behavioral benefits are broader and sustained
longer when both the parent and child participate in the program.'?' Parent Management Training-Oregon Model™
(PMTO) is another example where participating youth, relative to controls, have demonstrated significantly lower
rates of behavior problems, aggression, and arrest.'?*'2 Other program benefits of PMTO include increases in positive
parenting practices and the family’s socioeconomic status.’*'%
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Several other effective programs focus on families with youth ages 10-17. This transitional period into adolescence

is when risk behaviors can increase and more severe forms of violence can emerge. Examples of effective programs
include Strengthening Families 10-14, Coping Power, and Familias Unidas™. Four years after participating in the
Strengthening Families 10-14 program, self-report data from youth indicated significant relative reductions in physical
fighting (32%), throwing items to cause injury (54%), and purposely damaging property (77%) as well as lower levels
of observer-rated family conflict.’?® Relative to families in control conditions, participating families also reported lower
youth substance use and improvements in parent-child affective quality and child management skills.”?"'* Rigorous
evaluations of Coping Power show significantly lower rates of youth delinquency and aggressive acts, parents’ lack

of support, and youth substance use among participating families relative to controls one and three years after
participating in the program.'3'32 One study of Familias Unidas™ found reductions in adolescent aggression and
other behavior problems over time among participating families relative to controls. Program participants relative to
controls also demonstrated improvements in protective factors for adolescent behavior problems, including increased
parental involvement and support of youth, positive parenting practices, parent-child communication, parental
monitoring, and youth’s substance use.'¥13

Approaches that
enhance family
environments have
demonstrated effects
in preventing

youth violence.
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Provide Quality Education Early in Life

Rationale

Quality early childhood education can improve children’s cognitive and socioemotional development and increase
the likelihood that children will experience safe, stable, nurturing relationships and environments and long-term
academic success and health, including lower rates of behavior problems, aggression, and crime.’**'3” High-quality
early education environments, such as ones that are licensed and accredited, promote youth’s social skill and
cognitive development, strengthen connections to school, and reduce problem behaviors at school and at home.'383°
These benefits in turn contribute to stronger scholastic achievement and less family stress and conflict throughout
childhood and adolescence. Early childhood education that includes parental engagement can strengthen youth
outcomes, family involvement in children’s future education, and parenting practices and attitudes.'*”*%'*! These
integrated approaches also create pathways for youth and families to access ancillary supports, such as employment,
transportation and meal assistance, and mental and physical health services, which can further address risks and build
buffers against future violence.

Approaches

Preschool enrichment with family engagement is an approach for enhancing the foundation for a child’s academic,
social, and behavioral development through adolescence and into adulthood.

Preschool enrichment with family engagement programs provide high-quality early education and support to
economically disadvantaged families to build a strong foundation for the children’s future learning and healthy
development and lower risks for future academic and behavioral problems. Programs are generally available to
children and families who meet basic qualifications, such as being residents in a high-poverty school area eligible for
federal Title | funding, demonstrate need and agree to participate, or have incomes at or below the federal poverty
level."? Program content and delivery vary based on the model used and can include home visits, connections to
community supports, and half- to full-day child care and school programs. Parental involvement is emphasized as
critical in the child’s development and in increasing children’s success in school. Programs often begin in infancy or
toddlerhood and may continue into early or middle childhood.

Potential Qutcomes

«  Reductions in aggressive behavior

+  Reductions in arrests, convictions, and incarceration

«  Reductions in child abuse and neglect, welfare encounters, and out-of-home placements

«  Reductions in grade retention and special education services

«  Reductions in smoking, alcohol, and drug use

«  Reductions in parent’s use of harsh verbal and physical discipline

« Increases in cognitive and language development

« Increases in nurturing and supportive parent-child interactions, effective child behavior management strategies,
and home environments supportive of learning

« Increases in high school completion, college attendance, and number of years of education

« Increases in full-time employment and health insurance in adulthood
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Quality

early childhood
education can increase
the likelihood that
children will experience
safe, stable, nurturing
relationships and
environments.

Evidence

Evidence exists that preschool enrichment programs with family engagement can reduce children’s aggression and
conduct problems as well as reduce youth'’s perpetration of violence and aggression during adolescence and young
adulthood, with benefits stronger and more stable when preschool and family supports extend into early elementary
school."?

Preschool enrichment with family engagement programs can lower the prevalence of problems in early childhood,
including aggression and child abuse and neglect, and have broader and long-term impacts on parent-child
interactions and youth'’s academic achievement, substance use, and perpetration of violence and crime. Examples of
effective programs are Child Parent Centers (CPCs) and Early Head Start (EHS). CPCs have been evaluated in multiple,
long-term studies. For instance, when followed to age 20, low-income minority children who participated in the

CPC preschool program, relative to youth in other early childhood programs, had significantly lower rates of juvenile
arrest (16.9% versus 25.1%), violent arrests (9.0% versus 15.3%), and multiple arrests (9.5% versus 12.8%).'® At age 24,
relative to youth with fewer years of CPC participation (e.g., preschool only), youth who participated in the program
for 4 to 6 years had a 22% reduction in arrests for violence as well as significantly lower rates for violent convictions
and multiple incarcerations.'® Across studies, youth participating in CPCs also experience numerous other benefits
relative to comparison groups, including lower rates of substantiated reports of child abuse and neglect, out-of-home
placements, grade retention, special education services, depression, and substance use as well as higher rates of high
school completion, attendance in four-year colleges, health insurance, and full-time employment in adulthood.”®105141.143

Multiple evaluations of EHS demonstrate significant program impacts on violence as well as other short- and long-
term benefits. For instance, relative to families accessing community services, the 3-year-old children of families
participating in EHS demonstrated significantly less aggressive behavior, had better cognitive and language
development, and had parents who were more emotionally supportive, provided more language and learning
stimulation, read to their children more often, and spanked less.”* Children in EHS also had significantly fewer child
welfare encounters and substantiated reports of physical or sexual abuse encounters between the ages of 5 and 9
than did children in the control group, and EHS slowed the rate of subsequent child welfare encounters.™ Children in
EHS were more likely to have a substantiated report of neglect which is likely not due to EHS. Rather, enrollment in EHS
may have increased monitoring of families and the visibility of young children experiencing neglect.'** The EHS home-
based program when fully implemented also showed participating families had many benefits two years after the
program relative to a comparison group, including children with fewer social behavior problems, stronger parent-child
engagement, and home environments more supportive of learning.'
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Strengthen Youth’s Skills

Rationale

Strengthening youth'’s skills is an important component of a comprehensive approach to preventing youth
violence. The likelihood of violence increases when youth have under-developed or ineffective skills in the areas of
communication, problem-solving, conflict resolution and management, empathy, impulse control, and emotional
regulation and management.>33147:149 Skill-development has an extensive and robust research base, which shows
building youth's interpersonal, emotional, and behavioral skills can help reduce both youth violence perpetration
and victimization.22'7677.150152 Enhancing these skills can also impact risk or protective factors for youth violence,
such as substance use and academic success.''52153 These life skills can help youth increase their self-awareness,
accuracy in understanding social situations, ability to avoid risky situations and behaviors, and capacity to resolve
conflict without violence.

Approaches

Universal school-based programs are a widely used approach to help youth develop skills to prevent violence and
engage in healthy behaviors.

Universal school-based programs (sometimes also referred to as social-emotional learning approaches) work in
childhood and adolescence to enhance interpersonal and emotional skills, including communication and problem-
solving, empathy, emotional awareness and regulation, conflict management, and team work."**'*' This approach
also provides information about violence, seeks to change the way youth think and feel about violence, and provides
opportunities to practice and reinforce skills. The content and format of skill development programs vary depending
on the model being utilized. These school-based approaches often include guidance to teachers and other school
personnel on ways to build youth’s skills, monitor and manage behavior, and build a positive school climate to reduce
aggression and violence, such as bullying, and support academic success. These approaches are typically delivered to
all students in a particular grade or school. These approaches can be used in all grade levels but are primarily used in
elementary and middle schools.*®

Potential Outcomes

« Reductions in perpetration and victimization of verbal and physical aggression

«  Reductions in bullying and conduct problems

+  Reductions in delinquency

« Reductions in the involvement in violent and nonviolent crime in young adulthood

«  Reductions in smoking, alcohol, and drug use

«  Reductions in depression and suicidal ideation

e Reductions in other adolescent risk behaviors (e.g., sex without a condom, multiple sex partners, risky driving)
* Increases in emotional regulation, understanding social situations, and developing effective and nonviolent solutions
= Increases in academic proficiency

= Increases in positive bystander behavior

= Increases in anti-bullying school policies

= Increases in positive school climate
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Evidence

The evidence suggests that universal school-based programs can reduce aggressive behavior, including bullying, and
other risky behaviors associated with youth violence.

Universal school-based programs. Multiple systematic reviews of various universal school-based programs
demonstrate beneficial impacts on youth’s skills and behaviors, including delinquency, aggression, bullying
perpetration and victimization, and bystander skills that lower the likelihood of violence and support
victims.’677:131134155 Eor example, the Task Force for Community Preventive Services found a 15% relative reduction in
violent behavior among students in pre-kindergarten through high school.™”' Using different outcome measures, the
median relative reduction in aggression and violent behavior associated with universal school-based programs varied
by grade level, with a 32% reduction for pre-kindergarten and kindergarten students, 18% reduction for elementary
students, 7% reduction for middle school students, and 29% reduction for high school students. Researchers
suggest the benefits of these school-based approaches could be strengthened if programs implemented at early
grade levels are continued into the critical high school years.” These programs were effective in reducing youth
violence in different types of school environments, including ones with varying socioeconomic status, crime rates, or
predominant race/ethnicity of students.'’

Examples of effective classroom-based programs are Good Behavior Game (GBG), Promoting Alternative THinking
Strategies® (PATHS), Life Skills® Training (LST), and Steps to Respect (STR). The GBG has demonstrated that participants
had significantly lower levels of classroom aggression in elementary school, and some studies of the long-term effects
of GBG showed significantly lower levels of aggression in middle school and lower prevalence of antisocial personality
disorder and violent crime by age 19 to 21."°5"%° These effects were for male youth with relatively higher levels of early
aggression when compared to youth in alternative intervention conditions.’”'*° These participants also had lower
prevalence of alcohol abuse, smoking, and suicidal ideation by the time they reached young adulthood.’”'%

Multiple evaluations of PATHS show significant program impacts on aggression, violent behaviors, and a number of
developmental risk factors for violent behavior among participants in both regular and special education classrooms.”®
For instance, randomized controlled trials of PATHS found participants relative to controls were better able to regulate
their emotions, understand social problems, develop effective solutions, and decrease their use of aggressive
responses to conflict.’s! At the one-year follow-up, participants also reported fewer depression symptoms and had
fewer conduct problems.’' An independent randomized evaluation replication, which tracked students from 14
schools over a period of 3 years, found less self-reported aggressive problem-solving and fewer teacher-reported
conduct problems among participants relative to controls.'®? Relative to controls, participants also demonstrated
greater reading and math proficiency in fourth grade and writing proficiency in fifth and sixth grade.'®®

In multiple short- and long-term randomized trials of the LST program, participants demonstrated significant
improvements in social skills, such as assertiveness and self-control, and a lower prevalence of many risk behaviors,
including smoking, alcohol and drug use, HIV risk behavior, and unsafe driving.”® A randomized trial of program
benefits on violence outcomes across 41 schools found student participants in a one-year LST program, relative to
students receiving a standard health education curriculum, reported a 32% reduction in delinquency, a 36% reduction
in frequent delinquency (= 3 events), and a 26% reduction in frequent fighting (> 3 events).'®* Stronger prevention
benefits were found for youth who participated in at least half of the program, including less physical and verbal
aggression, fighting, and delinquency.’®*
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STRis one school-based program with demonstrated impacts on bullying and youth violence protective factors.
A longitudinal evaluation of STR found after the second year of implementation, participants had a 31% decrease
in bullying and victimization, 36% decrease in non-bullying aggression, and 72% decrease in harmful bystander
behavior.’® A large scale replication evaluation found significantly lower levels of physical bullying perpetration
among participants relative to controls, and significant increases in school anti-bullying policies, positive school
climate, and positive bystander behavior.'¢

Universal
school-based
programs can
reduce aggressive
behavior, including
bullying and other
risky behaviors.
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Connect Youth to Caring Adults
and Activities

Rationale

Young people’s risk for violence can be buffered through strong connections to caring adults and involvement in
activities that help young people grow and apply new skills.*#**'4” Relationships with caring adults, in addition to
parents or caregivers, can influence young people’s behavioral choices and reduce their risk for involvement in
crime and violence, alcohol and other substance use, and high-risk sexual behavior.****** These caring adults could
include teachers, coaches, extended family members, neighbors, and community volunteers. Exposure to positive
adult role models helps youth learn acceptable and appropriate behavior.>* Through positive interpersonal
relationships and learning activities, youth can also develop broad and healthy life goals, improve their school
engagement and skills, and establish networks and have experiences that improve their future schooling and
employment opportunities.'” These connections and experiences and the many benefits they contribute to, such
as enhanced academic performance, are protective against involvement in crime and violence.*>'”

Approaches

Mentoring and after-school programs are two approaches for connecting youth to caring adults and engaging
youth in activities to reduce or buffer against their risk for violence perpetration and victimization.

Mentoring programs pair youth with a volunteer from the community with the goal of fostering a relationship
that will contribute to the young person’s growth opportunities, skill development, and academic success.?9'%®
Mentoring programs may be delivered without any set location for mentoring activities or be implemented in

a specific location, such as a community center or faith-based organization. Mentoring programs can also be
implemented in school settings (e.g., volunteers meet with youth on school grounds) and include academic
support and enrichment activities.'®'%° Program models can involve one-to-one matching of an adult mentor
with a youth or take a group mentoring approach. The level of training and support provided to mentors varies
depending on the model used. Programs can varying in how similar mentors and youth are in their interests and
how frequently they spend time together.'®®'® Mentoring programs can be delivered to any youth from early
childhood through adolescence without regard to known risk factors, although programs more typically focus on
youth perceived to be at risk for problems in academics, behavior, or health.'s

After-school programs provide opportunities for youth to strengthen their social and academic skills and
become involved in school and community activities to expand their prosocial experiences and relationships.
These approaches also address key risk and protective factors for youth violence by helping to provide supervision
during critical times of the day, such as from 3:00 to 6:00 p.m. when youth crime and violence peak."”® After-school
programs range from those offering tutoring and homework assistance to more formal skill-based programming
and structured learning activities.'® Opportunities to develop and practice leadership, decision-making, self-
management, and social problem-solving skills are important components of programs that work.'”"'72 After-
school programs may be offered on school grounds or in community settings.'®®
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Potential Outcomes

« Reductions in perpetration and victimization of violence

«  Reductions in physical fighting and delinquency

«  Reductions in involvement in gang activity

+  Reductions in rates of arrests for violent and nonviolent crime

«  Reductions in drug selling

«  Reductions in alcohol and drug use

+  Reductions in truancy

«  Reductions in rates of school dropout

« Increases in academic performance and perceptions of academic abilities
« Increases in graduation rates

« Increases in parent-child relationships and parental trust

« Increases in positive relationships with teachers or prosocial adults

Evidence

Evidence suggests that mentoring and after-school approaches can benefit youth in a number of ways, including
reducing their risk for involvement in crime and violence, although the evidence of effectiveness varies by model
and program.

Mentoring programs. Systematic reviews and meta-analyses of mentoring programs show strong support for
improvements in outcomes across behavioral, social, emotional, and academic domains.>*#%%° Big Brothers Big
Sisters of America (BBBS) is the oldest and best known example of a one-on-one mentoring program implemented
in community and school settings in the United States.'? An evaluation of the community-based BBBS mentoring
program found positive impacts on a number of problem behaviors.””* At the 18-month follow-up, mentored youth
had skipped half as many days of school as control youth and were 46% less likely to have initiated illegal drugs
and 27% less likely to have initiated alcohol use, which are important risk factors for youth violence. Mentored
youth were also 32% less likely to have engaged in a physical fight. Other benefits included stronger academic
competence and improvements in parental trust. Although the benefits were significant for both boys and girls,
many of the strongest gains were among the Little Sisters.

A national evaluation of the school-based mentoring program of BBBS found that mentored youth performed better
academically, had more positive perceptions of their academic abilities, and were more likely to report having a
special adult in their lives for support relative to a control group of non-mentored youth—factors that protect against
youth violence."”® Impacts on other youth outcomes were influenced by relationship factors. Higher-quality mentoring
relationships were associated with improvements in parental and student-teacher relationships.’”® These, in turn, were
associated with better youth outcomes, such as increased prosocial behavior and decreases in problem behaviors,
such as getting into a physical fight in the neighborhood and vandalizing property.'”¢
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After-school programs. The evidence for after-school programs varies with some programs showing few or small
effects and others showing significant benefits on academic, behavioral, and social-emotional outcomes.>>171172177
These mixed effects likely are due to differences in program models, duration, program structure, staff, and diversity
of participants.’”2 One example with demonstrated benefits on schooling and delinquency outcomes is the Los
Angeles’ Better Educated Students for Tomorrow (LA’s BEST) program. A rigorous, longitudinal evaluation of LA’s BEST
found significant positive effects on academic achievement and reductions in arrests for youth crime and violence,
especially among those who attended at least 10 days per month and had significant adult contact, relative to
control students from the same schools who attended fewer days and relative to control students from matched
schools.'”®

Another example is the After School Matters (ASM) program, which offers apprenticeship experiences in technology,
science, communication, the arts, and sports to high-school students in Chicago Public Schools.'? An initial

impact study of academic outcomes found that ASM students had fewer course failures, higher graduation rates
and lower school dropout rates by age 18 than non-ASM students.'® A rigorous, randomized controlled trial of the
program across 10 predominately lower-income, racially/ethnically diverse high schools found a number of other
positive outcomes. Participating youth missed fewer days of school, had better attitudes toward school, higher self-
regulation, and were less likely to sell drugs or participate in gang activity than control youth.™!

Mentoring and
after-school
approaches can
benefityouthina
number of ways,
including reducing their
risk for involvement

in crime and

violence.
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Create Protective Community Environments

Rationale

Creating protective community environments in which young people develop is a necessary step towards achieving
population-level reductions in youth violence. Communities can include places with any defined population with
shared characteristics and environments, such as schools, towns, cities, youth-serving organizations or institutions,
and areas (e.g., parks, business districts, public transportation hubs) where individuals regularly interact. Approaches
that modify the characteristics of these places are considered community-level approaches. Such approaches can
involve, for example, changes to policies or the physical and social aspects of settings in order to reduce risk factors
and increase protective factors for youth violence.” These changes can have a significant influence on individual
behavior by creating a context that promotes social norms that protect against violence.’® These approaches can
improve perceived and actual safety and reduce opportunities for violence and crime and, in turn, increase protective
factors, such as residents having more prosocial interactions and opportunities to support youth. Approaches that
create protective environments can reduce violence-related injury and death as well as have long-term benefits by
reducing children’s exposure to violence and the consequences of this exposure.3183

Approaches

The current evidence suggests three approaches with promise for modifying the characteristics of settings associated
with youth violence victimization and perpetration.

Modify the physical and social environment. These approaches prevent youth violence and crime by enhancing
and maintaining the physical characteristics of settings where people come together in order to foster social
interaction, strengthen connectedness, and increase collective efficacy (e.g., shared trust among residents and
willingness to intervene).>>® Examples of this work include increasing lighting, managing accessibility to buildings
and public spaces, street cleaning, increasing security, abandoned building and vacant lot remediation, creating
green space, and sponsoring community events that bring residents together. These approaches can also be applied
in school and other settings where young people frequently interact.’®'® These approaches are often led by
governmental and nongovernmental community partners (e.g., city planners, parks and recreation, business) and may
include youth and adult residents.

Reduce exposure to community-level risks. Youth violence is associated with a number of community-level risks,
such as concentrated poverty, residential instability, and density of alcohol outlets.?3374% Reducing exposure to
these community-level risks can potentially yield population-level impacts on youth violence outcomes.'®® Prevention
approaches to reduce these risks include changing, enacting, or enforcing laws, city ordinances and local regulations,
and policies to improve household financial security, safe and affordable housing, and the social and economic
sustainability of neighborhoods. Public-private partnerships and community-driven needs and services are important
elements of these approaches.

Street outreach and community norm change approaches connect trained outreach staff with residents to mediate
conflicts, promote norms of nonviolence, and connect youth to community supports to reduce risks and build buffers
against violence.'® The ways in which these connections occur can vary depending on the model used, outreach

staff training and expertise, and available community resources. Outreach staff typically connect with residents

with known histories of engaging in criminal and violence-related activities or who are at heighten risk to engage in
violence (e.g., had a recent argument, family member or friend recently harmed by violence). This approach also uses
public education and neighborhood events to change norms about the acceptability of violence and willingness of
community members to act in ways to reduce the likelihood of violence.
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Potential Qutcomes

«  Reductions in nonfatal physical assault, firearm assaults, nonfatal shootings, and homicide
«  Reductions in violence-related injuries among youth

«  Reductions in nonviolent and violent crime and arrests

« Reductions in gang-related violence

«  Reductions in community risk factors for youth violence (e.g., alcohol use by minors)

« Reductions in acceptability of using guns to resolve disputes

+ Increases in normative beliefs that violence is unacceptable

Evidence

The evidence supporting these approaches is growing and shows significant impacts on neighborhood crime and
youth violence.””#°

Modify the physical and social environment. Evaluations of physical and social environment approaches
demonstrate significant decreases in crime and violence in neighborhood settings. For example, Business Improvement
Districts (BIDs) are public-private partnerships that collect and invest resources from local merchants and property
owners into local services and activities, such as efforts to improve commercial activity, street cleaning and
beautification, and public safety, in order to increase appeal and use by residents and the prosperity of the businesses
and community. An evaluation of BIDs in Los Angeles found a 12% reduction in robberies and 8% reduction in overall
violent crime in BID neighborhoods compared to the non-exposed neighborhoods as well as significant economic
benefits due to reduced crime rates, reduced arrests, and lower prosecution-related expenditures.”®'* Environmental
design activities, such as Crime Prevention Through Environmental Design (CPTED), promote positive interpersonal
interactions and the safe use of spaces through enhanced visibility, access management, and proper maintenance
and design.*® A systematic review of CPTED principles applied to business settings found significant reductions in
robberies.'! Evaluations and a systematic review also show communities applying some CPTED principles, such as
abandoned building and vacant lot remediation and cleaning and maintenance of neighborhood green spaces and
housing, experience decreases in gun assaults, youth homicide, disorderly conduct, and violent crime as well as
beneficial impacts on residents’ perception of crime, stress, community pride, and physical health.'#>”

Reduce exposure to community-level risks. Strengthening household financial security through tax credits, such as
the Earned Income Tax Credit (EITC), can help families increase their income while incentivizing work or offsetting the
costs of child-rearing and help create home environments that promote healthy development.’® While the EITC has
not been evaluated for its direct impact on rates of youth violence, the evidence suggests that the EITC can lift families
out of poverty.'#*2%° Simulations show that a Child Tax Credit of a $1000 allowance per child, paid to each household
regardless of income or tax status, would reduce child poverty in the United States from 26.3% to 23.2%; a $2000
allowance per child would reduce child poverty to 20.4%; a $3000 allowance per child would reduce child poverty to
17.6%; and a $4000 allowance per child would reduce child poverty to 14.8%.2°' The Low-Income Housing Tax Credit
(LIHTC), which is designed to improve the availability of safe and affordable rental housing in highly distressed urban
neighborhoods, can help revitalize the poorest neighborhoods and offset a number of negative outcomes in these
communities.*® There is evidence suggesting that the LIHTC can reduce the concentration of poverty and is also
associated with reductions in violent crime and aggravated assault without evidence of spatial displacement.>*2%

Evaluations of other strategies to reduce exposure to community-level risks are emerging, with policies related to
alcohol receiving substantial attention. Systematic reviews and meta-analyses show alcohol policies (e.g., location and
concentration of outlets, licensing regulations, pricing, hours and days of sale) can influence risk factors associated
with youth violence and other health conditions.?*2%> An evaluation of a Richmond, Virginia policy restricting licenses
for the sale of single-serve alcoholic beverages by convenience stores found significant declines in ambulance
pickups of youth for violent injuries (19.6 to 0 per 1,000) as compared to a control community (7.4 to 3.3 per 1,000).2%
International studies also demonstrate policies related to alcohol sales are associated with significant reductions in
homicide, physical assaults, and violent crime.27-2%°
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Street outreach and community norm change. Several types of street outreach and community norm change
programs exist, and some have evidence to support their effectiveness in preventing violence. Cure Violence
(formerly known as Ceasefire), and similar programs, such as Baltimore’s Safe Streets, have been implemented and
evaluated in several communities. These programs are associated with reductions in gun violence, homicides, gang-
related violence, and nonfatal assault-related injuries in some but not all implementation areas where studied.’® An
evaluation of Chicago’s Cure Violence implemented in seven communities found significant reductions in aggravated
batteries and assaults and shootings in half of the implementation communities while the other implementation
communities either had no significant declines or no differences in the rate of decline relative to the comparison
communities.?’® An evaluation of Baltimore’s Safe Streets program in four neighborhoods found significant reductions
in nonfatal shootings in the four implementation areas, significant reductions in homicide in two implementation
areas, and either no reduction or an increase in homicides in two implementation areas relative to comparison
communities. The impacts on homicide and nonfatal injuries also extended to the neighborhoods surrounding the
implementation sites. Across all the implementation sites and bordering areas, the combined prevention effects were
at least 5 fewer homicides and approximately 35 fewer nonfatal shootings.'®> Across the implemented programs and
evaluations, investigators suggest mixed effects may be related to variations in the outreach workers, how well the
program is managed and implemented, and other community contextual factors, such as shifts in gang violence and
support from neighborhood organizations.'8183

An additional goal of these programs is to change community norms about the acceptability of violence. The
evaluation of Safe Streets on youth'’s attitudes found youth in one intervention community were 4 times less likely than
youth in a nonintervention comparison neighborhood to support the use of a gun to resolve disputes.?’ Another
evaluation shows one year after the implementation of Safe Streets, youth in the intervention community relative to
the control community had significant changes in their attitudes about the use of gun violence to resolve conflicts,
with intervention youth viewing violence to solve conflicts less favorably.®

Evaluations of physical
and social environment
approaches demonstrate
significant decreases in
crime and violence in
neighborhood settings.
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Intervene to Lessen Harms
and Prevent Future Risk

Rationale

Many youth who engage in violence as teens and young adults have histories of childhood conduct problems,
aggression, violence perpetration and victimization, delinquency, and criminal behavior.2°33212214 These youth often
have other known risk factors for violence, including substance use, academic problems, associations with deviant
peers, and home environments characterized by disruption, conflict, violence, and other family problems.?332'> Many
have experienced traumatic events and show signs of behavioral and mental health problems from experiencing,
witnessing, and living with chronic exposures to violence and in unhealthy environments.’?'52'7 Justice responses,
such as incarceration alone, have limited effect on youths’ future criminal behavior, and some policies, such as

the transfer of juvenile offenders to adult criminal courts, can result in worse outcomes for youth.'>2830218 Other
approaches designed to address these youths’ many risk factors have the potential to interrupt the continuation and
escalation of violence.2#%19220 These interventions can also create resiliency and strengthen familial protective factors,
such as parental monitoring, parent-child communication, and behavioral management.

Approaches

Several approaches have been identified to lessen the harms of violence exposure and prevent the continuation
and escalation of violence and its associated risk factors, including therapeutic treatments and hospital-community
partnerships that provide brief intervention and community prevention services.

Treatment to lessen the harms of violence exposures. Therapeutic treatment can mitigate the behavioral and
health consequences of witnessing or experiencing violence in the home and community and other adverse child
experiences.??'22* Improvements can occur in youth's maladaptive and acting out behaviors, irritability, difficulty
sleeping or concentrating, and symptoms of depression, anxiety, and post-traumatic stress disorder (PTSD).
Treatments are designed to help youth process traumatic exposures, manage trauma-related distress, and develop
effective coping strategies and skills. These treatments are typically delivered by trained professionals in a one-on-one
or group setting and over the course of 12 or more sessions. Referrals may come from social services, schools, or other
local community organizations. Treatment is often provided to children at varying ages and stages of development,
and as such, may engage both the child and caregiver in the treatment process.

Treatment to prevent problem behavior and further involvement in violence simultaneously addresses multiple
risk factors and builds supports at home and in the community. These approaches develop youth's social and
problem-solving skills, provide youth with therapeutic services to address behavioral and emotional issues, offer
families therapeutic services to reduce conflict, improve communication, and enhance parents’management and
supervision of youth.*?'922 The goal of these supports is to assist youth and families in making significant changes

in their behavior in order to prevent youth from engaging in future acts of violence. Referrals may come from the
juvenile justice system, schools, or other community organizations working with young people and families who have
many risk factors for youth violence. Programs are often delivered by trained clinicians in the home or a clinic setting
and can be administered to individual families or groups of families. Programs typically include multiple components,
such as individual counseling of youth, family counseling, parent training, and school consultation.
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Hospital-community partnerships are intended to strengthen connections between the acute treatment of
violence-related injuries and community assistance in order to prevent future injuries and health risk behaviors.??*
These approaches provide support to youth shortly after receiving care in emergency departments for acute issues.
The youth served by these approaches and the length and content of the program vary based on the model used.
Typically these programs involve brief interventions to develop skills and risk awareness, needs assessments, and
connection to case-management services. Motivational interviewing to engage youth and encourage behavior
change, components to address peer norms about risk behaviors, and ways to manage life stressors and situations
post-injury are elements of these interventions.??

Potential Outcomes

« Reductions in victimization and perpetration of violence

+ Reductions in nonviolent and violent crime

« Reductions in arrests and recidivism

«  Reductions in gang involvement

«  Reductions in out-of-home placements

+  Reductions in siblings’ criminal behavior

«  Reductions in teen dating violence

«  Reductions in child abuse

+  Reductions in substance use

«  Reductions in symptoms of PTSD, depression, and behavioral problems
+ Increases in school attendance and homework completion

+ Increases in positive parenting and family management practices (e.g., monitoring and supervision)
+ Improvements in family relationships and communication

Evidence

A large body of evidence highlights the importance and benefits of intervening with youth who have histories of
violence, crime, and delinquency exposures.

Treatment to lessen the harms of violence exposures, such as Trauma-Focused Cognitive Behavioral Therapy®
(TF-CBT), is effective in reducing symptoms of PTSD, depression, and behavioral problems as well as strengthening
positive parenting practices.??"??” TF-CBT was originally designed to address symptoms associated with sexual abuse
and has been adapted to treat other traumas including witnessing community or domestic violence, which are
important risk factors for youth violence.??® Another example, Cognitive Behavioral Intervention for Trauma in Schools
(CBITS), is designed for youth ages 10-15.22° This program addresses treatment barriers, such as stigma and access

to services, by offering the treatment in school settings but has also been implemented in community settings with
a range of populations (e.g., ethnic minority, immigrant, low and middle-income). The treatment is associated with
improvements in symptoms of PTSD and depression and parent-reported behavioral problems.?°

Treatment to prevent problem behavior and further involvement in violence. The benefits of therapeutic
interventions for young people with histories of violence, crime and delinquency have been documented in
numerous reviews.*2'%220 One meta-analysis of interventions for youth with a history of criminal offenses found that
relative to controls juveniles who received treatment had an average 12% decrease in future violence and crime.?®
Across studies, larger effects were found for more serious offenders (e.g., history of both person and property
offenses) than less serious offenders and when the treatments were longer. However, the effects of individual
programs varied with some programs having more substantial impacts (e.g., 40% reduction in recidivism) and
others associated with no effects or an increase in recidivism. Examples of programs demonstrating benefits for
participating youth and families include Functional Family Therapy (FFT), Multidimensional Treatment Foster Care
(MTFC), and Multisystemic Therapy® (MST).
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FFT is a short-term, family-focused program that strengthens parent-
child communication and relationships and helps families set clear
expectations and use consequences to improve youth’s behavior.
Evaluations of FFT have shown significantly lower recidivism in
misdemeanor and felony offenses among participating youth relative to
youth receiving only probation during adolescence (11% versus 67%) and
young adulthood (9% versus 41%).2'232 Other evaluations have replicated
the impact on recidivism in domestic and international samples

and also demonstrated other positive outcomes, including stronger
family communication, improved family mental health, reduced court
involvement of siblings, and lower substance use by youth.?3-%

MTFC includes short-term placements of chronically delinquent youth

with extensively trained foster parents, family therapy for biological

parents, and behavioral and academic supports to youth. A systematic
review of therapeutic foster care approaches, such as MTFC, demonstrates
an approximate 72% reduction in violent crimes among participants.?¢
Relative to youth in usual care services, MTFC participants also had
significantly lower self-reported violence and fewer referrals for violent
crime (5% versus 24%) two years post intervention.?” Other benefits include
lower substance use, improvement in family management practices, and
stronger school attendance and homework completion.?382%°

MST is an intensive multi-component program for chronically delinquent and violent youth that engages the
youth’s entire social network (e.g., family, school and teachers, neighborhood, friends) in order to reduce risks

and improve protective factors. MST has been evaluated in numerous trials with samples of chronic and violent
juveniles.?* These studies demonstrate significant long-term reductions in re-arrests (reduced by a median

of 42%) and out-of-home placements (reduced by a median of 54%), as well as beneficial impacts on family
functioning and positive parenting practices, youth's substance use, youth’s behavioral and mental health, youth'’s
gang involvement, and sibling’s criminal behavior.?*?*! For example, MST participants relative to youth receiving
individual therapy had fewer violent felony arrests approximately 22 years later (4.3% versus 15.5%), and the
siblings of these participants had fewer arrests for any crime (43.3% versus 72%) and felonies (15% versus 34%)
approximately 25 years later.?*>?* Other benefits include improvements in positive parenting practices, reductions
in child abuse, lower substance use, and community cost savings.?*°

Hospital-community partnerships. The implementation of brief emergency department interventions is growing
across the United States.?** Some of these interventions have also been rigorously evaluated to assess their effects
on revictimization, substance use, further involvement in crime and violence, and rates of entry or re-entry into

the criminal justice system.?*>2% For instance, SafERteens is an emergency department intervention for youth who
present with violence or alcohol use problems that uses motivating interviewing techniques to increase problem
recognition and skills, including conflict resolution, alcohol refusal, and anger management. Evaluations of SafERteens
demonstrate that participating youth relative to controls had significant reductions in perpetration and victimization
of peer violence that were maintained one-year following the intervention.?*® Additional program benefits include
reductions in alcohol use and dating violence victimization.**¢2* SafERteens has been adapted to include content
applicable to youth regardless of their history of violence or alcohol use, and an evaluation of the adapted model
(Project SYNC) also demonstrated a significant decrease in the frequency of perpetrating violence and an increase

in self-efficacy to avoid fighting among participating youth relative to controls.*® An evaluation of the Caught in the
Crossfire program in Oakland, California yielded positive outcomes on youths’involvement in crime. During the six-
month post-injury evaluation period, the intervention youth were 70% less likely to be arrested for any offense and
60% less likely to have had any involvement in the criminal justice system compared with controls.?*
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Benefits Relative to Costs

A robust evidence base of effective prevention approaches has enabled researchers to systematically assess the
benefits relative to costs of many youth violence prevention activities. Many prevention programs and policies
presented in this technical package have been shown in one or more studies to have significant preventive effects
on youth violence or risk and protective factors for youth violence as well as have economic benefits that exceed
implementation costs.”®’#8 Published cost-benefit estimates can vary as researchers and states calculating the
economic benefits of programs can differ in their methods, such as focusing on a single program versus multiple
programs, the rigor of included research, and costs and outcomes considered.?*"?*2 The table below includes
examples of benefit-cost information for some of the programs in this technical package based on Washington
State’s methodology of estimating cost-benefits. Washington State’s approach considers program impacts on
factors and systems, including future labor market earnings, criminal justice costs, education system costs, and
health care expenses.

@@ Estimates of Benefits Relative to Costs*

Evidence-based Approach/Program Benefits per $1 of cost
Nurse Family Partnership® $1.61

The Incredible Years® — Parent $1.65

Strengthening Families 10-14 $5.00

Early Childhood Education Programs (state and district) $5.05

Good Behavior Game $64.18

Life Skills® Training $17.25

et (e frssdl $14.85 (with volunteer cost)

$23.86 (taxpayer only)
Functional Family Therapy $6.51
Multidimensional Treatment Foster Care $1.70
Multisystemic Therapy® $1.74

"Dollar estimates by Washington State Institute for Public Policy are in 2015 dollars and are specific to the state of Washington. Estimates
are likely to vary across states and communities. The benefit-cost estimates are continually updated, and cost estimates presented are
based on information published by Washington State Institute for Public Policy as of September 2016. The latest information is available
online at: http://www.wsipp.wa.gov.
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Sector Involvement

Public health can play an important and unique role in preventing youth violence. Public health agencies, which
typically place prevention at the forefront of efforts and work to create broad population-level impact, can bring
critical leadership and resources to bear on this problem."*3 For example, these agencies can serve as a convener,
bringing together partners and stakeholders to plan, prioritize, and coordinate youth violence prevention activities.
Public health agencies are also well positioned to collect and disseminate data, implement preventive measures,
evaluate programs and policies, and track progress. Although public health can play a leadership role in preventing
youth violence, the strategies and approaches outlined in this technical package cannot be accomplished by the
public health sector alone.

Other sectors vital to implementing this package include, but are not limited to, education, health care (mental,
behavioral, medical), justice, government (local, state, and federal), social services, business, housing, media, and
organizations that comprise the civil society sector, such as faith-based organizations, youth-serving organizations,
foundations, and other non-governmental organizations. Collectively, these sectors can make a difference by
collaborating to prevent youth violence by impacting the various contexts and underlying risks that contribute to
youth violence.**?*> The selection and implementation of prevention strategies and approaches by these sectors can
also be informed and strengthened by youth, families, and other community adults all of whom have important roles
in preventing youth violence.""

The strategies and approaches described in this technical package are summarized in the Appendix along with the
relevant sectors that are well positioned to lead implementation efforts. For instance, the social services, education,
and public health sectors are vital for the implementation and continued provision of Quality Education Early in Life. As
the lead sector in implementing programs, such as Child-Parent Centers and Early Head Start throughout the country,
the social services sector is helping to ensure that families and communities receive the skills and services necessary
to promote the physical, cognitive, social, and emotional development of children, thereby preparing youth for
long-term academic success and positive behavioral and health outcomes. Some of these programs extend into the
elementary school years making the education sector an important partner in prevention. The public health sector
can play a vital role by educating communities and other sectors about the importance of ensuring early childhood
education and continuing research that documents the benefits of early childhood education on health and
development, family well-being, and youth violence prevention, as this evidence is important in making the case for
continued support of these programs for children and families in need.

The approaches and programs that Strengthen Youth’s Skills are often implemented in the education setting, making
education an important sector for implementation. Public health departments across the country often work in
partnership with school districts to implement and evaluate prevention programs in school settings. Some of these
programs may also be suitable for delivery in community settings, and local and state public health departments can
also play a leadership role in implementing and evaluating these programs in other settings. Programs to Promote
Family Environments that Support Healthy Development are implemented in a variety of settings and involve the
collaborative work of public health, community organizations, and education. As with other prevention programs,
local and state public health departments can bring partners together to plan, prioritize, and coordinate prevention
efforts and play a leadership role in evaluating these programs and tracking their impact on health, behavioral, and
other outcomes.

A Comprehensive Technical Package for the Prevention of Youth Violence and Associated Risk Behaviors °



P

Community organizations and education are well positioned to lead and implement approaches and programs that
Connect Youth to Caring Adults and Activities. These sectors can help identify youth with known risk factors, such as
academic, behavior, or family problems, and tailor programming to best meet the needs of these youth and their
families. Business, housing, and government entities, on the other hand, are in the best position to implement policies
and programs that Create Protective Community Environments. These are the sectors that can more directly address
some of the community-level risks and environmental contexts that make youth violence more likely to occur. Public
health can play an important role by gathering and synthesizing information, working with other agencies within their
state or local governments in supporting policy and other approaches, and evaluating the effectiveness of measures
taken.

This technical package includes a number of therapeutic programs as well as interventions delivered in hospital
settings designed to Intervene to Lessen Harms and Prevent Future Risk. The health care, social services, and justice
sectors can work collaboratively to support young people and their families to prevent and address the harms of
violence exposures, decrease recidivism, and reduce the potential for the escalation in crime and violence and serious
violence-related injury or death. The intensity and multiple activities of these interventions benefit from the expertise
of licensed and trained professionals. Coordination of supports across various service providers and community
organizations is also critical.

Regardless of the strategy, action by many sectors will be necessary for the successful implementation of this technical
package. In this regard, all sectors can play an important and influential role in helping to prevent youth violence.

Monitoring and
evaluation are
necessary components
of the public health
approach to
prevention.
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Monitoring and Evaluation

Monitoring and evaluation are necessary components of the public health approach to prevention. Timely and reliable
data are necessary to monitor youth violence and its related risk and protective factors and to evaluate the impact of
prevention efforts. Data are also necessary for prevention planning and implementation.

Surveillance data help researchers and practitioners track changes in the burden of youth violence. Surveillance
systems exist at the national, state, and local levels. It is important to assess the availability of surveillance data and
data systems across these levels to identify and address gaps in the systems and to utilize this information when
implementing and evaluating prevention activities. The National Violent Death Reporting System (NVDRS), National
Electronic Injury Surveillance System-All Injury Program (NEISS-AIP), and the Youth Risk Behavior Surveillance System
(YRBSS) are examples of surveillance systems that include data on youth violence. The NVDRS is a state-based
surveillance system that combines data from death certificates, law enforcement reports, and coroner or medical
examiner reports to provide detailed information on the circumstances of violent deaths, including youth homicides,
which can assist communities in guiding prevention approaches.? The NEISS-AIP provides nationally representative
data about all types and causes of nonfatal injuries treated in U.S. hospital emergency departments, including those
related to youth violence, and can be used to characterize and monitor trends in nonfatal injuries involving youth and
inform program and policy decisions.® The YRBSS collects information from a nationally representative sample of 9-12
grade students and is a key resource in monitoring health-risk behaviors among youth, including physical fighting on
and off school property, bullying, and weapon carrying.?’ The YRBSS data are obtained from a national school-based
survey conducted by CDC as well as state, territorial, tribal, and large urban school district surveys conducted by
education and health agencies.

National, state, and local data about juvenile’s violent offenses, victimization, and involvement with the justice system are
also available from the Department of Justice’s Bureau of Justice Statistics, the Federal Bureau of Investigation Uniform
Crime Reports, and the Office of Juvenile Justice and Delinquency Statistical Briefing Book.?*%2>? State and local data
from police incident reports, 911 calls, ambulance and medical services, and school disciplinary reports may also be
available. Many communities and schools also conduct surveys about youth’s behavior and the strengths and needs of
organizations serving youth to monitor youth violence and to inform ongoing and future prevention activities.

Itis important at all levels (national, state, and local) to track progress of prevention efforts and evaluate the impact
of those efforts, including the impact of this technical package. Evaluation data, produced through program and
policy implementation and monitoring, are essential to knowing what does and does not work to affect rates of
youth violence and associated risk and protective factors. Theories of change and logic models that identify short,
intermediate, and long-term outcomes are an important part of program and policy evaluation. Understanding how
approaches are being implemented and what implementation conditions result in the best outcomes can inform the
refinement of a community’s prevention activities over time.

The evidence base for youth violence prevention has advanced greatly over the last few decades, resulting in strong
evidence for strategies that address many individual and relationship risk and protective factors. More research is
needed to strengthen the evidence for strategies that address community risk and protective factors for violence, reduce
minors’inappropriate access to and use of weapons, and youth’s risk for lethal violence 8°° Most existing evaluations
focus on approaches implemented in isolation. However, research is growing about the likely synergistic effects of

using a combination of the strategies and approaches, many of which are included in this package, and results are
encouraging.®>* Continued research is needed to understand the extent to which combinations of strategies and
approaches result in greater reductions in youth violence than individual programs, practices, or policies. As evidence
related to a strategy or approach or combination continues to grow and research gaps are filled, this technical package
can be refined to reflect the latest knowledge and understanding of what works to prevent youth violence.
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Conclusion

Youth violence is a significant public health problem that results in the premature death of thousands of young
people each year. An additional half a million youth experience injuries that are treated in emergency departments,
which can leave them with serious short- and long-term physical and psychological challenges that require
rehabilitation supports. Violence directly or indirectly harms everyone in a community by contributing to fear of
engaging in neighborhood activities, impairing the ability of businesses to grow and prosper, and creating financial
strain on education, justice, and medical systems that leave communities with limited resources to achieve other
community goals.

The good news is that youth violence is preventable. The knowledge, experience, and scientifically supported
strategies described in this technical package can help communities prevent youth violence perpetration and
victimization and achieve substantial cost benefits.”*® Implementing one strategy will have benefits but may not
result in long-term and wide-spread changes in an entire community’s level of violence. A comprehensive prevention
approach is more likely to result in significant, broad, and lasting effects. The strategies and approaches in this
technical package are intended to be used in combination in a multi-level, multi-sector way to prevent youth violence.
The package includes strategies that are in keeping with CDC’s emphasis on primary prevention, or preventing youth
violence from happening in the first place, as well as those to lessen the short- and long-term harms of youth violence.
The hope is that multiple sectors, such as public health, health care, education, justice, social services, and business,
will use this technical package as a guide and join CDC in efforts to prevent youth violence and its consequences.

The good
news is that
youth violence
is preventable.
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Appendix: Summary of Strategies and
Approaches to Prevent Youth Violence

Best Available Evidence

Approach/Program i i
Strategy pproa /Prog am, ){outh ){outh Risk/Protective Lead Sectors'
Practice or Policy Violence Violence Factors for
Perpetration  Victimization  YouthViolence
Early childhood home visitation Public health
Health care
Nurse Family Partnership® 4 v . .
. Social services
Promote Family . . _— . .
Environments Parenting skill and family relationship programs
that Support The Incredible Years® 4 v
Healthy —
Parent Management Training— .
Development Oregon Model™ v v Public health
Strengthening Families 10-14 v v Education
Coping Power v v
Familias Unidas™ v v
. . Preschool enrichment with family engagement Public health
Provide Quality yengag
Education Early Child Parent Centers v v Social services
in Lif
¢ Early Head Start 4 v Education
Universal school-based programs
Good Behavior Game v 4
Strengthen Promoting Alternative THinking v v Public health
Youth'’s Skills Strategies® Education
Life Skills® Training v v
Steps to Respect v v v
q Community
Mentoring programs organizations
Big Brothers Big Sisters v v
Connect Youth to of America Education
Car!n'g.AduIts and | After-school programs Community
Activities Los Angeles’ Better Educated v organizations

Students for Tomorrow

After School Matters

Education
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Best Available Evidence

Youth Risk/Protective
Violence Factors for
Victimization  Youth Violence

Approach/Program,
Practice or Policy

Youth
Violence
Perpetration

Strategy

Modify the physical and social environment

Lead Sectors’

Business
Business Improvement Districts v v
Government
Crime Prevention through (local, state)
. . v v v
Environmental Design

. Reduce exposure to community-level risks
Create Protective P y

Business
Housing

Government
(local, state)

Community Tax credits
Environments Alcohol policies v v
(outlet density, pricing)
Street outreach and community norm change
Cure Violence v v v
Safe Streets v v v

Public health

Community
organzations

Treatment to lessen the harms of violence exposures

Trauma-Focused Cognitive

2 2
Behavioral Therapy® N/A N/A v
Cognitive Behavioral Intervention , R
for Trauma in Schools N/A N/A v

Health care
Social services

Community
organizations

Treatment to prevent problem behavior and future involvement in violence

Intervene to Health care
Lessen Harms Functional Family Therapy v v
and Prevent Multidimensional Treatment v v Social services
Future Risk Foster Care Justice
Multisystemic Therapy® v v
Hospital-community partnerships Health care
SafERteens v v v Community
Caught in the Crossfire v v organizations

'This column refers to the lead sectors well positioned to bring leadership and resources to implementation efforts. For each strategy, there
are many other sectors, such as non-governmental organizations, that are instrumental to prevention planning and implementing the specific

programmatic activities.

The program is designed to lessen the harms of violence exposures (e.g., post-traumatic stress disorder, depression, behavioral problems)
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For more information

To learn more about preventing youth violence,
call 1-800-CDC-INFO or visit CDC's violence prevention

pages at www.cdc.gov/violenceprevention.
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I ® (855)249-3072
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L https://studentprivacy.ed.gov

School Resource Officers, School Law Enforcement Units, and
the Family Educational Rights and Privacy Act (FERPA)

The U.S. Department of Education established the Privacy Technical Assistance Center (PTAC) as a
“one-stop” resource for education stakeholders to learn about data privacy, confidentiality, and security
practices related to student-level longitudinal data systems and other uses of student data. PTAC
provides timely information and updated guidance through a variety of resources, including training
materials and opportunities to receive direct assistance with privacy, security, and confidentiality of
student data systems. More PTAC information is available at https://studentprivacy.ed.gov. PTAC
welcomes input on this document and suggestions for future technical assistance resources relating to
student privacy. Comments and suggestions can be sent to PrivacyTA@ed.gov.

School officials routinely seek to balance the interests of safety and privacy for students. While the
Family Educational Rights and Privacy Act (FERPA) generally requires written parent or “eligible
student”! consent before an educational agency (district) or institution (school) discloses student
education records and the personally identifiable information (Pll) contained therein, FERPA gives
schools and districts flexibility to disclose PIl, under certain limited circumstances, in order to maintain
school safety. The purpose of this guidance is to address questions about how FERPA applies to schools’
and districts’ disclosures of Pll from student education records to school security units, outside law
enforcement entities, School Resource Officers (SROs), and other schools. While the information in this
guidance is applicable to all educational agencies and institutions that receive funds under any program
administered by the Secretary of the U.S. Department of Education (Department), the discussion is
generally focused on health or safety emergencies faced by public elementary and secondary schools.

Many schools and school districts have their own security units to monitor safety and security in and
around school campuses. In FERPA, these entities are called “law enforcement units” if certain
conditions are met. Some schools designate a particular school official or office to be responsible for
referring potential or alleged violations of law to local law enforcement authorities. Other schools
contract with off-duty police officers to provide school security, while still others utilize the services of
an SRO, who serves as an on-site law enforcement officer and liaison with the local police or sheriff’s
department for reporting offenses and filing charges. Still others utilize a hybrid system combining one
or more of the preceding methods.

FERPA affords schools and districts flexibility when responding to circumstances that threaten the health
or safety of individuals in their school community. Understanding the provisions of FERPA relative to
such circumstances will empower school officials to act decisively and quickly when challenges arise. The
following frequently asked questions detail how FERPA may apply in these circumstances. Although this
guidance is focused on FERPA, there may be other federal and State laws, such as civil rights and privacy

' When a student turns eighteen years of age, or enrolls in a postsecondary institution at any age, the student
becomes an “eligible student” (34 CFR §99.3 “eligible student”) and all rights under FERPA transfer from the
parent to the student. 34 CFR §99.5(3)(1)
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laws, that are relevant to decision-making regarding when and with whom schools and districts may
disclose, without appropriate consent, student information. At the federal level, for example, public
elementary and secondary schools are subject to federal civil rights laws, including laws that prohibit
discrimination based on: disability (the Americans with Disabilities Act (ADA) and Section 504 of the
Rehabilitation Act of 1973); race, color, and national origin (Titles IV and VI of the Civil Right Act of
1964); sex (Title IX of the Education Amendments of 1972); and religion (Title IV of the Civil Rights Act
of 1964). Also, State educational agencies and local educational agencies must comply with the
requirements of Part B of the Individuals with Disabilities Education Act (IDEA) in educating children
with disabilities, including IDEA’s confidentiality of information requirements.2

2 See 20 US.C. 1417(c) and 34 CFR §§300.610-300.626.
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Do any laws other than FERPA address the disclosure of personally identifiable
information (PIl) from students’ education records or other disclosures of
information on students?

Yes. As noted in the “Introduction” section, there may be other federal and State laws, as well
as local policies that address information sharing on students, including laws concerning the civil
rights of students.3 In addition, the education records of students who are children with
disabilities are not only protected by FERPA but also by the confidentiality of information
provisions in the Individuals with Disabilities Education Act (IDEA).# (See Q.5) Among other
laws, student records may, under some circumstances, also be covered by the provisions of the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) or the Richard B. Russell
National School Lunch Act.5

What is FERPA and to which entities does it apply?

FERPA is a federal law that protects the privacy of student education records, and the Pl
contained therein, maintained by educational agencies or institutions or by a party acting for the
agencies or institutions. The FERPA statute is found at 20 U.S.C. § 1232g and its implementing
regulations are set forth at 34 CFR Part 99. FERPA applies to all educational agencies and
institutions that receive funds under any program administered by the Secretary of the U.S.
Department of Education (Department).6 The term “educational agencies and institutions”
generally refers to local educational agencies (LEAs), elementary and secondary schools, and
postsecondary institutions. Private schools at the elementary and secondary levels generally do
not receive funds from the Department and are, therefore, not subject to FERPA, but may be
subject to other data privacy laws such as HIPAA. In this guidance, when we refer to LEAs,
school districts, or schools, we mean “educational agencies and institutions,” as applicable,
subject to FERPA. A copy of the regulations may be found on our website at:
https://studentprivacy.ed.gov/

To whom does the information in this guidance apply?

The information in this guidance applies to all educational agencies and institutions. That said,
the guidance generally focuses on addressing health or safety emergency situations faced by the
elementary and secondary school community. For additional information on FERPA’s application
to health or safety emergency situations in the postsecondary institution context, please refer to

3 Many State laws provide greater privacy protections than FERPA does, however FERPA establishes a minimum
federal standard governing the privacy of education records and the Pll contained therein.

* For additional information on the interaction of FERPA and IDEA confidentiality provisions, please refer to
previously issued Department guidance entitled, “IDEA and FERPA Confidentiality Provisions,” issued in June 2014,
available at: https://studentprivacy.ed.gov/resources/ferpaidea-cross-walk.

> For information relating to the interaction of FERPA and HIPAA with respect to student health records, please
refer to the “Joint Guidance on the Application of the Family Educational Rights and Privacy Act (FERPA) And the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) To Student Health Records” issued by the
U.S. Department of Education and the U.S. Department of Health and Human Services in November 2008,
available at: https://studentprivacy.ed.gov/resources/joint-guidance-application-ferpa-and-hipaa-student-health-

records

¢34 CFR § 99.1
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previously issued Department guidance entitled, “Addressing Emergencies on Campus,” issued
in June 201 1, available at: https://studentprivacy.ed.gov/resources/addressing-emergencies-
campus. Additionally, the Department has released several guides for developing emergency
operations plans for elementary and secondary schools, school districts, and postsecondary
institutions. These guides may be found at: https://rems.ed.gov/Resource_Plan_Basic EOP.aspx.

What are the rights of parents and students under FERPA?

FERPA affords parents certain rights with respect to their children’s education records
maintained by schools and school districts to which FERPA applies. These include the right to
inspect and review their children’s education records, the right to seek to have the education
records amended, and the right to have some control over the disclosure of Pll contained in the
education records.” These rights transfer to the student when he or she reaches the age of 18
years or attends a postsecondary institution at any age (and thereby becomes an “eligible
student” under FERPA).8

What are ‘“‘education records’’?

The term “education records” is defined, with certain exceptions, as those records that are: (I)
directly related to a student; and (2) maintained by an educational agency or institution, or by a
party acting for the agency or institution.® Records on children with disabilities who receive
evaluations, services, or other benefits under Part B of the IDEA are subject to IDEA’s
“Confidentiality of Information” requirements, in addition to being considered “education
records” subject to FERPA.!0

Are there any types of records or documents that are specifically excluded from the
definition of “education records’ under FERPA?

Yes. There are several categories of records that may be maintained by an educational agency or
institution that are not “education records” under FERPA.!! One such category of records —
records of a “law enforcement unit” — is particularly relevant to school safety and is discussed in
detail in Qs 18 and 19, below.

What is “directory information” and is it protected by FERPA?

FERPA defines “directory information” as information contained in a student’s education record
that would not generally be considered harmful or an invasion of privacy if disclosed.!2 Directory
information may include, but is not limited to, the student’s name; address; telephone listing;
electronic mail address; photograph; date and place of birth; major field of study; grade level;
dates of attendance; participation in officially recognized activities and sports; weight and height

720 US.C. §§ 1232g(a)(1) and (2), (b), (h), (i), and (j); 34 CFR Part 99, Subparts B, C, and D.

8 34 CFR §§ 99.3, “Eligible student,” and 99.5

’ 34 CFR § 99.3, “Education records.”

934 CFR §§ 300.610 — 300.626

"' Please refer to the definition of “education records” set forth in FERPA at 20 U.S.C. § 1232g(a)(4) and the
implementing regulations at 34 CFR § 99.3 for further information on the types of records that are not considered
“education records.”

'2.34 CFR § 99.3, “Directory information.”
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of members of athletic teams; degrees, honors, and awards received; and the most recent
educational agency or institution attended.'3

The disclosure of appropriately designated directory information, under certain specified
conditions, is one of the exceptions to FERPA’s general written consent requirement.!4 A school
or district may disclose directory information, without the parent or eligible student’s written
consent, to third parties, including law enforcement officials, if it has given public notice to
parents and eligible students of (1) the types of Pll that it has designated as “directory
information,” (2) the right of the parent or eligible student to restrict the disclosure of such
information, and (3) the period of time within which a parent or eligible student has to notify
the educational agency or institution in writing that he or she does not want any or all of those
types of information designated as “directory information.”!s In addition, a school or district may
implement a limited directory information policy by specifying in its public notice to parents and
eligible students that its disclosure of appropriately designated directory information will be
limited to specific parties (and not others), for specific purposes, or both.!¢

What is “personally identifiable information’” under FERPA?

Personally identifiable information (Pll) is defined to include not only direct identifiers like the
student’s name and Social Security number, but also indirect identifiers such as the student’s
date and place of birth and the mother’s maiden name.!7 Pl also includes “[o]ther information
that, alone or in combination, is linked or linkable to a specific student that would allow a
reasonable person in the school community, who does not have personal knowledge of the
relevant circumstances, to identify the student with reasonable certainty.”'8 That is, in some
cases, a record may not contain a direct or even an indirect identifier, but would still contain PII
under FERPA. For example, when an event at a school generates significant publicity, otherwise
permissible non-consensual disclosures of redacted education records may no longer be
permissible under FERPA because the publicity would allow a reasonable person in the school
community to identify with reasonable certainty the student(s) involved. Pll also includes any
information requested by a person who the educational agency or institution reasonably believes
knows the identity of the student to whom the education records relates.

Who must provide consent for the disclosure of Pll from a student’s education
records?

In general, with certain exceptions, before an educational agency or institution discloses Pll from
a student’s education record, the student’s parent or the eligible student must provide a signed
and dated written consent. That consent must specify the education records (or the PlI
contained in those records) that may be disclosed, must state the purposes of the disclosure,
and must identify the party or class of parties to whom the disclosure may be made.'?

5 1d; 20 US.C. § 12325(2)(5)(A).

1434 CFR §§ 99.31(a)(I 1) and 99.37

5 34 CFR § 99.37(a)

1634 CFR § 99.37(d)

'7.34 CFR § 99.3, “Personally Identifiable Information.”

'8 |bid.

' 34 CFR § 99.30
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Q.10. Are there exceptions to FERPA’s general written consent requirement that permit
schools and districts to disclose Pll from education records without consent?

Yes. While FERPA generally requires parents or eligible students to provide a school or district
with written consent before the school or district discloses Pll from a student’s education
records, there are a number of exceptions to this prior written consent requirement.20 For
example, assuming that certain conditions are satisfied, FERPA permits a school or district to
disclose education records under the “health or safety emergency” exception without obtaining
prior written consent.2! Several of these exceptions to the consent requirement that are most
relevant in the school safety context are discussed below. Additionally, as explained more fully
in Q.19 below, because “law enforcement unit records” are not “education records,” they,
therefore, may be disclosed, without the parent or eligible student’s consent, to outside parties
under FERPA. Similarly, while IDEA generally also requires prior written consent from the
parent (or from a student who has reached the age of majority under State law, if parental rights
have transferred to the student) for disclosure of Pll from education records, IDEA generally
incorporates the FERPA exceptions to the prior consent requirement.22

Q.I11. Are schools and districts required to record the disclosure of Pll from students’
education records whenever they make disclosures?

Subject to certain exceptions addressed below, schools and districts must maintain a record of
each request for access to and each disclosure of Pll from the education records of each
student, as well as the names of State and local educational authorities and federal officials and
agencies listed in 34 CFR § 99.31(a)(3) that may make further disclosures of Pll from the
student’s education records without consent.22 The school or district must maintain the record
of disclosure with the education records of the student as long as the education records are
maintained.24

For each request or disclosure, the record of disclosure must include: (1) the parties who have
requested or received Pll from the education records; and (2) the legitimate interests the
parties had in requesting or obtaining the information (i.e., under which exception to FERPA’s
general written consent requirement the disclosure was made).25 As explained in the answer to
Q.30 below, the school or district must record additional information whenever it discloses,
without appropriate consent, Pll from a student’s education records under FERPA’s health or
safety emergency exception.2¢ There are additional requirements that relate to recording
further disclosures made by State and local authorities and federal officials and agencies listed
under 34 CFR § 99.31(a)(3) with which schools and districts should also be familiar.2”

Schools and districts do not have to record requests for Pll from education records from, or
disclosures of Pl from education records that were made to: (1) the parent or eligible student;
(2) a school official under 34 CFR § 99.31(2)(l); (3) a party with written consent from the

220 US.C. §§ 1232g(b)(1), (b)(2), (b)(3), (b)(5), (b)(6), (h), (i), and (j); 34 CFR § 9.3
2120 US.C. § 1232g(b)(1)(I); 34 CFR §§ 99.31(2)(10) and 99.36

22 34 CFR § 300.622

20 US.C. § 1232g(b)(4)(A); 34 CFR § 99.32(2)(1)

2 34 CFR § 99.32(a)(2)

% 34 CFR § 99.32(a)(3).

% 34 CFR § 99.32(a)(5)

27 34 CFR §§ 99.32(a)(4) and (b)(2)
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parent or eligible student; (4) a party seeking directory information; or (5) a party seeking or
receiving records in accordance with the provisions in FERPA related to non-consensual
disclosures pursuant to certain types of lawfully issued subpoenas or court orders.28 However,
in the interests of promoting greater transparency, the Department considers it a best practice
for schools and districts to voluntarily record such disclosures in certain situations, such as
when records are produced pursuant to certain lawfully issued subpoenas or court orders.

Q.12. When are schools or districts required by FERPA to disclose Pll from a student’s
education records?

FERPA does not contain any provisions that require schools or districts to “disclose” Pl from a
student’s education records. The disclosures discussed in this guidance document describe the
conditions under which a school or district may disclose education records without the parent
or eligible student’s consent. That said, FERPA does require schools and districts as well as state
educational agencies (SEA) and their components to provide parents and eligible students with
the opportunity to “inspect and review” the student’s own education records.2? Further, if
circumstances effectively prevent the parent or eligible student from exercising this right to
inspect and review, the educational agency or institution, or SEA or its components, must
provide the parent or eligible student with a copy of the education record requested or make
other arrangements for the parent or eligible student to inspect and review the education
record.30

Q.13. Who qualifies as a “school official”’ under FERPA, and to whom may schools and
districts disclose education records under the school official exception to FERPA'’s
general written consent requirement?

FERPA permits schools and districts to disclose education records (and the PIl contained in
those records) without appropriate consent, to “school officials” provided that the school or
district has determined that these school officials have “legitimate educational interests” in the
education records.3! Under FERPA, a school or district must include in its annual notification of
FERPA rights the specific criteria they use for determining who constitutes a “school official”
and what constitutes a “legitimate educational interest.”32.3334 A “school official” may include,

28 34 CFR §§ 99.31(a)(9)(ii)(A)-(C); 34 CFR § 99.32(d)

220 US.C. § 1232g(a)(1)(A) and (B); 34 CFR § 99.10(a)

3034 CFR § 99.10(d)

3120 US.C. § 1232g(b)(1)(A); 34 CFR § 99.31(a)(1)()(A).

32 34 CFR § 99.7(a)(3)(iii)

33 The Department has created a “Model Notification of Rights under FERPA for Elementary and Secondary
Schools,” available at: https://studentprivacy.ed.gov/resources/ferpa-model-notification-rights-elementary-
secondary-schools

3 This notification must be distributed by a school or district every year through a means that is likely to be
viewed by parents and eligible students, such as a student handbook, school website, or a direct letter to parents,
and must inform parents and eligible students of their rights under FERPA.

PTAC-FAQ-11, February 2019 10


https://studentprivacy.ed.gov/resources/ferpa-model-notification-rights-elementary-secondary-schools
https://studentprivacy.ed.gov/resources/ferpa-model-notification-rights-elementary-secondary-schools

Q.l4.

Q.I5.

Ao\

but is not limited to, a teacher, school principal, president, chancellor, board member, trustee,
registrar, counselor, admissions officer, attorney, accountant, human resources professional,
information systems specialist, and support or clerical personnel.

Contractors, consultants, volunteers, or other third parties to whom a school or district has
outsourced certain functions may be also be considered “school officials.”3*> Schools and districts
may disclose education records (and the PIl contained in those records), without appropriate
consent to such school officials provided that they (1) perform an institutional service or
function for which the school or district would otherwise use employees; (2) are under the
“direct control” of the school or district with respect to the use and maintenance of the
education records; (3) are subject to FERPA’s use and re-disclosure requirements set forth in 34
CFR § 99.33(a); and (4) satisfy the criteria specified in the school or district’s annual notification
of FERPA rights for being “school officials” with “legitimate educational interests” in the
education records.36

Typically, a school official would have a “legitimate educational interest” if he or she needs to
review an education record in order to fulfill his or her professional responsibilities. Please note
that schools and districts must use reasonable methods to ensure that school officials obtain
access to only those education records in which they have legitimate educational interests.3? If a
school or district does not use physical or technological access controls, it must ensure that its
administrative policy for controlling access to education records is effective and that it remains
in compliance with FERPA’s legitimate educational interest requirement.38

Can law enforcement unit officials who are school employees be considered school
officials with legitimate educational interests?

Yes, if certain conditions apply. A law enforcement unit official who is an employee of a school
or district generally would be considered a school official to whom the school or district may
disclose, without consent, education records (or Pll contained in those records), if the law
enforcement unit official meets the criteria specified in the school or district’s annual notification
of FERPA rights to parents and eligible students for being a “school official” with a “legitimate
educational interest” in the education records. In several questions below we discuss how the
school official exception to FERPA’s general written consent requirement applies in situations in
which the law enforcement unit is not comprised of school employees.

Can law enforcement unit officials who are off-duty police officers or SROs be
considered school officials under FERPA and, therefore, have access to students’
education records?

Yes, if certain conditions are met. Under FERPA, schools and districts may consider law
enforcement unit officials, such as off-duty police officers and SROs, to be “school officials” if the
school or district has outsourced the function of providing safety and security for the school or

% 34 CFR § 99.31(a)(1)(i)(B)
% 34 CFR § 99.31(a)(1)(i)
7 34 CFR § 99.31(a)(1)(ii)

% Ibid
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district to the law enforcement unit officials.3? Law enforcement unit officials could qualify as “school
officials” under FERPA if they:

I. Perform an institutional service or function for which the school or district would otherwise use
employees (e.g., to ensure school safety);

2. Are under the “direct control” of the school or district with respect to the use and
maintenance of the education records (e.g., through a memorandum of understanding (MOU)
that establishes data use restrictions and data protection requirements);

3. Are subject to FERPA’s use and re-disclosure requirements in 34 CFR § 99.33(a), which
provides that the Pll from education records may be used only for the purposes for which the
disclosure was made (e.g., to promote school safety and the physical security of students), and
which limits the re-disclosure of Pll from education records; and

4. Meet the criteria specified in the school or district’s annual notification of FERPA rights for being
school officials with legitimate educational interests in the education records.40

The best practice to ensure compliance with these provisions is for the school and the law
enforcement unit to enter into a MOU that specifically addresses these issues.*!

As indicated in the listing above, off-duty police officers and SROs who qualify as “school officials”
may only use PIl from education records for the purposes for which the disclosure was made, e.g,
to promote school safety and the physical security of the students.#2 In addition, these officers are
subject to FERPA’s re-disclosure requirements in 34 CFR § 99.33(a). This means that an off-duty
police officer or SRO who is acting as a “school official” under FERPA may not re-disclose, without
appropriate consent, Pll from education records to outside parties, including other employees of his
or her police department who are not acting as school officials, unless the disclosure satisfies an
exception to FERPA’s general written consent requirement, as further discussed below (e.g., if the
re-disclosure is made pursuant to a lawfully issued subpoena or court order+? or to appropriate
parties under the health and safety emergency exception).

Q.16. What is a threat assessment team?

A threat assessment team is a group of individuals who convene to identify, evaluate, and
address threats or potential threats to school security. Threat assessment teams review
incidents of threatening behavior by students (current and former), parents, school employees,
or other individuals, and, based on the information received, relying on their collective
expertise, provide guidance to school officials on how to respond to the potential threat. These

734 CFR § 99.31(a)(1)(i)(B)(1)-(3),

034 CFR § 99.31(2)(1)(i)

*! For additional information about memoranda of understanding, see the Final Report of the Federal Commission
on School Safety (2018), Chapter |3, “Training School Personnel to Help Ensure Student Safety” available at
https://www?2.ed.gov/documents/school-safety/school-safety-report.pdf

234 CFR §§ 99.31(2)(1)(i)(B)(3) and 99.33(a)(2)

* Subject to certain exceptions, FERPA requires the disclosing entity to make a reasonable effort to notify the
parent or eligible student in advance of compliance with the subpoena or order. 34 CFR § 99.31(2)(9)(ii)
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expertise, provide guidance to school officials on how to respond to the potential threat. These
teams are more common in university settings but are also being instituted in elementary and
secondary schools.

Some schools may need assistance in determining whether a health or safety emergency exists
in order to know whether a disclosure to appropriate parties (e.g., emergency responders or
law enforcement) may be made under FERPA'’s health or safety emergency exception.
Accordingly, members of a threat assessment team include individuals who can assist in making
such decisions, such as school principals, counselors, educators, and school law enforcement
unit officials, as well as outside medical and mental health professionals and local law
enforcement officers.

In July 2004, the Department and the U.S. Secret Service jointly issued a booklet entitled,
“Threat Assessment in Schools: A Guide to Managing Threatening Situations and to Creating
Safe School Climates,” which includes guidance on the formation of threat assessment teams on
pages 37-38. Information on establishing a threat assessment program, including a link to this
booklet and other helpful resources for emergency situations, can be found on the
Department’s website at: http://www.ed.gov/admins/lead/safety/edpicks.jhtml.

For additional information on threat assessment teams, please also refer to joint guidance issued
in 2013 by the Department and several federal agencies entitled, “Guide for Developing High-
Quality School Emergency Operations Plans,” available at: http://rems.ed.gov/docs/REMS K-
[2_Guide 508.pdf.

Does FERPA permit schools and districts to disclose education records, without
consent, to outside law enforcement officials, mental health officials, and other
experts in the community who serve on a school’s threat assessment team?

Yes, if certain conditions are met. The Department has long encouraged schools and districts to
implement a threat assessment program that relies on teams, composed of a wide variety of
individuals, to gather information, evaluate facts, and determine whether a health or safety
emergency exists.# The members of the threat assessment team should meet the criteria for
constituting school officials under FERPA, so that they may assist the institution in gathering
information (including PIl from education records), evaluating facts, and making institutional
determinations, such as whether a health or safety emergency exists, and how the school or
district should respond. Under FERPA, a school or district may disclose PIl from education
records, without appropriate consent, to threat assessment team members who are not
employees of the school or district to determine whether there is a health of safety emergency
if they:

I. Perform an institutional service or function for which the school or district would otherwise
use employees;

2. Are under the “direct control” of the school or district with respect to the use and
maintenance of the education records;

* “Threat Assessment in Schools: A Guide to Managing Threatening Situations and to Creating Safe School

Climates,” pages 37-38. http://www.ed.gov/admins/lead/safety/edpicks.jhtml.
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3. Are subject to FERPA’s use and re-disclosure requirements in 34 CFR § 99.33(a), which
provide that the PIl from education records may be used only for the purposes for which
the disclosure was made, and which limits the re-disclosure of Pll from education records;
and

4. Qualify as “school officials” with “legitimate educational interests.” See Q.|4 for more
information.

While not a requirement of FERPA, one way to ensure that members of the team are aware of
the FERPA requirements related to the use and re-disclosure of Pll obtained from education
records is to require members of the threat assessment team to sign an acknowledgement of
their responsibilities for safeguarding student information under FERPA.

Schools and districts are reminded that members of a threat assessment team may only use PII
from education records for the purposes for which the disclosure was made, i.e., to conduct
threat assessments, and are subject to FERPA’s re-disclosure requirements in 34 CFR § 99.33(a).
For example, a representative from the city police who serves on a school’s threat assessment
team generally could not give the police department any Pll from a student’s education records
to which he or she was privy as a member of the team, unless the disclosure meets an
exception to consent, such as a disclosure in connection with a health or safety emergency, and
any applicable recordation requirements in FERPA are met. While school officials must make the
ultimate determination as to whether information about a threat is sufficiently significant and
articulable to warrant disclosure without consent to appropriate parties under the health and
safety emergency exception, schools and districts may, at their discretion, grant non-employees
serving as school officials on the threat assessment team the ability to make this determination
on their behalf.#5 See Q25-26 for more information on the health and safety emergency
exception to consent.

What is a “law enforcement unit”’?

Under FERPA, “law enforcement unit” means any individual, office, department, division, or
other component of a school or district, such as a unit of police officers or security guards, that
is officially authorized or designated by that school or district to (1) enforce any local, State, or
federal law, or refer to appropriate authorities a matter for enforcement of any local, State, or
federal law, against any individual or organization other than the agency or institution itself; or
(2) maintain the physical security and safety of the agency or institution.4é

Schools vary in who is authorized or designated to be their law enforcement unit, usually
depending upon school size and resources. Some larger school districts have their own fully
equipped police units, while others have smaller security offices. Other schools designate a vice
principal or other school official to act as the law enforcement unit officer. Other schools may —
as discussed in Qs 21-24 — use non-school employees such as local police officers and SROs as
their designated law enforcement unit officers.

% 34 CFR §§ 99.31(2)(10) and 99.36
* 34 CFR § 99.8(a)()
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Q.19. What is a law enforcement unit record?

Law enforcement unit records are records that are: (l) created by a law enforcement unit; (2)
created for a law enforcement purpose; and (3) maintained by the law enforcement unit.47 Law
enforcement unit records are not protected by FERPA because they are specifically excluded
from the definition of “education records” and, thus, from the privacy protections afforded to
parents and eligible students by FERPA.48 Therefore, investigative reports and other records
created and maintained by law enforcement units that meet this definition are not considered
“education records” subject to FERPA and may be released subject to school policy, State law,
and other applicable laws.

When members of a school’s law enforcement unit are school officials with access to students’
education records (or to Pll contained in those records), they may not re-disclose the records
or PIl they receive as school officials under FERPA without appropriate consent or except as
permitted under FERPA (see Q.20), such as if the re-disclosure is to other school officials, or
under the health and safety emergency exception. It is, therefore, advisable for law enforcement
units to maintain law enforcement unit records separately from education records.

Q.20. When can law enforcement unit officials serve as ‘‘school officials?”

In order for law enforcement unit officials to be considered school officials, they must meet the
criteria for who constitutes a school official that are set forth in the school or district’s annual
notification to parents and eligible students of their rights under FERPA and preferably defined in
an MOU for non-school employees.#® As explained in Qs |3-15, schools and districts must also
determine that the school official’s interest in accessing the education records meets the criteria
for legitimate educational interests, as set forth in the school’s or district’s annual notification of
FERPA rights. A school official typically would have a “legitimate educational interest” if the
official needs to review an education record in order to fulfill his or her professional or
delegated responsibility.

Having law enforcement unit officials who are “school officials” with “legitimate educational
interests” will permit a school to disclose Pl from students’ education records, without
appropriate consent, to its law enforcement unit officials so that they may perform their
professional duties and assist with school safety matters. For example, if a student is expelled
from school and barred from campus the principal could disclose the student’s disciplinary
report to law enforcement unit officials so that they would know that the student should not be
on campus. The PIl from the student’s education records that is provided to the school’s law
enforcement unit officials remains subject to FERPA and may only be further disclosed by that
unit (e.g., to the local police department) with consent or as otherwise permitted under
FERPAS?, such as making a disclosure to comply with a lawfully issued subpoenas! or the

734 CFR § 99.8(b)(1)

8 34 CFR § 99.3, “Education Records”

34 CFR § 99.7(a)(3)(iii)

%% 34 CFR § 99.33. To be permissible under FERPA, any such redisclosures must be on behalf of the educational
agency or institution, and must meet the requirements of one or more of the exceptions to consent at 34 CFR
99.31.

> 34 CFR § 99.31(2)(9)
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disclosure is in connection with a health or safety emergency,>2 and provided FERPA’s
recordkeeping requirements have been met.53

Does a school or district have to use only employees to staff its law enforcement
unit?

No. The manner in which a school or district staffs its law enforcement unit is not addressed by
FERPA. Accordingly, FERPA does not require a school or district to use only employees to staff
its law enforcement unit and may contract out those services.

Are SROs or other outside local law enforcement officials who serve as a school’s
law enforcement unit automatically considered school officials?

Not automatically. Subject to the conditions indicated in Q.15 relative to outsourcing
institutional services or functions, these officials may be considered “school officials” with
“legitimate educational interests” and may have access to students’ education records.

Can a school provide local or other law enforcement officials with ‘“directory
information’’ on students?

Yes. If the school or district has a directory information policy under FERPA that permits this
disclosure to local or other law enforcement officials, then the directory information of those
students whose parents (or those eligible students who) have not opted out of such a disclosure
may be disclosed without appropriate consent.54 See the related discussion in Q.7.

Does FERPA distinguish between SROs and other local police officers who work in a
school?

No. As noted previously, an SRO typically serves as an on-site law enforcement officer and as a
liaison with the local police or sheriffs department. An SRO may be designated by a school or
district as a “law enforcement unit” official under FERPA.55 However, in order for a school or
district to disclose education records (or any Pll contained in those records) to an SRO,
without appropriate consent, the disclosure must satisfy an exception to FERPA’s general
written consent requirement such as the “school official” exception under which the SRO must
be considered a “school official” with a “legitimate educational interest” under FERPA. See Qs
I5and 22.

As explained in Q.15, the school or district must have direct control over an SRO’s
maintenance and use of education records in providing SRO services in order for the SRO to be
considered a school official. Additionally, as explained in Q.I3, schools and districts must use
reasonable methods to ensure that school officials obtain access to only those education
records in which they have legitimate educational interests. Further, under the school official
exception (as well as any FERPA exception to consent), SROs may only use the PIl from

52 34 CFR §§ 99.31(a)(10) and 99.36
534 CFR § 99.32

5434 CFR §§ 99.31(a)(I 1) and 99.37
5534 CFR § 99.8(a)(1)
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education records for the purposes for which the disclosure was made, e.g., to promote school
safety and the physical security of the students.>é In addition, SROs are subject to FERPA’s re-
disclosure limitations.>? This means that an SRO who is serving as a “school official” under
FERPA may not disclose PIl from education records to others, including other employees of his
or her local police department who are not acting as school officials, without consent unless:
(1) the re-disclosure is on behalf of the educational agency or institution; (2) the re-disclosure
fits within one of the exceptions to FERPA’s consent requirement (see Qs 15 and 17); and (3)
the recordkeeping requirements in 34 CFR § 99.32 have been met.

When is it permissible for schools or districts to disclose, without appropriate
consent, student education records (or Pll contained in those records) under
FERPA'’s health or safety emergency exception?

In some situations, school administrators may determine that it is necessary to disclose a
student’s education records (or Pll contained in those records) to appropriate parties in order
to address a specific and articulable threat of a health or safety emergency. FERPA’s health or
safety emergency provision permits such disclosures when the disclosure is necessary to protect
the health or safety of the student or other individuals.58 This exception to FERPA’s general
consent requirement is limited to the period of the emergency and does not allow for a blanket
release of Pl from a student’s education records. Rather, these disclosures must be related to a
significant and articulable emergency, such as an impending natural disaster, a terrorist attack, a
campus threat, or the outbreak of an epidemic disease. Please refer to the following previously
issued Department guidance entitled, “Addressing Emergencies on Campus,” issued in June
2011, for additional information: https://studentprivacy.ed.gov/resources/addressing-
emergencies-campus.

Who are considered “appropriate parties’ that may receive information under the
health or safety emergency exception?

An appropriate party under the health or safety emergency exception to FERPA’s general
consent requirements is a party whose knowledge of such information is necessary to protect
the health or safety of the student or other persons. Typically, local or State law enforcement
officials, public health officials, trained medical personnel, and parents (including parents of an
eligible student) are the types of appropriate parties to whom schools and districts may disclose
information under this FERPA exception.>?

*¢ 34 CFR §§ 99.31(2)(1)(i)(B)(3) and 99.33(2)(2).

*7 34 CFR § 99.33(a)

*8 34 CFR §§ 99.31(2)(10) and 99.36

*? Please refer to the following previously issued Department guidance entitled, “Addressing Emergencies on
Campus,” issued in June 201 |, for additional information: https://studentprivacy.ed.gov/resources/addressing-
emergencies-campus
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How does a school or district know when a health or safety emergency exists so
that a disclosure may be made under this exception to consent?

A school or district must make this determination on a case-by-case basis, taking into account
the totality of the circumstances pertaining to a threat to the health or safety of a student or
others. If the school or district determines that there is an articulable and significant threat to
the health or safety of a student or other individuals and that one or more third parties (e.g., law
enforcement officials, public health officials, trained medical personnel, parents, etc.) need
education records (or Pll contained in those records) in order to protect the health or safety of
the student or other individuals, it may disclose that information to the appropriate parties
without consent.60

What does ‘“articulable and significant threat” mean?

This is a flexible standard under which the Department generally defers to school officials so
that they might respond appropriately. In applying this standard, a school official should be able
to explain the basis for his or her reasonable belief, based on all the available information, as to
why a given student poses an “articulable and significant threat.” The phrase “articulable and
significant threat” means that a school official is able to explain, based on all the information
available at the time, what the threat is and why it is significant when he or she makes and
records the disclosure.!

May a school make disclosures under FERPA’s health or safety emergency
exception for emergency preparedness exercises?

No. Disclosures made under the health or safety emergency exception must be “in connection
with an emergency,” which means it must be related to an actual, impending, or imminent
emergency, such as a natural disaster, a terrorist attack, a campus threat, or the outbreak of an
epidemic disease.

Does a school have to record disclosures made under FERPA'’s health or safety
emergency exception?

Yes. When a school or district makes a disclosure under the health or safety exception, it must
record in the student’s education records the articulable and significant threat that formed the
basis for the disclosure, and the parties to whom the information was disclosed.62 (The
recordkeeping requirements for disclosures under the health or safety emergency exception are
different than the recordkeeping requirements for other disclosures discussed in Q.11.)

Are there other situations in which school officials may non-consensually disclose
Pll from education records of students who have been disciplined for conduct that
posed a significant risk to the safety of the school community to officials at another
school?

Yes. Under FERPA, a school or district may disclose appropriate information concerning
disciplinary action taken against a student who has been disciplined for conduct that posed a
significant risk to the safety or well-being of that student, other students, or other members of

% 34 CFR § 99.36(c).
5! 34 CFR § 99.36
% 34 CFR § 99.32(a)(5)
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the school community, to school officials at another school. The school must determine that the
other school has a legitimate educational interest in the behavior of the student.63

For instance, a school official knows that a student, who had recently been disciplined for
bringing a weapon to school, was overheard threatening to hurt students or teachers at a
school-sponsored activity at another school. In this instance, FERPA would allow that school
official to notify school officials at the other school who have been determined to have
legitimate educational interests in the behavior of the student.é4 Please note that this exception
does not permit the non-consensual disclosure of information concerning disciplinary action
taken against a student for behavior that did not pose a significant risk to the safety or well-
being of that student, other students, or other members of the school community (see Q.28).

May schools comply with a subpoena or court order for education records without
the consent of the parent or eligible student?

Yes, although a reasonable effort to notify the parent or eligible student is generally required.
FERPA permits disclosure of education records without consent in compliance with a lawfully
issued subpoena or judicial order.6> However, a school or district must generally make a
reasonable effort to notify the parent or eligible student of the subpoena or judicial order
before complying with it in order to allow the parent or eligible student the opportunity to seek
protective action, unless certain exceptions apply. Exceptions to the requirement of making a
reasonable effort to provide prior notification apply to: (I) a federal grand jury subpoena or
other subpoena issued for a law enforcement purpose if the court or other issuing agency, for
good cause shown, has ordered that the existence or the contents of the subpoena or the
information furnished in response to the subpoena not be disclosed; and (2) an ex parte order
obtained by the United States Attorney General (or designee not lower than Assistant Attorney
General) concerning investigations or prosecutions of an act of terrorism or other specified
offenses.¢¢ For example, if a school received a law enforcement subpoena that requested Pl
about a student suspected of selling drugs, it would not have to make an effort to notify the
parent or eligible student if the court or other issuing agency, for good cause shown, had
ordered that the existence or the contents of the subpoena or information furnished in
response to the subpoena not be disclosed.

Does FERPA permit schools to disclose any and all education records on a student
to another school where the student seeks or intends to enroll?

Yes. FERPA permits a school or district to disclose education records (or Pll contained in those
records) without appropriate consent to another school or school system in which a student

% 34 CFR § 99.36(b)(3)
5 34 CFR § 99.36(b)(3).
%20 US.C. § 1232g(b)(2)(B); 34 CFR § 99.31(2)(9)(i) and (ii)
% 20 U.S.C. §§ 1232g(b)(1)(J) and (j); 34 CFR § 99.31(a)(9)(ii)
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seeks or intends to enroll, subject to certain conditions.¢’ This exception to FERPA’s general
consent requirement also permits a school to disclose education records when a student is
being placed in a juvenile justice facility that is considered a school.

Are schools required to transfer certain student disciplinary records to other
schools where the student seeks or intends to enroll?

It depends on State procedures. A State receiving funds under the Elementary and Secondary
Education Act of 1965, as amended (ESEA),¢8 was required, not later than January 8, 2004, to
provide an assurance to the Secretary that they had “a procedure in place to facilitate the
transfer of disciplinary records, with respect to a suspension or expulsion, by local educational
agencies to any private or public elementary school or secondary school for any student who is
enrolled or seeks, intends, or is instructed to enroll, on a full- or part-time basis, in the school.”
Schools and districts, therefore, should include a notice in their annual notification of rights
under FERPA that they forward such student disciplinary records with respect to a suspension
or expulsion by local educational agencies to other elementary or secondary schools that have
requested the records and in which the student seeks or intends to enroll.6° Unless the school
or district includes this notice in its annual notification of FERPA rights or the parent or eligible
student initiates the transfer of records, the school or district otherwise would be required to
make a reasonable effort to notify the parent or eligible student of the disclosure at the last
known address of the parent or eligible student.”® (See the model notification of rights:
https://studentprivacy.ed.gov/resources/ferpa-model-notification-rights-elementary-secondary-
schools

Does FERPA permit the disclosure of Pll from education records to officials of a
State’s juvenile justice system?

Yes, under certain conditions. FERPA permits schools to non-consensually disclose education
records and the PIl contained therein to State and local officials or other authorities if the
disclosure is specifically: (1) allowed to be reported or disclosed by a State law adopted prior
to November 19, 1974, if the allowed reporting concerns the juvenile justice system and the
system’s ability to effectively serve the student whose records are released; or (2) allowed to be
reported or disclosed by a State law adopted after November 19, 1974, if the disclosure
concerns the juvenile justice system and its ability to serve, prior to adjudication, the student
whose records are disclosed and the officials and authorities to whom the records are disclosed
certify in writing to the school or district that the information will not be provided to any other
party, without written consent, except as provided for under State law.”!

7 34 CFR § 99.31(a)(2)), 34 CFR § 99.34

%20 US.C. § 7917(b)

% 34 CFR §§ 99.7, 99.31(2)(2), and 99.34(a)(1)(ii))
70 34 CFR § 99.34(a)(1)

7! 34 CFR §§ 99.31(a)(5) and 99.38
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Q.36. Does FERPA permit school officials to release information that they personally
observed or of which they have personal knowledge?

Because FERPA applies to the disclosure of education records and of Pll from education records
that are maintained by the school, FERPA does not prohibit a school official from releasing
information about a student that was obtained through the school official’s personal knowledge
or observation, rather than from the student’s education records.

Q.37. Are there any limitations to sharing information based on personal knowledge or
observations?

The general rule regarding personal knowledge and observations does not apply where a school
official learns of information about a student through his or her official role in making a
determination about the student and the determination is maintained in an education record.
For example, under FERPA, neither a principal nor any other school official who took official
action to suspend a student may disclose information learned in that process, absent appropriate
consent or an exception to consent under 34 CFR § 99.31 that permits the disclosure.
However, the principal or other school official could disclose information about the student’s
behavior that they personally observed.
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U.S. Department of Education, Student Privacy Policy Office (formerly called the Family Policy
Compliance Office): https://studentprivacy.ed.gov

U.S. Department of Education, Privacy Technical Assistance Center:
https://studentprivacy.ed.gov

Family Educational Rights and Privacy Act Regulations: https://studentprivacy.ed.gov/ferpa-
regulations

Federal regulations resources web page at the U.S. Department of Education:
https://www.ed.gov/policy/gen/reg/edpicks.jhtml

U.S. Department of Education (2013): Guide for Developing High-Quality School Emergency
Operations Plans, available at: http://rems.ed.gov/docs/REMS_K-12_Guide_508.pdf

U.S. Department of Education, Family Policy Compliance Office (201 1): Addressing Emergencies
on Campus, available at: https://studentprivacy.ed.gov/resources/addressing-emergencies-campus

U.S. Department of Education, Privacy Technical Assistance Center (2014): FERPA Exceptions
Summary, available at https://studentprivacy.ed.gov/resources/ferpa-exceptions-summary-large-
format-|1-x-17

U.S. Department of Education, Privacy Technical Assistance Center, FAQs on Photos and
Videos under FERPA, available at: https://studentprivacy.ed.gov/fag/fags-photos-and-videos-

under-ferpa

U.S. Department of Education, Family Policy Compliance Office (2017): Model Notification of
Rights under FERPA for Elementary and Secondary Schools, available at:
https://studentprivacy.ed.gov/node/490

Final Report of the Federal Commission on School Safety (2018), Chapter |3, "Training School
Personnel to Help Ensure Student Safety," available at: https://www?2.ed.gov/documents/school-
safety/school-safety-report.pdf

United States Secret Service and U.S. Department of Education, (2004): Threat Assessment in
Schools: A Guide to Managing Threatening Situations and to Creating Safe School Climates,
available at: http://www.ed.gov/admins/lead/safety/edpicks.jhtml
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l. Introduction

The purpose of this guidance is to explain the relationship between the Family Educational Rights
and Privacy Act (FERPA) and the Health Insurance Portability and Accountability Act of 1996
(HIPAA) Privacy Rule, and to address apparent confusion on the part of school administrators,
health care professionals, and others as to how these two laws apply to records maintained on
students. It also addresses certain disclosures that are allowed without consent or authorization
under both laws, especially those related to health and safety emergency situations. While this
guidance seeks to answer many questions that school officials and others have had about the
intersection of these federal laws, ongoing discussions may cause more issues to emerge. Contact
information for submitting additional questions or suggestions for purposes of informing future
guidance is provided at the end of this document. The Departments of Education and Health and
Human Services are committed to a continuing dialogue with school officials and other
professionals on these important matters affecting the safety and security of our nation’s schools.

I1. Overview of FERPA

FERPA is a Federal law that protects the privacy of students’ “education records.” (See 20 U.S.C. §
1232¢; 34 CFR Part 99). FERPA applies to educational agencies and institutions that receive funds
under any program administered by the U.S. Department of Education. This includes virtually all
public schools and school districts and most private and public postsecondary institutions, including
medical and other professional schools. If an educational agency or institution receives funds under
one or more of these programs, FERPA applies to the recipient as a whole, including each of its
components, such as a department within a university. See 34 CFR § 99.1(d).

Private and religious schools at the elementary and secondary level generally do not receive funds
from the Department of Education and are, therefore, not subject to FERPA. Note that a private
school is not made subject to FERPA just because its students and teachers receive services from a
local school district or State educational agency that receives funds from the Department. The
school itself must receive funds from a program administered by the Department to be subject to
FERPA. For example, if a school district places a student with a disability in a private school that is
acting on behalf of the school district with regard to providing services to that student, the records
of that student are subject to FERPA, but not the records of the other students in the private school.
In such cases, the school district remains responsible for complying with FERPA with respect to the
education records of the student placed at the private school.

An educational agency or institution subject to FERPA may not have a policy or practice of
disclosing the education records of students, or personally identifiable information from education
records, without a parent or eligible student’s written consent. See 34 CFR § 99.30. FERPA
contains several exceptions to this general consent rule. See 34 CFR § 99.31. An “eligible student”
is a student who is at least 18 years of age or who attends a postsecondary institution at any age.
See 34 CFR 88 99.3 and 99.5(a). Under FERPA, parents and eligible students have the right to
inspect and review the student’s education records and to seek to have them amended in certain
circumstances. See 34 CFR 88 99.10 — 99.12 and §8 99.20 — 99.22.

The term “education records” is broadly defined to mean those records that are: (1) directly related
to a student, and (2) maintained by an educational agency or institution or by a party acting for the



agency or institution. See 34 CFR § 99.3. At the elementary or secondary level, a student’s health
records, including immunization records, maintained by an educational agency or institution subject
to FERPA, as well as records maintained by a school nurse, are “education records” subject to
FERPA. In addition, records that schools maintain on special education students, including records
on services provided to students under the Individuals with Disabilities Education Act (IDEA), are
“education records” under FERPA. This is because these records are (1) directly related to a
student, (2) maintained by the school or a party acting for the school, and (3) not excluded from the
definition of “education records.”

At postsecondary institutions, medical and psychological treatment records of eligible students are
excluded from the definition of “education records” if they are made, maintained, and used only in
connection with treatment of the student and disclosed only to individuals providing the treatment.
See 34 CFR § 99.3 “Education records.” These records are commonly called “treatment records.”
An eligible student’s treatment records may be disclosed for purposes other than the student’s
treatment, provided the records are disclosed under one of the exceptions to written consent under
34 CFR 8§ 99.31(a) or with the student’s written consent under 34 CFR 8§ 99.30. If a school
discloses an eligible student’s treatment records for purposes other than treatment, the records are
no longer excluded from the definition of “education records” and are subject to all other FERPA
requirements.

The FERPA regulations and other helpful information can be found at:
http://www.ed.gov/policy/gen/quid/fpco/index.html.

1. Overview of HIPAA

Congress enacted HIPAA in 1996 to, among other things, improve the efficiency and effectiveness
of the health care system through the establishment of national standards and requirements for
electronic health care transactions and to protect the privacy and security of individually identifiable
health information. Collectively, these are known as HIPAA’s Administrative Simplification
provisions, and the U.S. Department of Health and Human Services has issued a suite of rules,
including a privacy rule, to implement these provisions. Entities subject to the HIPAA
Administrative Simplification Rules (see 45 CFR Parts 160, 162, and 164), known as “covered
entities,” are health plans, health care clearinghouses, and health care providers that transmit health
information in electronic form in connection with covered transactions. See 45 CFR § 160.103.
“Health care providers” include institutional providers of health or medical services, such as
hospitals, as well as non-institutional providers, such as physicians, dentists, and other practitioners,
along with any other person or organization that furnishes, bills, or is paid for health care in the
normal course of business. Covered transactions are those for which the U.S. Department of Health
and Human Services has adopted a standard, such as health care claims submitted to a health plan.
See 45 CFR § 160.103 (definitions of “health care provider” and “transaction”) and 45 CFR Part
162, Subparts K-R.

The HIPAA Privacy Rule requires covered entities to protect individuals’ health records and other
identifiable health information by requiring appropriate safeguards to protect privacy, and setting
limits and conditions on the uses and disclosures that may be made of such information without
patient authorization. The rule also gives patients rights over their health information, including
rights to examine and obtain a copy of their health records, and to request corrections.
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IV.  Where FERPA and HIPAA May Intersect

When a school provides health care to students in the normal course of business, such as through its
health clinic, it is also a “health care provider” as defined by HIPAA. If a school also conducts any
covered transactions electronically in connection with that health care, it is then a covered entity
under HIPAA. As a covered entity, the school must comply with the HIPAA Administrative
Simplification Rules for Transactions and Code Sets and Identifiers with respect to its transactions.
However, many schools, even those that are HIPAA covered entities, are not required to comply
with the HIPAA Privacy Rule because the only health records maintained by the school are
“education records” or “treatment records” of eligible students under FERPA, both of which are
excluded from coverage under the HIPAA Privacy Rule. See the exception at paragraph (2)(i) and
(2)(ii) to what is considered “protected health information” (PHI) at 45 CFR § 160.103. In addition,
the exception for records covered by FERPA applies both to the HIPAA Privacy Rule, as well as to
the HIPAA Security Rule, because the Security Rule applies to a subset of information covered by
the Privacy Rule (i.e., electronic PHI). Information on the HIPAA Privacy Rule is available at:
http://www.hhs.gov/ocr/hipaa/. Information on the other HIPAA Administrative Simplification
Rules is available at: http://www.cms.hhs.gov/HIPAAGenInfo/.

V. Frequently Asked Questions and Answers
1. Does the HIPAA Privacy Rule apply to an elementary or secondary school?

Generally, no. In most cases, the HIPAA Privacy Rule does not apply to an elementary or
secondary school because the school either: (1) is not a HIPAA covered entity or (2) is a HIPAA
covered entity but maintains health information only on students in records that are by definition
“education records” under FERPA and, therefore, is not subject to the HIPAA Privacy Rule.

o The school is not a HIPAA covered entity. The HIPAA Privacy Rule only applies to health
plans, health care clearinghouses, and those health care providers that transmit health
information electronically in connection with certain administrative and financial
transactions (“covered transactions”). See 45 CFR § 160.102. Covered transactions are
those for which the U.S. Department of Health and Human Services has adopted a standard,
such as health care claims submitted to a health plan. See the definition of “transaction” at
45 CFR § 160.103 and 45 CFR Part 162, Subparts K-R. Thus, even though a school
employs school nurses, physicians, psychologists, or other health care providers, the school
is not generally a HIPAA covered entity because the providers do not engage in any of the
covered transactions, such as billing a health plan electronically for their services. Itis
expected that most elementary and secondary schools fall into this category.

. The school is a HIPAA covered entity but does not have “protected health information.”
Where a school does employ a health care provider that conducts one or more covered
transactions electronically, such as electronically transmitting health care claims to a health
plan for payment, the school is a HIPAA covered entity and must comply with the HIPAA
Transactions and Code Sets and Identifier Rules with respect to such transactions. However,
even in this case, many schools would not be required to comply with the HIPAA Privacy
Rule because the school maintains health information only in student health records that are
“education records” under FERPA and, thus, not “protected health information” under


http://www.hhs.gov/ocr/hipaa/
https://webmail.hhs.gov/exchweb/bin/redir.asp?URL=http://www.cms.hhs.gov/HIPAAGenInfo/

HIPAA. Because student health information in education records is protected by FERPA,
the HIPAA Privacy Rule excludes such information from its coverage. See the exception at
paragraph (2)(i) to the definition of “protected health information” in the HIPAA Privacy
Rule at 45 CFR § 160.103. For example, if a public high school employs a health care
provider that bills Medicaid electronically for services provided to a student under the IDEA,
the school is a HIPAA covered entity and would be subject to the HIPAA requirements
concerning transactions. However, if the school’s provider maintains health information
only in what are education records under FERPA, the school is not required to comply with
the HIPAA Privacy Rule. Rather, the school would have to comply with FERPA’s privacy
requirements with respect to its education records, including the requirement to obtain
parental consent (34 CFR § 99.30) in order to disclose to Medicaid billing information about
a service provided to a student.

2. How does FERPA apply to health records on students maintained by elementary or
secondary schools?

At the elementary or secondary school level, students” immunization and other health records that
are maintained by a school district or individual school, including a school-operated health clinic,
that receives funds under any program administered by the U.S. Department of Education are
“education records” subject to FERPA, including health and medical records maintained by a school
nurse who is employed by or under contract with a school or school district. Some schools may
receive a grant from a foundation or government agency to hire a nurse. Notwithstanding the
source of the funding, if the nurse is hired as a school official (or contractor), the records maintained
by the nurse or clinic are “education records” subject to FERPA.

Parents have a right under FERPA to inspect and review these health and medical records because
they are “education records” under FERPA. See 34 CFR 8§ 99.10 — 99.12. In addition, these
records may not be shared with third parties without written parental consent unless the disclosure
meets one of the exceptions to FERPA’s general consent requirement. For instance, one of these
exceptions allows schools to disclose a student’s health and medical information and other
“education records” to teachers and other school officials, without written consent, if these school
officials have “legitimate educational interests” in accordance with school policy. See 34 CFR §
99.31(a)(1). Another exception permits the disclosure of education records, without consent, to
appropriate parties in connection with an emergency, if knowledge of the information is necessary
to protect the health or safety of the student or other individuals. See 34 CFR §8 99.31(a)(10) and
99.36.

3. Does FERPA or HIPAA apply to elementary or secondary school student health
records maintained by a health care provider that is not employed by a school?

If a person or entity acting on behalf of a school subject to FERPA, such as a school nurse that
provides services to students under contract with or otherwise under the direct control of the school,
maintains student health records, these records are education records under FERPA, just as they
would be if the school maintained the records directly. This is the case regardless of whether the
health care is provided to students on school grounds or off-site. As education records, the
information is protected under FERPA and not HIPAA.



Some outside parties provide services directly to students and are not employed by, under contract
to, or otherwise acting on behalf of the school. In these circumstances, these records are not
“education records” subject to FERPA, even if the services are provided on school grounds, because
the party creating and maintaining the records is not acting on behalf of the school. For example,
the records created by a public health nurse who provides immunization or other health services to
students on school grounds or otherwise in connection with school activities but who is not acting
on behalf of the school would not be “education records” under FERPA. In such situations, a
school that wishes to disclose to this outside party health care provider any personally identifiable
information from education records would have to comply with FERPA and obtain parental
consent. See 34 CFR § 99.30.

With respect to HIPAA, even where student health records maintained by a health care provider are
not education records protected by FERPA, the HIPAA Privacy Rule would apply to such records
only if the provider conducts one or more of the HIPAA transactions electronically, e.g., billing a
health plan electronically for his or her services, making the provider a HIPAA covered entity.

4. Are there circumstances in which the HIPAA Privacy Rule might apply to an
elementary or secondary school?

There are some circumstances in which an elementary or secondary school would be subject to the
HIPAA Privacy Rule, such as where the school is a HIPAA covered entity and is not subject to
FERPA. As explained previously, most private schools at the elementary and secondary school
levels typically do not receive funding from the U.S. Department of Education and, therefore, are
not subject to FERPA.

A school that is not subject to FERPA and is a HIPAA covered entity must comply with the HIPAA
Privacy Rule with respect to any individually identifiable health information it has about students
and others to whom it provides health care. For example, if a private elementary school that is not
subject to FERPA employs a physician who bills a health plan electronically for the care provided
to students (making the school a HIPAA covered entity), the school is required to comply with the
HIPAA Privacy Rule with respect to the individually identifiable health information of its patients.
The only exception would be where the school, despite not being subject to FERPA, has education
records on one or more students to whom it provides services on behalf of a school or school district
that is subject to FERPA. In this exceptional case, the education records of only those publicly-
placed students held by the private school would be subject to FERPA, while the remaining student
health records would be subject to the HIPAA Privacy Rule.

5. Where the HIPAA Privacy Rule applies, does it allow a health care provider to
disclose protected health information (PHI) about a troubled teen to the parents of the
teen?

In most cases, yes. If the teen is a minor, the HIPAA Privacy Rule generally allows a covered entity
to disclose PHI about the child to the child’s parent, as the minor child’s personal representative,
when the disclosure is not inconsistent with state or other law. For more detailed information, see
45 CFR § 164.502(g) and the fact sheet regarding personal representatives at:
http://www.hhs.gov/ocr/hipaa/guidelines/personalrepresentatives.pdf. In some cases, such as when
a minor may receive treatment without a parent’s consent under applicable law, the parents are not
treated as the minor’s personal representative. See 45 CFR 8 164.502(g)(3). In such cases where
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the parent is not the personal representative of the teen, other HIPAA Privacy Rule provisions may
allow the disclosure of PHI about the teen to the parent. For example, if a provider believes the teen
presents a serious danger to self or others, the HIPAA Privacy Rule permits a covered entity to
disclose PHI to a parent or other person(s) if the covered entity has a good faith belief that: (1) the
disclosure is necessary to prevent or lessen the threat and (2) the parent or other person(s) is
reasonably able to prevent or lessen the threat. The disclosure also must be consistent with
applicable law and standards of ethical conduct. See 45 CFR § 164.512(j)(1)(i).

In addition, the Privacy Rule permits covered entities to share information that is directly relevant to
the involvement of a family member in the patient’s health care or payment for care if, when given
the opportunity, the patient does not object to the disclosure. Even when the patient is not present
or it is impracticable, because of emergency circumstances or the patient’s incapacity, for the
covered entity to ask the patient about discussing his or her care or payment with a family member,
a covered entity may share this information with the family member when, in exercising
professional judgment, it determines that doing so would be in the best interest of the patient. See
45 CFR § 164.510(b).

6. Where the HIPAA Privacy Rule applies, does it allow a health care provider to disclose
protected health information (PHI) about a student to a school nurse or physician?

Yes. The HIPAA Privacy Rule allows covered health care providers to disclose PHI about students
to school nurses, physicians, or other health care providers for treatment purposes, without the
authorization of the student or student’s parent. For example, a student’s primary care physician
may discuss the student’s medication and other health care needs with a school nurse who will
administer the student’s medication and provide care to the student while the student is at school.

7. Does FERPA or HIPAA apply to records on students at health clinics run by
postsecondary institutions?

FERPA applies to most public and private postsecondary institutions and, thus, to the records on
students at the campus health clinics of such institutions. These records will be either education
records or treatment records under FERPA, both of which are excluded from coverage under the
HIPAA Privacy Rule, even if the school is a HIPAA covered entity. See the exceptions at
paragraphs (2)(i) and (2)(ii) to the definition of “protected health information” at 45 CFR § 160.103.

The term “education records” is broadly defined under FERPA to mean those records that are: (1)
directly related to a student and (2) maintained by an educational agency or institution or by a party
acting for the agency or institution. See 34 CFR § 99.3, “Education records.”

“Treatment records” under FERPA, as they are commonly called, are:

records on a student who is eighteen years of age or older, or is attending an institution of
postsecondary education, which are made or maintained by a physician, psychiatrist,
psychologist, or other recognized professional or paraprofessional acting in his professional
or paraprofessional capacity, or assisting in that capacity, and which are made, maintained,
or used only in connection with the provision of treatment to the student, and are not
available to anyone other than persons providing such treatment, except that such records



can be personally reviewed by a physician or other appropriate professional of the student’s
choice.

See 20 U.S.C. § 1232g(a)(4)(B)(iv); 34 CFR § 99.3, “Education records.” For example, treatment
records would include health or medical records that a university psychologist maintains only in
connection with the provision of treatment to an eligible student, and health or medical records that
the campus health center or clinic maintains only in connection with the provision of treatment to an
eligible student. (Treatment records also would include health or medical records on an eligible
student in high school if the records otherwise meet the above definition.)

“Treatment records” are excluded from the definition of “education records” under FERPA.
However, it is important to note, that a school may disclose an eligible student’s treatment records
for purposes other than the student’s treatment provided that the records are disclosed under one of
the exceptions to written consent under 34 CFR § 99.31(a) or with the student’s written consent
under 34 CFR § 99.30. If a school discloses an eligible student’s treatment records for purposes
other than treatment, the treatment records are no longer excluded from the definition of “education
records” and are subject to all other FERPA requirements, including the right of the eligible student
to inspect and review the records.

While the health records of students at postsecondary institutions may be subject to FERPA, if the
institution is a HIPAA covered entity and provides health care to nonstudents, the individually
identifiable health information of the clinic’s nonstudent patients is subject to the HIPAA Privacy
Rule. Thus, for example, postsecondary institutions that are subject to both HIPAA and FERPA and
that operate clinics open to staff, or the public, or both (including family members of students) are
required to comply with FERPA with respect to the health records of their student patients, and with
the HIPAA Privacy Rule with respect to the health records of their nonstudent patients.

8. Under FERPA, may an eligible student inspect and review his or her “treatment
records”?

Under FERPA, treatment records, by definition, are not available to anyone other than professionals
providing treatment to the student, or to physicians or other appropriate professionals of the
student’s choice. However, this does not prevent an educational institution from allowing a student
to inspect and review such records. If the institution chooses to do so, though, such records are no
longer excluded from the definition of “education records” and are subject to all other FERPA
requirements.

9. Under FERPA, may an eligible student’s treatment records be shared with parties
other than treating professionals?

As explained previously, treatment records, by definition, are not available to anyone other than
professionals providing treatment to the student, or to physicians or other appropriate professionals
of the student’s choice. However, this does not prevent an educational institution from using or
disclosing these records for other purposes or with other parties. If the institution chooses to do so,
a disclosure may be made to any party with a prior written consent from the eligible student (see 34
CFR 8§ 99.30) or under any of the disclosures permitted without consent in 34 CFR § 99.31 of
FERPA.



For example, a university physician treating an eligible student might determine that treatment
records should be disclosed to the student’s parents. This disclosure may be made if the eligible
student is claimed as a dependent for federal income tax purposes (see 34 CFR § 99.31(a)(8)). If
the eligible student is not claimed as a dependent, the disclosure may be made to parents, as well as
other appropriate parties, if the disclosure is in connection with a health or safety emergency. See
34 CFR 8§ 99.31(a)(10) and 99.36. Once the records are disclosed under one of the exceptions to
FERPA’s general consent requirement, the treatment records are no longer excluded from the
definition of “education records” and are subject to all other FERPA requirements as “education
records” under FERPA.

10. Under what circumstances does FERPA permit an eligible student’s treatment records
to be disclosed to a third-party health care provider for treatment?

An eligible student’s treatment records may be shared with health care professionals who are
providing treatment to the student, including health care professionals who are not part of or not
acting on behalf of the educational institution (i.e., third-party health care provider), as long as the
information is being disclosed only for the purpose of providing treatment to the student. In
addition, an eligible student’s treatment records may be disclosed to a third-party health care
provider when the student has requested that his or her records be “reviewed by a physician or other
appropriate professional of the student’s choice.” See 20 U.S.C. § 1232¢g(a)(4)(B)(iv). In either of
these situations, if the treatment records are disclosed to a third-party health care provider that is a
HIPAA covered entity, the records would become subject to the HIPAA Privacy Rule. The records
at the educational institution continue to be treatment records under FERPA, so long as the records
are only disclosed by the institution for treatment purposes to a health care provider or to the
student’s physician or other appropriate professional requested by the student.

If the disclosure is for purposes other than treatment, an eligible student’s treatment record only
may be disclosed to a third party as an “education record,” that is, with the prior written consent of
the eligible student or if one of the exceptions to FERPA’s general consent requirement is met. See
34 CFR §99.31. For example, if a university is served with a court order requiring the disclosure of
the mental health records of a student maintained as treatment records at the campus clinic, the
university may disclose the records to comply with the court order in accordance with the
provisions of § 99.31(a)(9) of the FERPA regulations. However, the mental health records that the
university disclosed for non-treatment purposes are no longer excluded from the definition of
“education records” and are subject to all other FERPA requirements as “education records” under
FERPA.

11.  Areall student records maintained by a health clinic run by a postsecondary
institution considered “treatment records” under FERPA?

Not all records on eligible students that are maintained by a college- or university-run health clinic
are treatment records under FERPA because many such records are not made, maintained, or used
only in connection with the treatment of a student. For example, billing records that a college- or
university-run health clinic maintains on a student are “education records” under FERPA, the
disclosure of which would require prior written consent from the eligible student unless an
exception applies. See 34 CFR 8§ 99.30. In addition, records relating to treatment that are shared
with persons other than professionals providing treatment to the student are “education records”
under FERPA. Thus, to the extent a health clinic has shared a student’s treatment information with



persons and for purposes other than for treatment, such information is an “education record,” not a
treatment record under FERPA.

12. Does FERPA or HIPAA apply to records on students who are patients at a university
hospital?

Patient records maintained by a hospital affiliated with a university that is subject to FERPA are not
typically “education records” or “treatment records” under FERPA because university hospitals
generally do not provide health care services to students on behalf of the educational institution.
Rather, these hospitals provide such services without regard to the person’s status as a student and
not on behalf of a university. Thus, assuming the hospital is a HIPAA covered entity, these records
are subject to all of the HIPAA rules, including the HIPAA Privacy Rule. However, in a situation
where a hospital does run the student health clinic on behalf of a university, the clinic records on
students would be subject to FERPA, either as “education records” or “treatment records,” and not
subject to the HIPAA Privacy Rule.

13.  Where the HIPAA Privacy Rule applies, does it permit a health care provider to
disclose protected health information (PHI) about a patient to law enforcement, family
members, or others if the provider believes the patient presents a serious danger to self
or others?

The HIPAA Privacy Rule permits a covered entity to disclose PHI, including psychotherapy notes,
when the covered entity has a good faith belief that the disclosure: (1) is necessary to prevent or
lessen a serious and imminent threat to the health or safety of the patient or others and (2) is to a
person(s) reasonably able to prevent or lessen the threat. This may include, depending on the
circumstances, disclosure to law enforcement, family members, the target of the threat, or others
who the covered entity has a good faith belief can mitigate the threat. The disclosure also must be
consistent with applicable law and standards of ethical conduct. See 45 CFR § 164.512(j)(1)(i).

For example, consistent with other law and ethical standards, a mental health provider whose
teenage patient has made a credible threat to inflict serious and imminent bodily harm on one or
more fellow students may alert law enforcement, a parent or other family member, school
administrators or campus police, or others the provider believes may be able to prevent or lessen the
chance of harm. In such cases, the covered entity is presumed to have acted in good faith where its
belief is based upon the covered entity’s actual knowledge (i.e., based on the covered entity’s own
interaction with the patient) or in reliance on a credible representation by a person with apparent
knowledge or authority (i.e., based on a credible report from a family member or other person). See
45 CFR § 164.512(j)(4).

For threats or concerns that do not rise to the level of “serious and imminent,” other HIPAA Privacy
Rule provisions may apply to permit the disclosure of PHI. For example, covered entities generally
may disclose PHI about a minor child to the minor’s personal representative (e.g., a parent or legal
guardian), consistent with state or other laws. See 45 CFR § 164.502(b).

14. Does FERPA permit a postsecondary institution to disclose a student’s treatment
records or education records to law enforcement, the student’s parents, or others if the
institution believes the student presents a serious danger to self or others?



An eligible student’s education records and treatment records (which are considered education
records if used or made available for any purpose other than the eligible student’s treatment) may be
disclosed, without consent, if the disclosure meets one of the exceptions to FERPA’s general
consent rule. See 34 CFR § 99.31. One of the permitted disclosures is to appropriate parties, which
may include law enforcement or parents of a student, in connection with an emergency if
knowledge of the information is necessary to protect the health or safety of the student or other
individuals. See 34 CFR 88 99.31(a)(10) and 99.36.

There are other exceptions that apply to disclosing information to parents of eligible students that
are discussed on the “Safe Schools & FERPA” Web page, as well as other information that should
be helpful to school officials, at:
http://www.ed.gov/policy/gen/quid/fpco/ferpa/safeschools/index.html/.

15.  Are the health records of an individual who is both a student and an employee of a
university at which the person receives health care subject to the privacy provisions of
FERPA or those of HIPAA?

The individual’s health records would be considered “education records” protected under FERPA
and, thus, excluded from coverage under the HIPAA Privacy Rule. FERPA defines “education
records” as records that are directly related to a student and maintained by an educational agency or
institution or by a party acting for the agency or institution. 34 CFR § 99.3 (“education records”).
While FERPA excludes from this definition certain records relating to employees of the educational
institution, to fall within this exclusion, such records must, among other things, relate exclusively to
the individual in his or her capacity as an employee, such as records that were created in connection
with health services that are available only to employees. Thus, the health or medical records that
are maintained by a university as part of its provision of health care to a student who is also an
employee of a university are covered by FERPA and not the HIPAA Privacy Rule.

16. Can a postsecondary institution be a “hybrid entity” under the HIPAA Privacy Rule?

Yes. A postsecondary institution that is a HIPAA covered entity may have health information to
which the Privacy Rule may apply not only in the health records of nonstudents in the health clinic,
but also in records maintained by other components of the institution that are not education records
or treatment records under FERPA, such as in a law enforcement unit or research department. In
such cases, the institution, as a HIPAA covered entity, has the option of becoming a “hybrid entity”
and, thus, having the HIPAA Privacy Rule apply only to its health care unit. The school can achieve
hybrid entity status by designating the health unit as its “health care component.” As a hybrid
entity, any individually identifiable health information maintained by other components of the
university (i.e., outside of the health care component), such as a law enforcement unit, or a research
department, would not be subject to the HIPAA Privacy Rule, notwithstanding that these
components of the institution might maintain records that are not “education records” or treatment
records under FERPA.

To become a hybrid entity, the covered entity must designate and include in its health care
component all components that would meet the definition of a covered entity if those components
were separate legal entities. (A covered entity may have more than one health care component.)
However, the hybrid entity is not permitted to include in its health care component other types of
components that do not perform the covered functions of the covered entity or components that do
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not perform support activities for the components performing covered functions. That is,
components that do not perform health plan, health care provider, or health care clearinghouse
functions and components that do not perform activities in support of these functions (as would a
business associate of a separate legal entity) may not be included in a health care component.
Within the hybrid entity, most of the HIPAA Privacy Rule requirements apply only to the health
care component, although the hybrid entity retains certain oversight, compliance, and enforcement
obligations. See 45 CFR § 164.105 of the Privacy Rule for more information.

VI. Conclusion

The HIPAA Privacy Rule specifically excludes from its coverage those records that are protected by
FERPA. When making determinations as to whether personally identifiable information from
student health records maintained by the educational agency or institution may be disclosed, school
officials at institutions subject to FERPA should refer to FERPA and its requirements. While the
educational agency or institution has the responsibility to make the initial, case-by-case
determination of whether a disclosure meets the requirements of FERPA, the Department of
Education’s Family Policy Compliance Office is available to offer technical assistance to school
officials in making such determinations.

For quick, informal responses to routine questions about FERPA, school officials may e-mail the
Department at FERPA@ed.gov. For more formal technical assistance on the information provided
in this guidance in particular or FERPA in general, please contact the Family Policy Compliance
Office at the following address:

Family Policy Compliance Office
U.S. Department of Education
400 Maryland Ave. S.W.
Washington, D.C. 20202-8520

You may also find additional information and guidance on the Department’s Web site at:
http://www.ed.gov/policy/gen/guid/fpco/index.html.

For more information on the HIPAA Privacy Rule, please visit the Department of Health and
Human Services’ HIPAA Privacy Rule Web site at: http://www.hhs.gov/ocr/hipaa/. The Web site
offers a wide range of helpful information about the HIPAA Privacy Rule, including the full text of
the Privacy Rule, a HIPAA Privacy Rule summary, over 200 frequently asked questions, and both
consumer and covered entity fact sheets.

In addition, if you would like to submit additional questions not covered by this guidance document
or suggestions for purposes of informing future guidance, please send an e-mail to
OCRPrivacy@hhs.gov and FERPA@ed.gov.
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2018 Federal Commission on School Safety

o Final Report of The Federal Commission on School Safety, 12/18/2018 (US DOE, USSS, US
DHHS, US DOJ)
https://www?2.ed.gov/documents/school-safety/school-safety-report.pdf

Georgetown University

e Diversion Program Research & Publications: Center for Juvenile Justice Reform — Georgetown
University
https://cjjr.georgetown.edu/

National Center for Healthy Safe Children

https://healthysafechildren.org/
o0 Safe Schools Healthy Students
0 Project LAUNCH

SAVRY ™ - Structured Assessment of Violence Risk in Youth™

e The SAVRY is composed of 24 items in three risk domains (Historical Risk Factors,
Social/Contextual Risk Factors, and Individual/Clinical Factors), drawn from existing research
and the professional literature on adolescent development as well as on violence and aggression
in youth.

https://www.parinc.com/Products/Pkey/390

United Educators

https://www.ue.org/risk-management/
0 Implementing a Student Threat Assessment Process
0 Crisis Response Tabletop Exercises
0 Youth Athletics Learning Program
0 Risk Management Services and Resources Catalog

United States Secret Service
NTAC-National Threat Assessment Center

0 The Final Report And Findings Of The Safe School Initiative: Implications For The
Prevention Of School Attacks In The United States; United States Secret Service And



https://www2.ed.gov/documents/school-safety/school-safety-report.pdf
https://cjjr.georgetown.edu/
https://healthysafechildren.org/
https://www.ue.org/risk-management/

United States Department Of Education; May 2002;
https://www.secretservice.gov/data/protection/ntac/ssi_final report.pdf

0 Threat Assessment In Schools: A Guide To Managing Threatening Situations And To
Creating Safe School Climates; United States Secret Service And United States
Department Of Education; May 2002;
https://www.secretservice.gov/data/protection/ntac/ssi_guide.pdf

o0 Evaluating Risk For Targeted Violence In Schools: Comparing Risk Assessment, Threat
Assessment, And Other Approaches; United States Secret Service, University Of South
Florida And United States Department Of Education; January 2001;
https://www.secretservice.gov/data/protection/ntac/ssitarget.pdf

0 Making Schools Safer: Quick Reference Guide, United States Secret Service; February
2018;
https://www.secretservice.gov/data/protection/ntac/Making Schools Safer Quick Refer
ence Guide 2018 Update.pdf

Virginia Department of Criminal Justice Services

e Threat Assessment in Virginia Public Schools: Model Policies, Procedures, and Guidelines;
Second Edition (2016)

https://www.dcjs.virginia.gov/sites/dcjs.virginia.gov/files/publications/law-enforcement/threat-
assessment-model-policies-procedures-and-guidelinespdf.pdf



https://www.secretservice.gov/data/protection/ntac/ssi_final_report.pdf
https://www.secretservice.gov/data/protection/ntac/ssi_guide.pdf
https://www.secretservice.gov/data/protection/ntac/ssitarget.pdf
https://www.secretservice.gov/data/protection/ntac/Making_Schools_Safer_Quick_Reference_Guide_2018_Update.pdf
https://www.secretservice.gov/data/protection/ntac/Making_Schools_Safer_Quick_Reference_Guide_2018_Update.pdf
https://www.dcjs.virginia.gov/sites/dcjs.virginia.gov/files/publications/law-enforcement/threat-assessment-model-policies-procedures-and-guidelinespdf.pdf
https://www.dcjs.virginia.gov/sites/dcjs.virginia.gov/files/publications/law-enforcement/threat-assessment-model-policies-procedures-and-guidelinespdf.pdf
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