	Information Technology Division

(919) 773 - 7900

3320 Garner Road, Bldg 17

Raleigh, NC 27610

	2019 - 2020 CYCLE
TECHNICAL SECURITY AUDIT - ALE
All agencies maintaining a DCIN terminal/device (Omnixx, CAD, and mobiles) must complete this form.

Non-terminal/device agencies (serviced agencies) are not required to complete this form.
ELECTRONIC USERS: DOUBLE CLICK BOX, CHANGE FILL COLOR TO BLACK TO MARK ANSWER.


	TO BE COMPLETED BY AGENCY

	AUDIT FILE #: 


	
	
	

	
	
	

	AGENCY NAME:


	
	

	MAIN AGENCY ORI:

	
	
	

	ADDRESS:
	PHYSICAL:
	
	

	
	
	

	
	MAILING:
	
	

	
	
	


	PHYSICAL SAME AS MAILING:
	
	Yes
	
	No
	


	
	
	

	CONTACT:
	
	
	
	

	
	TELEPHONE
	
	FAX
	

	COMPLETED BY: 

NAME, TITLE:   
	
	

	E-MAIL ADDRESS:
	
	

	
	
	

	I. INFORMATION TECHNOLOGY (IT) SUPPORT
	

	IT PROVIDER:

IF DIFFERENT FROM AGENCY
	
	

	CONTACT NAME:
	Kelton W Brown Assistant Special Agent In Charge
	

	E-MAIL ADDRESS:
	Kelton.brown@ncdps.gov
	

	TELEPHONE:
	919-733-4060
	
	

	Network Diagram: 
	All agencies must submit a network diagram.  See the end of this document for instructions and a sample diagram.

	
	

	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	TO BE COMPLETED BY AGENCY

	· Please complete this survey for your agency. 
· You may need assistance from your IT staff that support the technical operations of your agency. 

· Please provide any supporting documentation to explain your answers.

· For further assistance contact the DOJ Customer Support Center : CSC@ncsbi.gov. 
ELECTRONIC USERS: DOUBLE CLICK BOX, CHANGE FILL COLOR TO BLACK TO MARK ANSWER

	II. WORKSTATIONS – Fill out this section if your agency has Omnixx or CAD Workstations
	
	Yes
	No

	1.
	Does your agency take precautions to ensure that only authorized users access the systems? (Example: only DCIN certified users?)
	
	
	

	2.
	Are your devices in a physically secured location to prevent unauthorized access?
	
	
	

	3.
	Does each of your workstations/servers employ up-to-date virus protection?
	
	
	

	4.
	Does your agency ensure that the operating system is patched/updated (Example: Windows updates) on a regular basis to protect from worms and Trojans?
	
	
	

	5.
	If your workstations have Internet access (most do), do you make sure that no CJIS data outside the Omnixx application is stored on that computer unless it is encrypted?
	
	
	

	6.
	Do you have any DCIN connected workstations on 802.11 wireless access points in your network? (If so, that access must meet the FBI CJIS guidelines for a minimum 128 bit encryption that meets the FIPS 140-2 standards).
	
	
	

	7.
	Does your agency allow access to any of your Omnixx or CAD workstations from remote locations?   (Example: RDP [Remote Assistance], pcAnywhere, LanDesk, VNC)  
	
	
	

	
	What precautions do you take to ensure that a remote operation of the DCIN workstation   is not allowed?
“Remote VNC session can only be initiated manually by an authorized and credentialed user working at the affected workstation who remains on the session until the IT service work is complete and then manually disconnects the session. No remote access utilities run as machine services, all must be initiated manually by credentialed users."


	
	
	

	
	
	
	
	

	8.
	Does each user log off when their shift is over?
	
	
	


	III. NETWORK – All agencies must fill out this section unless you are a mobile only agency that utilizes another agency’s network for DCIN access.  (Example CJIN or ALEN)
	
	Yes
	No

	1.
	Is your data network protected by a firewall?
	
	
	

	2.
	How do your certified operators log into the DCIN VPN?  Check appropriate box (choose one).

Omnixx User ID   
[image: image1]    or  “lemsvpnuser”   
	
	
	

	
	If you log in to the VPN with “lemsvpnuser”, do you ensure that Omnixx Force data traffic routes over an ITS data link and not the Internet?  Agencies which use an ISP must use their Omnixx User ID to log onto the VPN.  
	
	
	

	3.
	Provide a diagram of your agency’s computer network.  For further instructions, see attached “Network Diagram”.  
	
	
	

	

	IV. MOBILE COMMUNICATIONS – Complete this section if your agency has mobile devices which access DCIN.  This includes MDTs, MDCs, handhelds, or other mobile devices.
	
	Yes
	No

	1.
	What policies are in place to revoke access to stolen laptops, MDTs/MDCs, or other portables that access DCIN? “User IDs/passwords and machine access are disabled in Microsoft Active Directory."
	
	
	

	2.
	Who is your mobile data vendor?    


[image: image2] ALEN,   
[image: image3] CJIN,   
[image: image4] Other – list company name: 


	
	
	

	3.
	Is the data encrypted to at least 128 bits and meet the FIPS 140-2 standard? (required)
	
	
	

	4.
	Are you using Advanced Authentication to authenticate your mobile users?
	
	
	


	V. SATELLITE OFFICE LOCATIONS
	
	Yes
	No

	1.
	Does your agency maintain satellite offices with DCIN access?  Note:  All data from the satellite office to the main office must be encrypted to at least 128 bits and meet the FIPS 140-2 standard.
	
	
	

	
	Location
	# of Terminals/Devices
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	· Attach additional sheets if necessary.

· Include Audit File # on each sheet.


	VI. SECURITY INCIDENTS – Complete this section if you have ever had a security incident.
	
	Yes
	No

	1.
	Has your agency had a technical security incident in the past year?
	
	
	

	
	If “Yes”, has your agency reported all incidents to the SBI?
	
	
	

	
	If “Yes” to Question 1 above, provide explanation below.


	
	

	Purpose:
	Federal regulations require each state’s CJIS Systems Agency (CSA) to ensure the security of FBI CJIS systems.



	SBI Role:
	The SBI, the CSA for North Carolina, is required to provide security awareness training to agency personnel that manage or have access to FBI CJIS systems.  

The Information Technology Division (ITD), supports the technical operations of the SBI. An Information Security Officer (ISO) administers the CSA’s information security program.



	Authority:
	FBI CJIS Security Policy Version 5.6: 
	· 5.2 Security Awareness Training
· 5.7 Configuration Management


This document is available in Soft Copy (Electronic) 

in Omnixx Links, IT Assistance.
Network Diagram
The following section is from the FBI’s CJIS Security Policy 5.6. A full copy of the CJIS Security Policy is available in Omnixx Force, Links, IT Assistance.
5.7 Configuration Management
5.7.1.2 Network Diagram
The agency shall ensure that a complete topological drawing depicting the interconnectivity of the agency network, to criminal justice information, systems and services is maintained in a current status.  See Appendix C for sample network diagrams.
The network topological drawing shall include the following:

1. All communications paths, circuits, and other component used for interconnection, beginning with the agency-owned system(s) and traversing through all interconnected systems to the agency end-point.

2. The logical location of all components (e.g., firewalls, routers, switches, hubs, servers, encryption devices, and computer workstations).  Individual workstations (clients) do not have to be shown; the number of clients is sufficient.

3. “For Official Use Only” (FOUO) markings.

4. The agency name and date (day, month, and year) drawing was created or updated.
QUESTIONS:
Information Technology Division

(919) 773 - 7900

3320 Garner Road, Bldg 17

Raleigh, NC 27610

CSC@ncsbi.gov
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